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Abstract 
Although the concept of Bring Your Own Device (BYOD) was only first introduced in 2009, 
organisations and higher education institutions have shown an increasing interest in and 
tolerance for employees and students using their own mobile devices for work and academic 
purposes, to such an extent that it is predicted that BYOD will become the leading practice for 
all educational environments by the year 2017. Although mobile device usage is increasing in 
higher education institutions, it has been found that currently no generally recognised 
framework exists to aid South African higher education institutions with the implementation of 
BYOD. The problem is further worsened as research suggests that the number of new mobile 
vulnerabilities reported each year has increased. The primary objective of this study is to 
develop a framework for implementing BYOD in higher education institutions in South Africa. 
This primary objective is divided into several secondary objectives, which collectively aim to 
address the proposed problem. Therefore, the secondary objectives are to understand BYOD 
in organisations and the challenges it brings; to determine how BYOD challenges differ in 
higher education institutions; to determine the key components for implementing BYOD in 
higher education institutions; to determine the extent to which the BYOD key components 
relate to a higher education institution in South Africa; and to validate the proposed BYOD 
framework, verifying its quality, efficacy and utility. At first, a comprehensive literature study is 
used to determine and understand the benefits, challenges and key components for the 
implementation of BYOD in both organisations and higher education institutions. Thereafter, 
a case study is used to determine the extent to which the components, identified in the 
literature study, relate to an educational institution in South Africa. The findings from the case 
study, in combination with the key components, are then triangulated and a preliminary 
framework for implementing BYOD in higher education institutions in South Africa is argued. 
Furthermore, elite interviews are used to determine the quality, efficacy and utility of the 
proposed BYOD framework. To address the proposed problem, this research proposes a step-
by-step holistic framework to aid South African higher education institutions with the 
implementation of BYOD. This framework adds a significant contribution to the work on this 
topic, as it provides a foundation upon which further such research can build.  It is believed 
that such a framework would be useful for higher education institutions in South Africa and 
would result in the improved implementation of BYOD.  
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Chapter 1: Introduction 
 ________________________________________________________________________  
1.1 Introduction 
Cyber security threats are on the rise as the use of personally owned devices are increasing 
within the workplace. This is due to the rapid adoption of the Bring Your Own Device (BYOD) 
trend. This trend is supported by a global report by Symantec (2015). In this report it is stated 
that cyber security threats have switched their focus to mobile devices. The number of new 
mobile vulnerabilities reported each year increased from 315 in 2011 to 416 in 2012. Symantec 
(2015) also reported that 10 percent of cyber security breaches took place in the education 
sector with a total of 31 breaches in 2014 resulting in the exposure of 1,359,190 identities. 
This places the educational sector at the top of the list with the third most cyber-security 
breaches in 2014, behind the healthcare and retail sectors.  
1.2 Background 
1.2.1 BYOD in Organisations 
Gartner (2013) defines Bring Your Own Device (BYOD) as: 
“An alternative strategy that allows employees, business partners and other users to use a 
personally selected and purchased client device to execute enterprise applications and access 
data. It typically spans smartphones and tablets, but the strategy may also be used for PCs. 
It may or may not include a subsidy.” 
BYOD was first introduced in 2009 by Malcolm Harkins, Intel’s chief information security 
officer, after realising that more and more employees wanted to use their own mobile devices 
in the workplace (Roman, 2012). Intel’s leaders did not dismiss the possibility of this new trend 
despite the risks involved. Instead, they embraced the technology by setting up effective 
employee-owned device policies, resulting in increased connectivity to Intel’s network, greater 
employee productivity and improved security measures. 
In the years following, organisations showed an increasing interest in and tolerance for 
employees using their own mobile devices for work purposes. This could be attributed to the 
emerging world of technology that is producing easy-to-use mobile devices enabling universal 
access to the working environment. This trend has led to the new BYOD paradigm that allows 
employees to access intellectual property through their personal devices as long as they agree 
to comply with the security policies provided by the organisation (Armando, Costa, Verderame, 
& Merlo, 2014). 
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According to Gartner (Nagele, 2012), more than 472 million smartphones had been sold 
worldwide by 2011. During the following years, this number increased to approximately 1.2 
billion smartphones by 2014 (Gartner, 2015). It is estimated that the number of smartphones 
in use will grow to over 2 billion by 2016 (eMarketer, 2014b). In South Africa, the number of 
smartphone users was estimated at 8.5 million in 2011 (KPMG, 2013). However, On Device 
Research (2014) reported that 24.9 million South Africans had smartphones in 2014. South 
Africa is clearly not far behind the rest of the world. In fact, South Africa was ranked 11th in 
smartphone user growth in 2014 (eMarketer, 2014a). It is inescapable that these devices will 
appear increasingly in the working environment. More than 60 percent of organisations are 
implementing BYOD globally, and a further 14 percent planned to implement BYOD by the 
end of 2015 (Tech Pro Research, 2015). It was therefore estimated that approximately 74 
percent of organisations would have implemented BYOD by the end of 2015.  
A further trend is that organisations are increasingly storing their information offsite and 
accessing it through the internet via the cloud, owing to the increase in broadband speeds. 
This innovative data-storing mechanism has led to much greater flexibility and availability 
(Beckett, 2014). Combining this with the use of BYOD adds efficiency and an increase in work 
activity as employees succumb to the temptation of checking easily accessible emails and 
information at home, at work or while waiting for a meeting. The implementation of BYOD in 
organisations also decreases the cost of doing business, and allows the Information 
Technology (IT) department to be seen as more of a partner within the organisation (Intel IT 
Center, 2012). 
A report by the Intel IT Centre (2012) confirmed that improved employee efficiency and 
productivity is one of the key drivers for BYOD implementation. Rated very close to this was 
the opportunity that BYOD creates for increased user mobility, as depicted in Figure 1.1. 
 
Figure 1.1: Top ranked BYOD benefits (Intel IT Center, 2012). 
Page | 3  
 
By implementing BYOD, organisations are able to transfer the liability of provisioning and 
maintaining the mobile devices used both for personal use and in the workplace, to the 
employees (Caldwell, 2012).  
However, while BYOD may bring benefits such as efficiency, flexibility, employee satisfaction 
and cost reductions, it is very important to consider the challenges that can arise owing to the 
use of BYOD. By inviting employees to bring their personal devices into the workplace, 
organisations of all sizes may be compromising their intellectual property. 
One such compromise could be the result of social networking as it also adds additional 
security risks. Consumer favourites such as Facebook and Twitter are a fundamental part of 
daily life and are easily accessible on mobile devices that are being used for business 
purposes. As a result, there are many more opportunities to share information, whether 
knowingly or otherwise, which could result in a security breach within organisations (Beckett, 
2014). Such breaches could be an innocent photo taken within the workplace that could 
expose intellectual property or the potential damage of comments made on social media from 
employees’ mobile devices within the workplace.  
The use of BYOD might not only result in employees exposing valuable intellectual property, 
but could also affect an organisation’s network availability and cause employees to violate 
industry regulations, break company rules, damage employer-employee trust, and undermine 
critical business obligations resulting in large fines and damage to the organisation’s 
reputation (Beckett, 2014). 
BYOD also introduces new governance challenges that can lead to other significant security 
risks, since organisations are no longer in control of the devices on which the organisation’s 
data is stored  (Miller, Voas, & Hurlburt, 2012). Owing to this, organisations have less visibility 
over their security environment for BYOD compared to that of a traditional networked 
environment. As organisations increasingly lose control over these devices, employees have 
a more critical role to play in upholding organisational security. This is supported by Mansfield-
Devine (2012) who suggests that organisations should incorporate employees into their 
security model. 
Implementing BYOD also presents other technical challenges such as the vast number of 
mobile devices that are functioning on various operating systems (Gajar, Ghosh, & Rai, 2013), 
which undergo constant technical changes, thus becoming outdated very quickly. 
Organisations also need to extend their traditional user-based authentication which is used to 
approve and deny access to their network to include device-based authentication (Mansfield-
Devine, 2012). An organisation’s network could also potentially be infected with malware 
owing to the use of employee-owned devices within the working environment. These malicious 
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applications could inadvertently be installed as a result of social engineering (Armando et al., 
2014). Default mobile operating system security mechanisms such as ‘sandboxing’ do not 
meet corporate security standards, and thus offer limited protection. In addition, owing to the 
relatively small size and portability of these mobile devices, there is a high risk of the devices 
being stolen or lost. The weakness of passwords and operating system defences on these 
employee-owned devices also contribute to this risk (Gajar et al., 2013).  
It is essential for organisations to ensure that user experience is not negatively affected when 
addressing each of these challenges. This, in itself, is becoming one of the greatest challenges 
that organisations are facing along with employee privacy (Baranwal, Ravindran, & Sadana, 
2013). 
The increase of BYOD is creating challenges in IT departments, including higher education 
institutions where information is available to and accessible from mobile devices. The following 
section discusses BYOD in higher education institutions. 
1.2.2 BYOD in Higher Education Institutions 
As the adoption of the BYOD trend is increasing in organisations within different sectors today, 
higher education institutions also encourage students and staff to use their own devices in 
exchange for the benefits offered by this trend. It is predicted that BYOD will become the 
leading practice for all educational environments by the year 2017 (Probert, 2012). This 
highlights the overwhelming increase in the BYOD paradigm in the education sector, as 
depicted in Figure 1.2. Figure 1.2 illustrates how important the use of BYOD is within the 
education sector as well as the percentage of students and staff that use personally owned 
devices for educational purposes.  
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Figure 1.2: Use and importance of devices for academics (Bichsel & Dahlstrom, 2014). 
Figure 1.2 is based on the results of a survey carried out on 213 higher education institutions 
across 15 countries. Owing to the overwhelming increase in the BYOD trend, higher education 
institutions need to develop and implement clear and cohesive strategies for the management 
and implementation of BYOD. 
Higher education institutions are realising the importance of supplying the demand for BYOD 
within their institutions. This is supported by the findings in a survey conducted by Bradford 
Networks (2013). The survey questioned professionals representing over 500 higher 
education institutions in the United States and the United Kingdom. It was found that 85 
percent of higher education institutions allow students, faculty or staff to use their personal 
devices on their network, while 15 percent of the respondents indicated that they only allow 
access to their network through institution-issued devices.  
Liz Gosling, director of IT services at Auckland University of Technology, states that the IT 
demands in higher education institutions differ from the technology requirements within an 
enterprise organisation (Sliep, 2013). In order for higher education institutions to implement 
BYOD effectively, they need to decide on management strategies for various components 
including (Ackerman & Krupp, 2012; Probert, 2012; Sliep, 2013): 
 Policies 
 Security plan 
 The IT infrastructure 
 Support 
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 Sustainability 
However, neither such an all-encompassing framework nor guidelines exist to aid South 
African higher education institutions in formulating management strategies for addressing 
these components needed for the implementation of BYOD.  
1.3 Problem Statement 
Studies have shown that there is a high demand for the use of BYOD in higher education 
institutions and that BYOD is vital to the academic success of its students (Bichsel & 
Dahlstrom, 2014). However, with the implementation of BYOD comes several challenges. 
Combining these challenges with limited financial resources, the fact that South Africa is a 
third world country (The International Statistical Institute, 2015), and that the world internet 
rankings place South Africa 81st in terms of bandwidth speeds (Scott, 2015), the 
implementation of BYOD in higher education institutions in South Africa differs considerably 
from that in many other countries. 
The problem to be addressed by this research project is stated as: 
Currently no generally recognised framework exists to aid South African higher 
education institutions in the implementation of BYOD. 
1.4 Delineation 
The scope of any project must be managed, to ensure that it is realistic and can demonstrate 
feasible progress over a limited period of time.  
For reasons mentioned in Section 3.3, the framework produced by this research project does 
not necessarily focus on the use of BYOD by non-academic staff; instead, the focus is on 
students and faculty. Furthermore, the framework does not specifically focus on the use of 
BYOD in classrooms and pertaining to the curriculum. 
1.5 Research Objectives 
In order to provide a solution to the problem stated in Section 1.3, the following objectives 
were identified. 
1.5.1 Primary Research Objectives 
The primary objective of this research project is to develop a framework for implementing 
Bring Your Own Device in higher education institutions in South Africa (PRO). 
This primary objective is divided into several secondary objectives, which collectively 
contribute to the achievement of the primary objective. 
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1.5.2 Secondary Research Objectives 
1. To understand BYOD in organisations and the benefits and challenges it presents 
(RO1). 
2. To determine how BYOD challenges differ in higher education institutions (RO2).  
3. To identify the key components for implementing BYOD in higher education institutions 
(RO3).  
4. To determine the current BYOD usage and the extent to which the identified BYOD 
key components relate to a higher education institution in South Africa (RO4). 
5. To validate the proposed framework, verifying its quality, efficacy and utility (RO5). 
1.6 The Research Methods 
This section briefly discusses the research methods used. Table 1.1 illustrates which research 
methods were used to achieve each of the research objectives. 
Research Objectives Research Methods 
RO1: To understand BYOD in organisations and the 
benefits and challenges it presents 
Literature Study 
RO2: To determine how BYOD challenges differ in HEIs Literature Study 
RO3: To identify the key components for implementing 
BYOD in HEIs 
Literature Study 
RO4: To determine the current BYOD usage and the extent 
to which the identified BYOD key components relate to a 
HEI in SA 
Case Study 
RO5: To validate the proposed framework, verifying its 
quality, efficacy and utility 
Elite Interviews 
PRO: To develop a framework for implementing BYOD in 
HEIs in SA 
Triangulation/ Argumentation 
Table 1.1: The research objectives and research methods used. 
The following sub-section discusses the literature study conducted in this research.   
1.6.1 Literature Study 
In conducting the literature study as indicated in Table 1.1, this research made use of various 
key sources including the National Institute of Standards and Technology (NIST). NIST is the 
federal technology agency that works with industry to develop and apply technology, 
measurements and standards. This study also includes various ISO and IEEE Standards. The 
International Organisation for Standardisation, known as ISO, is an international standards-
setting body composed of representatives from various national standards organisations. The 
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Institute of Electrical and Electronics Engineers, also known as IEEE, is a professional 
association and is dedicated to advancing technological innovation and excellence. 
Furthermore, Google Scholar, Science Direct and Emerald were used to access relevant 
academic journals and books. 
The purpose of the literature study was to understand the benefit and challenges and 
to determine the key components for the implementation of BYOD within organisations 
and higher education institutions. 
1.6.2 Case Study 
Yin (2013) defines a case study using a two-fold definition. The first part states that “a case 
study is an empirical inquiry that investigates a contemporary phenomenon (the case) in depth 
and within its real world context, especially when the boundaries between the phenomenon 
and the context may not be clearly evident.” In simpler terms, a case study can be described 
as a practical examination of a current occurrence within its real world context.  
In order to conduct case study research properly, the researcher must conduct the research 
rigorously; must avoid confusion with teaching cases; must know how to arrive at generalised 
conclusions, must manage the level of effort carefully, and must understand the comparative 
advantages of case study research (Yin, 2013). 
According to Yin (2013), case study research is the preferred research method when the main 
research questions are “how” or “why” questions; when a researcher has little or no control 
over behavioural events; and when the focus of the study is a contemporary phenomenon 
(current occurrence). Among the variations in case studies, a case study can include single or 
multiple cases, and a case study can be a useful method in doing an evaluation (Yin, 2013).  
In terms of this research, the purpose of the case study is to determine the extent to 
which BYOD key components relate to an educational institution in South Africa. 
Qualitative and quantitative data were collected from the documents obtained from the Nelson 
Mandela Metropolitan University (NMMU). These include the student and staff computing 
device landscape, network logs, the university’s policy document regarding BYOD, a list of 
suggested software from their latest information security week, a Mobile Device Management 
(MDM) checklist, interviews with key people (e.g. ICT Services staff), results from existing 
surveys and other relevant documents. Refer to Section 2.6 for a detailed discussion of the 
case study research undertaken. 
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1.6.3 Triangulation 
The case study method, with its use of multiple data collection methods and analysis 
techniques, provides researchers with opportunities to triangulate data in order to strengthen 
the research findings and conclusions (Yin, 2013).  
Triangulation refers to “multiple operationalism,” in which more than one method is used as 
part of a validation process that ensures that the explained variance is the result of the 
underlying phenomenon or trait and not of the method (Johnson, Onwuegbuzie, & Turner, 
2007).  
The purpose of triangulation in terms of this research is to help argue towards a 
framework for implementing BYOD in higher education institutions in South Africa. 
1.6.4 Argumentation 
Argumentation is a research strategy whereby researchers develop new theories by applying 
the logic of reasoning on existing theories. Therefore, the researcher responds to existing 
knowledge through claims and by identifying inconsistencies in the existing knowledge. The 
researcher then either accepts or disproves the existing knowledge through the use of logical 
reasoning (Lapakko, 2009; Metcalfe & Powell, 2000).  
The purpose of argumentation in terms of this research is to help argue towards a 
framework for implementing BYOD in higher education institutions in South Africa. 
1.6.5 Elite Interview 
An elite interview is a specific type of focused interview and differs from other interview 
protocols in several ways. Elite interviews tend to be more open-ended than focused 
interviews, so that the interviewee can stress his or her definition of, structure, and relevant 
data related to a situation (Kezar, 2003). However, the elite interviews in terms of this research 
were supported by a questionnaire consisting of both open-ended and closed-ended 
questions, as presented in Chapter 7. In elite interviews, the interviewees are not chosen at 
random, but rather because of who they are or what position they occupy (Hochschild, 2009). 
This does not necessarily mean someone of high social, economic, or political standing; but 
rather a person who is chosen by name or position for a particular reason, rather than 
randomly or anonymously.  
The purpose of the elite interview in terms of this research is to validate the preliminary 
BYOD framework. 
Two elites from a higher education institution in South Africa were used to conduct the elite 
interviews. In this study, the elite interviews were used to determine the quality, efficacy and 
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utility of the proposed framework, as presented in Chapter 7. To achieve this, the elites 
evaluated the framework, identified the potential problems, explained their reasoning and 
provided recommendations. Furthermore, the elite interviews were used to increase the 
credibility of the proposed BYOD framework. The framework was altered to align with the 
recommendations of the elites resulting in the final framework, as presented in Chapter 7. 
Refer to Section 2.9.3 for a detailed discussion regarding the elite interviews conducted during 
this research.  
1.7 Ethical Clearance 
The researcher accessed participant data from an existing repository at ICT services within 
the Nelson Mandela Metropolitan University, as indicated in Appendix A. No formal ethical 
clearance was required for this research.  
1.8 Chapter Layout 
The following chapters constitute this research project: 
Chapter 1: Introduction 
This chapter includes a brief background to the study, the problem statement, research 
objectives, and the research methods used. 
Chapter 2: Research Design 
This chapter discusses the research design in finer detail, referring to the research 
process, philosophy, approach, methodological choice, and the data collection and 
analysis techniques used throughout this study. 
Chapter 3: BYOD in Organisations and Higher Education Institutions  
This chapter provides background information on the use of BYOD in organisations and 
the various benefits and challenges that organisations face with the implementation of 
BYOD. Furthermore, this chapter includes background information on the use of BYOD 
in higher education institutions, to determine the importance, the benefits, the challenges 
as well as the key components associated with the implementation of BYOD in higher 
education institutions. 
Chapter 4: Case Study – Mobile Device Usage 
This chapter consists of a case study of the NMMU. However, this chapter focuses 
specifically on the mobile device usage amongst students, faculty and non-academic 
staff.  
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Chapter 5: Case Study – Policies, Procedures, Guidelines and Controls 
This chapter continues the discussion regarding the NMMU case study, with the focus 
being on the policies and procedures that govern the implementation of BYOD within the 
NMMU. Furthermore, the BYOD key components identified in Chapter 3 are also mapped 
to the case study findings from Chapter 4 and 5. 
Chapter 6: The BYOD Framework 
This chapter provides the solution to this study, which is a framework for implementing 
BYOD in higher education institutions in South Africa. The framework is based on the key 
components identified in the literature study and the findings from the case study. 
Chapter 7: Framework Validation 
This chapter discusses the elite interviews used to validate the quality, efficacy and utility 
of the BYOD framework, presented in Chapter 6. It also includes the recommendations 
from the elites as well as the amendments made to the initial BYOD framework. 
Chapter 8: Conclusion 
This chapter concludes the study by providing a summary of the research findings. 
Additionally, the chapter demonstrates how each of the research objectives has been met 
together with arguing towards the contribution of this study and providing suggestions for 
further research. 
1.9 Publications from this Research 
A conference paper entitled “Mobile Device Usage in Higher Education Institutions in South 
Africa” was presented at the 15th International Information Security South Africa (ISSA) 
Conference in August 2016, as depicted in Appendix D. The purpose of the paper was to 
determine the use of mobile devices in higher education institutions in South Africa. This was 
achieved through a case study of a South African higher education institution, implementing 
BYOD.  
Furthermore, the researcher intends to submit a research paper entitled “A Framework for 
Implementing BYOD in Higher Education Institutions in South Africa” to a relevant journal. The 
purpose of this paper will be to discuss the BYOD framework produced by this research. 
1.10 Conclusion 
Studies have proven that there is a high demand for the use of BYOD in higher education 
institutions and that BYOD is vital to the academic success of its students. Combining this with 
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the fact that the education sector had the third most cyber-security breaches in 2014, and the 
number of new mobile vulnerabilities reported each year has increased from 315 in 2011 to 
416 in 2012; it is clear that a framework is needed imminently to assist higher education 
institutions in implementing BYOD. This research presents such a framework for implementing 
BYOD in higher education institutions in South Africa. The following chapter discusses the 
research methodology used throughout this study. 
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Chapter 2: Research Design 
 ________________________________________________________________________  
2.1 Introduction 
Researchers conduct research to answer a question that solves a specific problem. Initially, 
researchers start planning what data are needed and then they determine how they will obtain 
these data (Saunders & Tosey, 2012). Obtaining these data can include one or more data 
collection techniques such as interviews, observations, questionnaires, and focus groups, as 
well as the utilization of secondary data (Saunders & Tosey, 2012). However, the overall 
research design not only represents the data collection techniques, along with data analysis 
procedures, but also the research philosophy, approach, methodological choice, and strategy. 
Saunders and Tosey (2012) refer to this concept as the research onion. The various layers of 
the research onion represent the various decisions and paradigms researchers are confronted 
with when making research design decisions.  
The purpose of this chapter is to provide knowledge regarding the methods and procedures 
used to address the research problem in this study. In addition to providing knowledge, this 
chapter also motivates the reasons behind the selection of certain methods and procedures. 
To achieve this, this chapter explains comprehensively how the data was collected; which 
instruments were used to collect the data; how the instruments were used; and how the 
collected data was analysed. The following section discusses the research process with the 
aid of a diagram. 
2.2 Research Process 
The research process for this research project consists of five stages, as depicted in Figure 
2.1. This figure illustrates the purpose of each stage in the research process. 
 
Figure 2.1: The research process for this study. 
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The research process began with a comprehensive literature study to determine and 
understand the benefits, challenges and key components for the implementation of Bring Your 
Own Device (BYOD) both in organisations and in higher education institutions. The 
components identified for organisations were then compared to those identified for higher 
education institutions. Thereafter, a case study was used to determine the extent to which the 
components, identified in the literature study, relate to an educational institution in South 
Africa, as depicted in Figure 2.1. The findings from the case study, in combination with the key 
components, were then triangulated and a preliminary framework for implementing BYOD in 
higher education institutions in South Africa was argued. Furthermore, elite interviews were 
used to determine the quality, efficacy and utility of the proposed framework. Following the 
validation process, the proposed framework was altered to align with the recommendations 
from the elites resulting in a final solution framework. 
The next section discusses the research philosophy by differentiating between positivism, 
interpretivism, realism and pragmatism. 
2.3 Research Philosophy 
Bryman and Bell (2015) describe research philosophy as “a cluster of beliefs, which for 
scientists in a particular discipline influence what is studied, how the research should be done 
and how results should be interpreted”. Saunders, Lewis, Thornhill, and Bristow (2016), as 
well as Gray (2014), agree on four research philosophies, namely positivism, interpretivism, 
realism, and pragmatism. These four philosophies are discussed in this section. 
2.3.1 Positivism 
Saunders et al. (2016) suggest that positivism relates to the “philosophical stance of the 
natural scientist and entails working with an observable social reality to produce law-like 
generalisations”. Therefore, a positivistic researcher uses scientific methods to propose and 
test theories with highly structured and usually measurable data to yield unambiguous and 
accurate knowledge. Furthermore, Gray (2014) suggests that the social world exists externally 
to positivistic researchers, and that its properties are represented by natural scientific laws. 
The researcher is, therefore, concerned with observing and predicting outcomes uninfluenced 
by human interpretation or bias (Saunders & Tosey, 2012).  
The purpose of this study is to develop a framework as opposed to testing a theory or 
hypothesis with highly structured and measurable data. In addition, the development of this 
framework requires human interpretation and does not specifically rely on scientific evidence 
such as experiments and empirical analysis. Therefore, positivism is not an appropriate 
research philosophy for this study. 
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2.3.2 Interpretivism 
Interpretivism argues that humans and their social worlds cannot be studied in the same way 
as physical phenomena because humans are different from physical phenomena since they 
create meanings (Saunders et al., 2016). Interpretivists study these meanings. Therefore, this 
philosophy relates to the study of social phenomena in their natural environment. It focuses 
upon gathering rich insights into subjective meanings, by studying the beliefs, experiences, 
values and attitudes of the phenomena under examination (Saunders & Tosey, 2012), as 
opposed to quantitative measurements to create hypotheses in research (Mackenzie & Knipe, 
2006). 
Interpretivist researchers are focused on understanding “the world of human experience” 
(Cohen & Manion, 1994), suggesting that “reality is socially constructed” (Mertens, 2005). In 
addition, they tend to rely on the participants’ views and beliefs of the context being studied 
and they recognise the impact that their own background and experiences have on the 
research (Mackenzie & Knipe, 2006). 
The development of a framework for implementing BYOD in higher education institutions in 
South Africa does not require a deep understanding of the people involved with respect to 
their values, beliefs and feelings. Furthermore, interpretivism focuses on the world of meaning 
and methods of studying it. Therefore, based on the subjective nature of interpretivism, it is 
not an appropriate philosophy for this study. 
2.3.3 Realism 
Similar to positivism, realism is also associated with scientific enquiry. However, realists 
believe that what their senses show them is the truth, regardless of being influenced by world 
views and their own experiences (Saunders & Tosey, 2012). In addition, realists see reality as 
external and independent, but not directly accessible through the researcher’s observation 
and knowledge of it (Saunders et al., 2016). 
Positivism reduces science to knowledge of experienced events. However, it fails to notice the 
distinction between intransitive and transitive dimensions of scientific knowledge. Realists 
achieve this by collapsing the real into the actual and the actual into regularly recurring 
experienced events (Dean, Joseph, Roberts, & Wight, 2006). Therefore, realists claim that 
there are two steps to understanding the world. Firstly, there are the feelings and events 
experienced. Secondly, there is the cerebral processing that occurs shortly after the 
experience. Such processing entails reasoning backwards from experiences to the underlying 
reality that might have caused the experiences (Saunders et al., 2016). 
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Considering the objectives of this research philosophy and the nature of this study, realism is 
not an appropriate candidate for this particular study. 
2.3.4 Pragmatism 
According to Creswell (2003), pragmatic research is not committed to any one system of 
philosophy or reality. Instead, pragmatist researchers focus on the “what” and “how” of the 
research problem and apply any approaches to understand the problem. Therefore, the data 
collection and analysis methods are chosen as those most likely to provide insight into the 
research problem with no philosophical loyalty to any alternative paradigm (Mackenzie & 
Knipe, 2006). Hence, pragmatism views the mixing of quantitative and qualitative data in a 
single study not only as legitimate, but also in some cases necessary (Gray, 2014). 
Since pragmatists are more concerned with practical outcomes as opposed to abstract 
distinctions, their research may have considerable variation in terms of how objectivist or 
subjectivist it turns out to be (Saunders et al., 2016). Pragmatism, therefore, stresses that 
concepts are only relevant where they support action. It strives to resolve both objectivism and 
subjectivism, facts and values, accurate and rigorous knowledge and different contextualised 
experiences (Saunders et al., 2016). This is achieved by considering theories, concepts, 
ideas, hypotheses and research findings focusing on the roles they play as instruments of 
thought and action, and their practical values in specific contexts. 
For researchers who adopt the philosophy of pragmatism, the importance of research lies in 
the practical values derived from the findings. They consider that there may be several realities 
and that no single viewpoint can ever give the entire picture (Saunders & Tosey, 2012). 
Therefore, the research design should enable credible, reliable and relevant data to be 
collected to support the subsequent action. 
The purpose of this study is to develop a framework for implementing BYOD in higher 
education institutions in South Africa. To achieve this, the researcher needs to gain insight 
into what higher education institutions, currently implementing BYOD, are doing and how they 
are doing it. The researcher, therefore, needs to apply any approaches necessary to 
understand the problem and to deliver practical solutions that inform future practice. Therefore, 
a pragmatic stance is found to be an appropriate candidate philosophy for this study, because 
its ontological, epistemological and methodological assumptions coincide well with the 
objectives of this research. Given this, the research approach used throughout this study is 
discussed in the following section. 
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2.4 Research Approach 
The research approach comprises the plans and the research methodology used in the study. 
This covers the scope of the research process from broad assumptions to detailed methods 
for data gathering, investigation, and interpretation (Creswell, Educational Research Planning, 
Conducting and Evaluating Quantitative and Qualitative Research, 2012). Furthermore, it 
guides the researcher to make deductions regarding the discoveries and to draw meaning 
from the outcomes, based on the perspectives of the research investigation. 
Saunders, et al. (2016) and Gray (2014) differentiate between two research approaches, 
namely deductive reasoning and inductive reasoning. These approaches are illustrated in 
Figure 2.2. 
 
Figure 2.2: Deductive and inductive reasoning (adapted from Trochim, 2006). 
Deductive reasoning is discussed in the following sub-section. 
2.4.1 Deductive Reasoning 
Deductive reasoning works from the general to the more specific, as depicted in Figure 2.2. It 
is a process of reasoning that starts with the development of a theory, which is then exposed 
to a rigorous test through a series of propositions (Saunders et al., 2016). Owing to the 
scientific nature of this approach, deductive reasoning leans towards hypothesis testing, after 
which the theory is confirmed, modified or disproved. In addition, these hypotheses present a 
declaration about two or more concepts that attempts to explain the relationship between them 
(Gray, 2014). 
2.4.2 Inductive Reasoning 
Inductive reasoning is the process of arguing a general conclusion based on individual cases, 
examples, specific bits of evidence, and other specific types of premise. Inductive reasoning 
therefore, works from specific observations to broader generalisations and theories, as 
depicted in Figure 2.2. With inductive reasoning, data collection plans are made, after which 
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the data are analysed to determine whether patterns materialise suggesting relationships 
between variables (Gray, 2014). In doing this, it is possible to construct generalisations and 
relationships as well as theories. Therefore, the inductive approach does not set out to validate 
or falsify a theory. Instead, through a process of gathering data, it attempts to establish 
patterns, consistencies and meanings (Gray, 2014). 
In essence, researchers use inductive reasoning to form hypotheses and theories, whereas 
deductive reasoning allows them to apply the theories to specific situations. Based on the 
steps required to solve the research problem, inductive reasoning is the appropriate research 
approach for this study. The following section discusses the methodological choice for this 
study by differentiating between two broad categories. 
2.5 Methodological Choice 
Research can be divided into two broad categories, namely quantitative and qualitative 
research (Punch, 2013). Punch (2013) finds that quantitative research is hypothesis driven, 
and highly structured, with closed questions and is designed to describe a population through 
the analysis of numeric data; whereas, qualitative research seeks to explore phenomena 
around relationships, typically with open-ended questions and designed around a group 
(Punch, 2013). This study makes use of a mixed-method approach, by combining quantitative 
and qualitative data collection methods. In terms of this research, quantitative data were 
obtained from the first part of the case study (Chapter 4) focusing on the survey results 
concerning mobile device usage in higher education institutions in South Africa; whereas, 
qualitative data were obtained from the second part of the case study (Chapter 5) focusing on 
the policies, procedures and guidelines regarding the implementation of BYOD in higher 
education institutions in South Africa. In addition, qualitative data were also obtained from the 
elite interviews. 
Bryman (2006) writes that. as far as research practice is concerned, combining quantitative 
and qualitative research has become ordinary. Indeed, for some researchers it has come to 
be seen as a distinctive research approach in its own right that warrants comparison with each 
of quantitative and qualitative research (Bryman, 2006). In addition, Yin (2013) writes that the 
data collection methods used in a case study can be qualitative, quantitative or a combination 
of both. 
In justification of combining quantitative and qualitative research, the influential scheme 
devised in the context of evaluation research by Greene, Caracelli and Graham (1989) is used. 
This scheme isolates five justifications for combining quantitative and qualitative research: 
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1. Triangulation – includes the merging, validation and correspondence of results from 
different methods. In triangulation the emphasis lies on seeking validation between 
quantitative and qualitative data. In this study, the qualitative data collected are merged 
with the quantitative data collected. In addition, the results from the quantitative data 
are used to validate the results from the qualitative data. 
2. Complementary – seeks explanation, enhancement, illustration, and clarification of 
the results from one method with the results from another method (Greene et al., 
1989). In this study the quantitative results are used to elaborate and illustrate the 
qualitative results. 
3. Development – seeks to use the results from one method to help develop or inform 
another method. This is typically used where development is broadly construed to 
include sampling and implementation, as well as measurement decisions (Greene et 
al., 1989).  
4. Initiation – seeks the discovery of an inconsistency and contradiction, new 
perspectives of frameworks, the recasting of questions, or results from one method 
with questions or results from the other method (Greene et al., 1989). 
5. Expansion – seeks to lengthen the breadth and range of examination by utilising 
different methods for different inquiry components (Greene et al., 1989). In this study 
the quantitative data are used to extend the range of examination of the current BYOD 
state within the higher education institution studied in the case study. 
An advantage of the Greene et al. (1989) scheme is that it reduces the possible reasons for 
conducting mixed method research to just five reasons, although the authors’ analysis 
revealed that initiation was uncommon. In addition, Bryman (2006) found that complementary 
is the most common reason for the use of mixed-method research, followed by expansion. 
The reasons for combining qualitative and quantitative data collection methods in this study is 
to triangulate the results; to complement the results from one method with the results from 
another; and to expand the range of examination, as discussed above. 
The following section provides a comprehensive discussion surrounding the research strategy 
for this study.  
2.6 Research Strategy 
Several authors (Bell & Bryman, 2015; Biggam, 2015) review various research strategies that 
could be considered for research depending on their ability to answer the research questions 
and to meet the objectives of the study. All of them agree that no research strategy is superior 
to another, given that the research method best suited for the study is selected. 
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Case Study 
In addition to the literature study conducted in Chapter 3, this research also makes use of a 
case study to gather a large amount of the data and information required to reach the primary 
objective of this study. As mentioned in Chapter 1, Section 1.6.2, a case study is defined as 
an empirical inquiry that investigates a phenomenon within its real-world context (Yin, 2013). 
The primary objective of this research is to develop a framework for implementing BYOD in 
higher education institutions in South Africa. Therefore, a case study is a suitable strategy to 
analyse the current BYOD operations of the Nelson Mandela Metropolitan University (NMMU) 
and to create a relationship reflecting the key components for implementing BYOD in higher 
education institutions. 
Research design links the data to be collected and the conclusions to be drawn to the initial 
questions of study. In addition, it provides a conceptual framework and an action plan for 
getting from questions to a set of conclusions (Yin, 2013). This study follows the case study 
research design set out by Yin (2013). Yin (2013) suggests five central components of a case 
study design and their functions: 
1. A study’s questions should be “how” and “why” questions. 
2. The study’s (theoretical) propositions should point attention, limit scope, and suggest 
possible links between phenomena. 
3. The study’s main units of analysis must be at the same level as the study’s questions. 
4. The data should be linked logically to the propositions by matching pieces of 
information to rival patterns that can be derived from the propositions. 
5. Criteria for interpreting a study’s findings are needed.  
Given the five central components of a case study design and their functions, Yin (2013) also 
states that there are three conditions for using a case study. These include: 
1. When the research questions are “how” and “why” questions. 
2. When the researcher has little or no control over the events. 
3. When the general circumstances of the phenomenon to be studied is a contemporary 
phenomenon within a real-world context. 
This study meets all of these conditions, since the research objectives can be answered by 
“how” and “why” questions; the researcher has no control over behavioural events; and the 
focus of the study is a current occurrence within a real-world context. 
There is more than one type of case study design. In fact, Yin (2013) proposes that there are 
two types of case study designs, the single- and multi-case design (which involves cases 
within cases). The design used for this study makes use of the single case study design, as it 
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focuses on a single case, namely the NMMU. According to Yin (2013), a single case is used 
if the case seems to represent a critical test to existing theory. In this research the case study 
is used to determine the extent to which BYOD key components relate to a higher education 
institution in South Africa. 
Yin (2013) also suggests that there are three different types of case studies. These include 
explanatory, exploratory and descriptive case studies; however, this research makes use of 
the explanatory case study. This type of case study is used when the researcher is seeking to 
answer a question required to explain the presumed causal links in real-world interventions 
that are too complex for survey or experimental strategies (Yin, 2013). As for this research, 
an explanatory case study is used to answer how South African higher education institutions 
are implementing BYOD and how it links to the key components found in the literature. 
The unit of analysis is a critical factor in a case study and defines what a ‘case’ is within a 
case study (Tellis, 1997). It may be an individual person, an event, an artefact, an organisation, 
or a department within an organisation (Rowley, 2002). The specification of the unit of analysis 
also provides the internal validity as the theories are developed, and data collection and 
analysis test those theories. Yin (2013) and Rowley (2002) agree on two different designs for 
units of analysis:  
1. Holistic designs – This approach includes a single unit of analysis and ensures an 
overall view of the case, but can be superficial, and may miss changes in the unit of 
analysis that could impact on the appropriateness of the original research design. This 
approach is used if the aim is to study the global nature of a phenomenon when no 
logical sub-units can be identified. 
2. Embedded designs – This approach includes multiple units of analysis each of which 
are explored individually and the results are then drawn together to yield an overall 
picture of the case. This means looking for consistent patterns of evidence across 
units, but within a case. 
This study implements the embedded design, as it makes use of multiple sources of data such 
as artefacts and individuals. These units of analysis are explored individually and the results 
are drawn together. Consistent patterns of evidence across these units are then identified. 
These two design parameters, the number of data sources, and the number of cases studied, 
provide researchers with a two by two matrix of basic designs of case studies, as illustrated in 
Figure 2.3.  
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Figure 2.3: Basic types of design for a case study (Schell, 1992). 
 
In accordance with Figure 2.3, the case study implemented in this study is Type 2, since it 
focuses on a single case and uses multiple sources of data. Based on the above-mentioned 
literature, a single explanatory case study is a suitable research method to be used in this 
study. The following section discusses the sample selection for the case study. 
2.7 Sampling 
In accordance with the case study approach, a representation of any population was not 
intended, but rather a single case was chosen to develop theory (Eisenhardt & Graebner, 
2007) and since the purpose of this research is to develop theory, not to test it, theoretical 
sampling is appropriate. Theoretical sampling simply means that cases are selected because 
they are particularly suitable for highlighting and extending relationships and logic among 
constructs (Eisenhardt & Graebner, 2007). Thus, theoretical sampling is used to depict 
relationships around the key components for implementing BYOD in higher education 
institutions. 
The purpose of this case study was to choose a case which is likely to replicate or extend the 
key components for implementing BYOD in higher education institutions in South Africa. Thus, 
only South African higher education institutions implementing BYOD were eligible. According 
to the South African Higher Education Act 101 (Republic of South Africa, 2003), a higher 
education institution can be defined as an institution that provides higher education on a full-
time, part-time or distance basis, which is:   
a) Merged, established or deemed to be established as a public higher education 
institution under this Act; 
b) Declared as a public higher education institution under this Act; or 
c) Registered or provisionally registered as a private higher education institution under 
this Act. 
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Given the above-mentioned definition of what a higher education institution is, the NMMU as 
a prominent higher education institution within South Africa, was selected as the single case 
for this case study. The following section discusses the period for which the case study data 
was captured. 
2.8 Time Dimension 
Time dimension refers to the time horizon over which the researcher undertakes the research. 
Saunders and Tosey (2012) differentiate between two different time horizons, namely cross-
sectional and longitudinal. Cross-sectional refers to when a researcher attempts to answer a 
question or address a problem at a particular time. In addition, the researcher is likely to use 
a case study or survey; whereas longitudinal refers to when a researcher attempts to answer 
a question or address a problem that requires data being collected for an extended period of 
time. The researcher is then likely to use action research, grounded theory and archival 
research. 
To fulfil the purpose of this research, data do not need to be collected over an extended period 
of time. However, the case study does consider data that span two years (2014 and 2015). 
The following section discusses how the data are collected throughout this study. 
2.9 Data Collection Techniques 
This section discusses the various techniques used to collect data. These include discussions 
regarding literature studies, elite interviews and argumentation. Furthermore, the data 
collected can be divided into two categories, namely primary and secondary data. Primary 
data refer to the data collected by the researcher for a specific purpose, while secondary data 
refer to the data utilised by the researcher for a specific purpose, but collected by someone 
else for a different purpose (Hox & Boeije, 2005). 
2.9.1 Literature Study 
Making use of library resources and extensive use of the internet, a comprehensive literature 
study was conducted on the implementation of BYOD in organisations and higher education 
institutions (Chapter 3). In conducting the literature study, a series of key components for the 
implementation of BYOD in higher education institutions was identified. These components 
were then compared to the implementation of BYOD within a higher education institution in 
South Africa, through the use of a case study. The data collected using the case study are 
discussed in the following section. 
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2.9.2 Case Study Data 
The purpose of the case study was to determine the extent to which the identified BYOD key 
components relate to a higher education institution in South Africa.  In order to achieve this, 
various data and information sources from the NMMU were analysed.  
Yin (2013) suggests six sources of case study data, including: 
1. Documents (letters, agendas, progress reports, etc.)  
2. Archival records (service records, organisational charts, budgets, network logs, etc.)  
3. Interviews (typically open-ended, but also focused) 
4. Direct observations (formal or casual; useful to have multiple observers) 
5. Participant observation (assuming a role in the situation and getting an inside view of 
the events) 
6. Physical artefacts 
Given the six sources of data, Yin (2013) also suggests three principles of case study data 
collection. These include: 
1. Use multiple sources of evidence.  Triangulation increases construct validity by 
searching converging findings from different sources. 
2. Create a case study database.  This database should be separate from the final 
report to be written, containing case study notes and documents, tabular materials 
collected and created, and narratives. 
3. Maintain a chain of evidence.  The link between initial study questions and the case 
study procedure should be pointed out, as well as the circumstances of the evidence 
to be collected. 
In accordance with Yin (2013), multiple sources of data were used to create a process of 
triangulation, whereby evidence was verified and augmented. Key ICT staff members from the 
NMMU were requested to supply BYOD related documents and archival records where 
available. Several freely available documents were also obtained from internal systems within 
the NMMU. The documents obtained include network logs, a list of suggested software, survey 
results, information security awareness and training initiatives, as well as policies and 
procedures. These documents are discussed in Chapters 4 and 5. Elite interviews are 
discussed in the following section. 
2.9.3 Elite Interviews 
An elite interview is a specific type of focused interview and differs from other interview 
protocols in several ways. Elite interviews tend to be more open-ended than focused 
interviews so that the interviewee can stress his or her definition of, structure, and relevant 
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data related to a situation (Kezar, 2003). In elite interviews, the interviewees are not chosen 
at random, but rather because of who they are or what position they occupy (Hochschild, 
2009). This does not necessarily mean someone of high social, economic, or political standing; 
but rather a person who is chosen by name or position for a particular reason, rather than 
randomly or anonymously.  
Elite interviews are characterised by the following qualities (Kezar, 2003): 
1. The interviewee is known to have participated in a certain situation.  
2. The researcher reviews necessary information to arrive at a provisional analysis.  
3. The production of the interview guide is based on this analysis.  
4. The result of the interview is the interviewee’s definition of the situation. 
A central purpose of elite interviews is to acquire information and context that can only be 
provided by that person about some event or process (Hochschild, 2009). The interview also 
aims to elicit subjective perceptions, and retrospection is used to encourage the interviewees 
to recall immediate reactions rather than to reconsider the situation (Kezar, 2003).  
Although several other validation methods exist, elite interviews were used to validate the 
BYOD framework produced by this research, as discussed in Chapter 7. Other validation 
methods include: 
 Focus groups 
 Expert reviews 
 Expert interviews 
 Expert panels 
 Expert surveys 
Bhattacherjee (2012) considers focus groups to be a kind of group interview survey and 
defines focus group research as a discussion between a small sample size (6-10 participants), 
which is moderated by a trained individual.  
According to Posthumus and von Solms (2009), the term “expert” is often used 
interchangeably with the term “elite”. However, Littig (2008) states, that an expert sample and 
an elite sample can differ significantly, despite the interchangeable use thereof. Elites are 
knowledgable and influential individuals who are prominent in their field (Littig, 2008; 
Posthumus & von Solms, 2009), while experts only need to be knowledgeable in the examined 
field (Bhattacherjee, 2012). Therefore, an elite sample may be considered a kind of expert 
sample, but an expert might not necessarily be considered elite. The same can be said for 
elite and expert interviews. 
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Expert interviews are similar to elite interviews, but use individuals who are familiar with the 
field of study instead of using knowledgeable and influential individuals who are prominent in 
their field (Littig, 2008; Vom Brocke & Buddendick, 2006). Furthermore, both expert and elite 
interviews, as opposed to focus groups, focus on individual responses. On the other hand, 
according to Slocum, Steyaert, and Lisoir (2003), expert panels are regular meetings typically 
performed in a forum. 
Expert panels involve the use of a preselected sample of experts in a variety of relevant fields. 
These experts meet and discuss written reports on a particular subject, eventually reaching 
an agreed upon conclusion (Slocum et al., 2003). 
Expert surveys are similar to expert reviews and are typically completed remotely. However, 
an expert survey makes use of a survey and is typically a broader research method than the 
previously discussed methods. Furthermore, like expert reviews, expert surveys typically 
involve the use of a preselected sample of experts. This research method is quantitative.  
Given the primary and secondary data collected, argumentation was required to make claims 
and to identify inconsistencies in the collected data. Therefore, argumentation is discussed in 
the following sub-section. 
2.9.4 Argumentation 
Lapakko (2009), as well as Metcalfe and Powell (2000), agree that argumentation is a 
research strategy whereby researchers develop new theories by applying the logic of 
reasoning to existing theories. Therefore, the researcher responds to existing knowledge 
through claims and by identifying inconsistencies in the existing knowledge. The researcher 
then either accepts or disproves the existing knowledge through the use of logical reasoning. 
The purpose of argumentation in this research project is to argue towards the key components 
discussed in Chapter 3 and the framework for implementing BYOD in higher education 
institutions in South Africa, discussed in Chapter 6. 
The researcher was the only data collector and interviewer in this study. Primary data were 
obtained in the form of case study data and elite interviews and secondary data were obtained 
through a comprehensive literature study. The following section discusses how the data 
collected through the various data collection techniques were analysed. 
2.10 Data Analysis and Triangulation 
In general, there are no definite procedures for the analysis of case study results, although a 
proper case study analysis adheres to the following principles (Yin, 2013; Rowley, 2002): 
1. Make use of all the relevant evidence. 
Page | 27  
 
2. Consider all of the major rival interpretations and explore each of them in turn. 
3. Address the most significant aspect of the case study. 
4. The analysis should draw on the researcher’s prior expert knowledge in the area of the 
case study, but in an unbiased and objective manner. 
In accordance with Yin (2013) and Rowley (2002), this research relied on all the relevant 
evidence; all major rival interpretations were dealt with; the most significant issue of the study 
was addressed; and prior knowledge in the area of the case study was brought to this 
research.  
Yin (2013) states that the analysis of data is one of the most difficult aspects of conducting 
case studies. He also suggests that every investigation should have a general analytic 
strategy, so as to guide the decision regarding what will be analysed and for what reason. Yin 
(2013) suggests three analytic techniques to be used as part of the general strategy, these 
include:  
1. Pattern matching – This entails comparing empirically based patterns with predicted 
patterns. If the patterns coincide, the results can strengthen the internal validity of the 
case study.  
2. Explanation Building – This involves analysing the case study data by building an 
explanation about the case and identifying a set of causal links which are similar to the 
independent variables in the use of rival explanations. 
3. Time series analysis – The objective of time series analysis is to examine relevant 
“how” and “why” questions about the relationships and changes in events over time. 
Time series analysis can follow intricate patterns. The more intricate the pattern, the 
firmer the foundation for the conclusions of the case study. 
This study makes use of explanation building to analyse the case data for this study. Trochim 
(1989) considers pattern matching as one of the most desirable strategies for analysis. 
However, explanation building is considered to be a form of pattern matching, in which the 
analysis of the case data is carried out by building an explanation of the case and identifying 
causal links (Yin, 2013). This implies that explanation building is the most useful analytic 
technique in explanatory case studies (Tellis, 1997). This technique is an iterative process that 
begins with a theoretical statement, refines it, revises the proposition, and repeats this process 
from the beginning.  
This research makes use of a mixed-method approach, as discussed in Section 2.5. 
Therefore, this research relies on the collection and analysis both of qualitative and of 
quantitative data, which provides an opportunity for triangulation in the data analysis phase. 
Triangulation is mentioned several times throughout this chapter, and with good reason. 
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According to Yin (2013), triangulation improves concept validity by searching for converging 
findings using multiple data sources. Bryman (2011) too, defines triangulation as “the use of 
more than one approach to the investigation of a research question in order to enhance 
confidence in the ensuing findings”. However, instead of using triangulation solely as a 
validation technique, this study also implements it to enhance the framework and to ensure a 
comprehensive and deeper understanding of the research problem. Therefore, triangulation 
is used to combine quantitative and qualitative research methods “to provide a more complete 
set of findings than could be arrived at through the administration of one of the methods alone” 
(Bryman, 2011).  
An analytical approach in the form of explanation building is used in the interpretation and 
categorisation of the data. In addition, the data collected from the case study is treated fairly, 
so that the results would provide reliable and compelling conclusions. The following section 
concludes the chapter by summarising the research design of this study. 
2.11 Conclusion 
The purpose of this chapter is to provide knowledge regarding the methods and procedures 
used to address the research problem in this study and to motivate the reasons behind the 
selection. An overview of the research design for this study is illustrated in Figure 2.4. 
Figure 2.4: Research design for this study. 
To achieve the purpose of this research, the researcher gained insight into what higher 
education institutions, currently implementing BYOD, are doing and how they are doing it. The 
researcher, therefore, applied various approaches in order to understand the problem and to 
deliver practical solutions that inform future practice. Therefore, a pragmatic stance was found 
to be an appropriate candidate philosophy for this research, as depicted in Figure 2.4. In 
addition, as far as the research approach is concerned, inductive reasoning and the use of a 
mixed-method approach was selected based on the research process for this study. 
Furthermore, a case study was selected as the research strategy in order to determine the 
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current BYOD operations of the NMMU and to identify the key components for implementing 
BYOD in higher education institutions. A comprehensive literature study, a case study and 
elite interviews were used to collect the data required for this research. Furthermore, the data 
collected were analysed through the use of explanation building and triangulation, as depicted 
in Figure 2.4.   
The next chapter presents background information regarding BYOD. Key components for 
implementing BYOD both in organisations and in higher education institutions are also 
discussed. Furthermore, the BYOD components identified for organisations are compared to 
those identified for higher education institutions. This is done to determine how higher 
education institutions are currently implementing BYOD and how the implementation differs 
from that of an enterprise organisation. 
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Chapter 3: BYOD in Organisations and Higher Education 
Institutions 
  _______________________________________________________________________  
3.1 Introduction 
Although the concept of Bring Your Own Device (BYOD) was only first introduced in 2009 
(Roman, 2012), organisations and higher education institutions have shown an increasing 
interest in and tolerance for employees and students using their own mobile devices for work 
and academic purposes. 
This chapter provides background information on the use of BYOD in organisations, together 
with the benefits and various challenges that organisations face with the implementation of 
BYOD. It also includes background information on the use of BYOD in higher education 
institutions, to determine the importance, the benefits and the challenges associated with the 
implementation of BYOD in higher education institutions.  
Furthermore, this chapter identifies key components associated with the implementation of 
BYOD in organisations. These components are then considered in relation to the 
implementation of BYOD in higher education institutions. 
3.2 BYOD in Organisations 
Baranwal et al., (2013) suggest that the world of Information Technology (IT) is increasingly 
becoming consumer-driven. The latest trends in IT, such as the arrival of cloud, virtualisation, 
remote infrastructures and an increasingly mobile workforce, are attempting to make it a 
remote, agile, flexible and scalable resource (Baranwal et al., 2013). 
Consumerisation has brought with it an innovative, yet potentially disruptive concept – BYOD. 
BYOD enables an organisation’s employees to connect to the organisation’s network and to 
access private data on their personal devices (Baranwal et al., 2013). 
Widespread BYOD adoption is not only fuelled primarily by changing employee preferences, 
but also by technology trends and advancements. These include the increase in the number 
of smartphones and tablets, newer platforms, app stores, app streaming and storage in the 
cloud, as well as desktop and application virtualisation (Baranwal et al., 2013). eMarketer 
supports this as it has predicted that the number of smartphones and tablets in use, will grow 
to over 2 billion by 2016 (eMarketer, 2014b), with 74 percent of organisations supporting 
corporate applications on personal devices (Tech Pro Research, 2015). 
Not all organisations aim to implement BYOD. Some organisations, particularly those where 
the cost of a security breach outweighs productivity gains, such as government and financial 
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sectors, may choose to retain tight control over their IT environment to prevent BYOD threats 
by banning it altogether (Moore & Warner, 2012). While this offers a clear-cut solution from an 
information security perspective, changing employee expectations and the high potential 
business benefits that BYOD brings to organisations does not make banning it a viable option 
(Dedeche, Lajami, Le, & Liu, 2013). 
BYOD envisions a win-win situation for organisations as well as for employees, given that a 
policy is framed carefully addressing critical success factors and risks. BYOD offers several 
advantages over traditional IT (Baranwal et al., 2013). These benefits are discussed in detail 
in the following sub-section. 
3.2.1 BYOD Benefits in Organisations 
Among the biggest benefits associated with the implementation of BYOD are improved 
employee satisfaction, increased productivity, greater workforce mobility and employee 
retention, as well as higher agility in business operations. 
Improved employee satisfaction – BYOD brings with it familiarity, flexibility, anytime and 
anywhere access, and connectivity (Baranwal et al., 2013). In addition, employees feel more 
comfortable while working on personally-owned devices, which improves their job satisfaction 
levels (Alleau & Desemery, 2013). Furthermore, offering employee flexibility in device 
selection is an incentive for existing as well as for prospective employees. It also 
communicates the message to the workforce that the organisation trusts its employees in 
making their own decisions about how they work (Alleau & Desemery, 2013). Thus, with 
effective implementation, BYOD can also act as an important tool for attracting and retaining 
talented employees. 
Increased productivity – With the implementation of BYOD, employees can use what makes 
them happy. In doing so, they will be far more productive. BYOD can also improve organisation 
process productivity by eliminating paper-based, manual or onsite requirements for dispatch, 
inventory management and helpdesk support (Baranwal et al., 2013). In addition, it results in 
a mobile and flexible workforce, which ultimately improves productivity as it enables 
employees to use their devices after working hours or during ‘out of the office’ periods to deal 
with basic tasks. This reduces wait times and enables quicker resolution of tasks (Alleau & 
Desemery, 2013). For instance, an international survey among 2.5 million mobile workers 
showed that employees who use mobile devices for both work and personal purposes put in 
240 more hours per year than those who do not (Tofel, 2010). 
Improved asset management – With the implementation of a well-managed BYOD program, 
the organisation’s asset management repository would not need to capture the employee-
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owned asset details in as much detail as with the organisation-owned assets (Baranwal et al., 
2013); thus, resulting in a reduced load on the asset management team. This may potentially 
save time and effort for said asset management team.  
Long term cost savings – Cost reduction could be achieved by offloading device 
procurement, maintenance and data plan charges to employees (Baranwal et al., 2013). A 
BYOD setup appears to be cost-effective initially as capital expenditure costs are reduced. 
However, it may neutralise costs involved in other areas such as planning, implementation, 
operations and scalability (Alleau & Desemery, 2013). It is, therefore, important to realise that 
the cost benefits associated with BYOD would only be visible over a longer period.  
A greener environment – There are also environmental benefits associated with the 
implementation of BYOD. This is as a result of optimum hardware utilisation and a reduced 
carbon footprint owing to the usage of the same devices for personal and work purposes 
(Baranwal et al., 2013). 
Enhanced customer services – BYOD also enhances customer service as employees can 
respond to customer inquiries and deal with problems without time and location constraints 
(AlHarthy & Shawkat, 2013). 
While organisations view the BYOD initiative as a strategy for cost reduction, improved 
employee satisfaction and productivity enhancement, IT departments and security experts 
argue that it poses a potential threat to the organisation’s control over its data, making it highly 
vulnerable to security threats. This drastically increases the scope of support required owing 
to the vast expanse of devices, platforms and apps that are used (Baranwal et al., 2013). The 
following sub-section provides an in-depth discussion regarding the threats and challenges 
associated with the implementation of BYOD. 
3.2.2 BYOD Challenges in Organisations 
Miller et al. (2012) draw a comparison between BYOD and the introduction of laptops to the 
working environment. They believe the challenges associated with BYOD are largely a replay 
of those experienced with the introduction of laptops. However, they suggest that BYOD is a 
more significant challenge owing to the larger volumes and ease of loss of the personally-
owned devices (Miller et al., 2012).  
It is important to consider the potentially serious data security implications that can arise with 
the implementation of BYOD. By inviting personal devices into the workplace, organisations 
of all sizes may be compromising both their security and their intellectual property (Beckett, 
2014). Chief information officers (CIOs) face a number of challenges in a BYOD environment. 
The issue is to ensure that user experience is not affected negatively while addressing the 
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various challenges. Such challenges are typically underpinned by the conflict between security 
and usability. Organisations that prioritise usability, select the most appropriate tools for the 
job. This, in turn, raises questions about device security and remote access. Thus, different 
organisations face a series of varying challenges (Dedeche et al., 2013). These include 
security and compliance, network and platform compatibility, employee privacy and theft.  
Security and compliance – The implementation of BYOD may result in the exposure of 
organisational data to misuse and vulnerabilities (Baranwal et al., 2013). One such 
vulnerability could be a non-authorised device connected to an authenticated device 
accessing an organisation’s network. This is possible since mobile devices are able to 
interconnect and share resources (Baranwal et al., 2013). It is also possible that data can be 
transferred or shared through social media, cloud storage, webmail, instant messaging, and 
other communication channels. This puts confidential data at risk if device usage is not 
monitored (Beckett, 2014). Since a BYOD environment offers more flexibility to employees in 
terms of how the device is used; which apps and software are installed; when to install new 
updates and so forth, the implementation of BYOD may lead to devices being more vulnerable 
to attacks compared to organisation-owned devices (Armando et al., 2014). BYOD could thus 
potentially open up doors to virus and malware injections into the organisation’s network. 
Support capability and platform compatibility – The implementation of BYOD can result in 
an overabundance of additional devices being supported by the IT infrastructure and support 
staff (Baranwal et al., 2013). Therefore, organisations are at risk of decreasing BYOD adoption 
levels, as well as employee satisfaction and employee productivity if BYOD is implemented 
without having enough employees with the required skill sets and clearly defined boundaries 
for scope in place. In addition, the service desk, application development and maintenance 
teams will require new skill sets, since they will no longer be developing apps for a single 
environment (Gajar et al., 2013). 
Employee privacy – One way of gaining the flexibility of BYOD without losing control over 
company data is for organisations to secure these personal devices, which ultimately makes 
them accessible by the organisation (Blizzard, 2015). The IT department’s level of control over 
the personal devices may conflict with the employee’s user experience. For example, there 
may be cases where an employee’s personal information is lost owing to remote wiping. 
Therefore, defining the boundaries of corporate control over the data residing on personal 
devices is a major issue (Baranwal et al., 2013). 
Theft – Owing to the small size of mobile devices it is fairly easy for such a device to be stolen 
or lost. Data breaches may also occur if the employee-owned devices are stolen or lost 
(Baranwal et al., 2013). The weakness of passwords and operating system defences on these 
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devices also contribute to this risk (Gajar et al., 2013). Another issue that arises when an 
employee’s device is stolen or lost is that it renders them out of contact and in this age, an 
employee is almost completely incapable without the equipment from which to work (Blizzard, 
2015). This is because employees rely on technology to communicate with their colleagues 
and to complete their tasks. An effective cloud storage system would restore the lost data, but 
losing a personal device is highly inconvenient for the employees as it affects their working 
ability for their organisation. 
It is important for organisations to address each of these challenges before implementing a 
BYOD program. Furthermore, organisations need to find a balance between security and 
usability when addressing these challenges. However, to develop a framework for 
implementing BYOD in higher education institutions these challenges need to be considered 
and compared to the BYOD challenges with which higher education institutions are 
confronted.  
There are several components that organisations should consider to protect themselves 
against these security challenges. The following sub-section provides an in-depth discussion 
regarding such key components associated with the implementation of BYOD within 
organisations. 
3.2.3 Key Components for the Implementation of BYOD in Organisations 
An effective BYOD program should find a balance between user-centric and device-centric 
strategies (Baranwal et al., 2013). Device-centric strategies enable organisations to maintain 
control and visibility over devices; to lock down or wipe the entire contents of a device and to 
manage the platforms and apps used. However, device-centric strategies can only solve the 
problems that organisations have today. They do not provide a scalable, flexible way of 
securing organisations for the new world of mobility they are entering. User-centric strategies 
enable organisations to drive the business benefits; to satisfy their users and to build a 
competitive advantage.  Organisations are also likely to meet fewer setbacks along the way 
(Fawcett, 2013).  Key components for the implementation of BYOD in organisations include 
those as outlined in Table 3.1 and discussed in the following sub-section. 
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Device-centric User-centric 
Define a clear and inclusive BYOD policy 
Secure data in use, in motion and at rest Education and training 
Ensure compliance 
Ensure that corporate network infrastructure 
is capable of meeting BYOD demands 
Develop and manage a list of supported 
platforms and devices 
Include decommissioning as part of BYOD 
policy 
Consider investing in mobile apps 
development 
Use an affirmative contract for policy 
agreement 
Table 3.1: A comparison between device-centric and user-centric components. 
“Define a clear and inclusive BYOD policy” is depicted as being both device- and user-centric 
in Table 3.1. The reason for this is explained in Section 3.2.3.1.  
3.2.3.1 Device-centric Components 
This sub-section discusses the device-centric key components for the implementation of 
BYOD in organisations. 
Define a clear and inclusive BYOD policy – The biggest risk associated with the 
implementation of BYOD is for organisations to do so without having a clear and concise 
BYOD policy in place beforehand (Blizzard, 2015). With the implementation of BYOD, policies 
are needed to govern the management of devices that are supported by the organisation. This 
is necessary to provide a solution to problems that the organisation has already encountered 
or that they foresee (Blizzard, 2015). In addition, stakeholders, including customers, 
organisational functions, leadership and the executive board, have to be involved in policy 
framing to avoid loopholes and ambiguity (Baranwal et al., 2013). If the BYOD policy is not 
clear and concise the BYOD program will not be sustainable over a period of time. 
Organisations should not fall into the trap of defining a rigid policy. To be sustainable, the 
policy must meet the requirements of both IT and end users. Without this, employees will find 
ways to work around the policy (Emery, 2012). This component is both device- and user-
centric. 
Secure data in use, in motion and at rest – The ability of mobile devices to connect to an 
organisation’s network through public Wi-Fi and mobile networks, which are more prone to 
security attacks as compared to the organisation’s LAN, dictates the need for specific controls 
to protect data in use, in motion and at rest (Baranwal et al., 2013). Most mobile devices 
support Virtual Private Network (VPN) capabilities for allowing a secure connection to an 
Page | 36  
 
organisation’s network protecting data in motion, but do not secure the information stored on 
the device (data at rest) (Geier, 2011). In addition, securing data on mobile devices is not an 
easy task, since the ability to implement controls such as encrypting data on devices, applying 
security patches and monitoring device usage is restricted on employee-owned devices. 
Furthermore, when it comes to protecting data at rest, most mobile devices either do not have 
device encryption or the encryption can be hacked easily by jail breaking or rooting the device 
(Baranwal et al., 2013). 
Ensure compliance – It is important for organisations to ensure that the implementation of 
BYOD is carried out in alignment with legal, regulatory and organisational standards (Horwath, 
2013). In consideration of these, a tracking mechanism has to be implemented to record 
details for legal and regulatory compliance purposes (Baranwal et al., 2013). The BYOD 
program should also form an integral part of the organisation’s comprehensive risk 
assessment initiative that identifies opportunities and threats. In addition, a risk management 
strategy needs to be in place. Policies also need to be in place for asset management, 
configuration management, patch management, access management and security audits 
(Baranwal et al., 2013). 
Develop and manage a list of supported platforms and devices – Since consumer 
preferences shift frequently and the device and application landscape keeps evolving, 
employee freedom on device selection should be carefully thought out (Baranwal et al., 2013).  
Organisations should, therefore, establish a list of supported devices and platforms and allow 
employees to use any device on this list (Gajar et al., 2013). In addition, the IT department 
should update this list continually, adding new devices and platforms as required. All the 
employee-owned devices should also be set up for business use before getting access to the 
organisation’s network and should be registered as an employee’s official device (Baranwal 
et al., 2013). 
Consider investing in mobile apps development – The implementation of BYOD causes a 
change in the way applications are developed and delivered, since organisations now have to 
develop applications for multiple environments. An organisational app store is a critical step 
towards gaining more operational control over the application environment (Baranwal et al., 
2013). 
3.2.3.2 User-Centric Components 
This sub-section discusses the user-centric key components for the implementation of BYOD 
in organisations. 
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Education and training – The employees of an organisation are the first line of defence and 
therefore it is essential that they all have the knowledge required to understand and deal with 
security issues (Assing & Calé, 2013). Furthermore, the organisation’s IT teams need to be 
trained on new technologies and platforms to support BYOD effectively. A continual service 
improvement program should also be in place for IT personnel to assess their current skills, 
roll out training in required areas, encourage improvement initiatives and reward excellence 
(Baranwal et al., 2013). In addition, the quality of education is crucial and should be adapted 
to the target audience to ensure its effectiveness (Assing & Calé, 2013).  
Ensure that corporate network infrastructure is capable of meeting BYOD demands – 
An increased number of employee-owned mobile devices connecting to an organisation’s 
network through the implementation of BYOD makes it imperative for organisations to address 
potential bandwidth and security issues proactively (Baranwal et al., 2013).  
Include decommissioning as part of BYOD policy – A substantial issue arises when it 
comes to the ownership of devices, when employees change or lose a device, or leave the 
organisation. The organisation is faced with an even bigger issue when an employee moves 
to a competitor organisation (Baranwal et al., 2013). Baranwal et al. (2013) suggest that 
organisations establish a formal decommissioning procedure defined to facilitate a smooth 
exit for employees and/or devices leaving the organisation. Without a formal decommissioning 
procedure, the organisation runs the risk of sensitive data being compromised.  
Use an affirmative contract for policy agreement – Mobile policies must be in place where 
they are most needed like in security or end-user behaviour (Sliep, 2013). The agreement 
between employee and organisation should be equivalent to an affirmative contract (Baranwal 
et al., 2013). Therefore, both the employee and the organisation must assume accountability 
for the knowledge of what is contained in that contract, thereby ensuring no ambiguity in 
understanding (Baranwal et al., 2013). In addition, employees should be assessed on their 
knowledge of the policies and must sign the affirmation periodically.  These policies need to 
be reviewed and updated on a regular basis as there are continuous changes on the network 
and a BYOD policy can quickly become outdated (Sliep, 2013).  
These device- and user-centric components are key factors in implementing BYOD in 
organisations. Furthermore, organisations need to find a balance between user-centric and 
device-centric strategies when implementing a BYOD program. However, to develop a 
framework for implementing BYOD in higher education institutions, these components need 
to be considered and compared to the key components that higher education institutions 
require when implementing BYOD. 
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The following section discusses the use of BYOD in higher education institutions and includes 
several sub-sections discussing the benefits and security challenges that these institutions 
face with the implementation of BYOD. The key components for the implementation of BYOD 
in higher education institutions are also discussed and compared to those of an organisation. 
3.3 BYOD in Higher Education Institutions 
The definition of BYOD in higher education institutions (HEIs) can vary greatly from institution 
to institution. It most often includes faculty, non-academic staff and students using their 
personal devices on campus, and allowing students and faculty to bring any personally-owned 
device into the classroom to support higher education institution procured or dictated 
standardised devices (Hewlett-Packard, 2012). 
To draw a comparison between higher education institutions and enterprise organisations, the 
BYOD users within each of these need to be compared to determine where they are similar 
and where they differ. The BYOD users in higher education institutions differ from those in 
organisations since they comprise students, non-academic staff and faculty, whereas 
organisations include various levels of employees. This is depicted in Figure 3.1. 
 
 
 
 
 
 
 
 
 
 
Figure 3.1: A comparison between BYOD users in organisations and HEIs. 
As depicted in Figure 3.1, the employees within an organisation are similar to the non-
academic staff members within a higher education institution. These include human 
resources, marketing, accounting and finance, management, etc. However, the focus of this 
study will primarily be on the academic users, which include both students and faculty. Faculty 
includes any academic staff such as lecturers, professors, etc. 
HEIs 
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Stavert (2013) suggests three main reasons for higher education institutions transitioning to 
BYOD. These include:  
1. Financial pressure – Not all higher education institutions can afford state of the art 
personal technology for all its students and staff. However, with the use of BYOD, 
students, faculty and non-academic staff can use their own mobile devices. 
2. Pressure from students and staff – Higher education institutions are pressured by 
students, faculty and non-academic staff to use their own mobile devices for work and 
academic purposes. 
3. Digital device ownership and use – Mobile devices have become more affordable 
over the last couple of years. These devices provide students, faculty and non-
academic staff with around the clock access to ideas, resources, people and 
communities. This has led to a large increase in ownership of mobile devices.  
 
Just as with organisations, higher education institutions are observing a tendency in faculty 
and students who use their laptops, smart phones, tablets, e-readers and other mobile devices 
as a resource for enhancing their learning experience (Afreen, 2014). The results from two 
separate surveys support this trend. According to an international survey conducted by 
Educause in 2014, 92% of students used laptops for academic purposes in 2014; 44% used 
tablets; 68% used smart phones; and 16% used e-readers (Bichsel & Dahlstrom, 2014). 
Another survey by Bradford Networks (2013), that questioned educational institutions in the 
US and UK, found that 85% of higher education institutions allow students, faculty and non-
academic staff to access their network using personally-owned mobile devices. Furthermore, 
they found that 84% of the institutions that do not allow BYOD receive ongoing requests to 
use personal devices on their networks (Bradford Networks, 2013). These surveys clearly 
reflect a wide acceptance of BYOD in higher education institutions. Findings from the 
international survey conducted by Educause in 2014, show students’ experiences with various 
types of technology for academic purposes. This is depicted in Figure 3.2. 
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Figure 3.2: Use of technology for academic purposes (Bichsel & Dahlstrom, 2014). 
Although students are skilled in most technologies, the use of e-books and recorded lectures 
should be considered. Furthermore, higher education institutions should provide enough 
online content to support their course content. Most students have used the learning 
management system (LMS) in at least one course (83%), but only just over half (56%) have 
used it in most or all of their courses. A learning management system is a fundamental 
component in higher education. These systems function as digital learning environments, as 
administrative systems for course management, and as enterprise systems for institutional 
analytics and other purposes (Brown, Dehoney, & Millichap, 2015). 
The reasons behind the great levels of technology acceptance in higher education institutions 
may be due to the fact that the purpose of an educational institution is to provide knowledge, 
which is achieved by providing information regarding a particular subject. Today the internet 
is a major source of information on almost any subject. Higher education institutions may also 
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have subscriptions to online journals and libraries which most of them provide for free to 
students. With the use of BYOD, students can easily access these sources of information from 
anywhere (Afreen, 2014).  
Using BYOD, faculty can also easily share their knowledge with students in or out of 
classrooms. However, the in-class use of BYOD is more likely when faculty encourages it, but 
currently students and faculty are concerned about its potential for distraction. In fact, most 
faculty staff (67%) agree that the in-class use of mobile devices is distracting, with over half 
(55%) banning or discouraging the use of BYOD in the classroom (Bichsel & Dahlstrom, 2014). 
According to the international survey conducted by Educause in 2014, there was virtually no 
increase in the use of personally-owned mobile devices in the classroom from 2013 to 2014 
(Bichsel & Dahlstrom, 2014). Furthermore, concerns that mobile devices are unwanted 
distractions rather than critical learning tools are justified by recent literature showing that 
multitasking is less productive rather than more productive (Cepeda, Sana, & Weston, 2013) 
and that nearly all students will use mobile devices for non-class-related purposes when given 
the opportunity (McCoy, 2013). In addition, research has shown that taking handwritten notes 
is more effective than taking notes via a laptop (Mueller & Oppenheimer, 2014).  
A great concern is that although BYOD is widely accepted in higher education institutions, 
security is somewhat lacking. Most higher education institutions have allowed some form of 
BYOD typically via network access control (NAC) without implementing any BYOD policy 
(Afreen, 2014). This is very risky as higher education institutions are exposing their networks 
to various threats like unauthorised access, loss of data, attacks of malware and viruses from 
student devices connected to the institution’s network. This is also supported by an 
international survey conducted by the SANS Institute in 2014. They found that 60% of higher 
education institutions are concerned with the use of faculty- and non-academic staff-owned 
mobile devices, while 30% are concerned with the use of student-owned mobile devices on 
their networks (Marchany, 2014). 
The greater concern over faculty- and non-academic staff-owned mobile devices makes 
sense, since faculty and staff handle large amounts of sensitive data, whereas students 
typically only handle their own. However, it was specifically the exposure of this type of data 
that landed Iowa State University in trouble in April 2014, when it was discovered that nearly 
30 000 student records between 1992 and 2012 were exposed on 5 departmental servers 
(Iowa State University, 2014). While the servers where taken over by attackers wanting the 
computing power to create Bitcoins, the fact remains that privacy-protected data subject to 
regulatory compliance was inadvertently exposed on their servers.  
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It is therefore clear that student, faculty and non-academic staff members should be protected 
against the risks associated with the implementation of BYOD. Owing to this, higher education 
institutions need to establish a network infrastructure that can support multiple personally-
owned devices. Not only are they dealing with multiple student-owned devices connecting to 
their network, but faculty and non-academic staff members are also accessing their network 
using their personal devices. All of these mobile devices present a challenge when added 
together (Marchany, 2014). For example, a higher education institution with 36 000 students, 
faculty and non-academic staff members connecting to their network, each having 4 devices, 
creates 144 000 potential breach points, each of which could be a point of compromise. 
As with organisations, some higher education institutions may consider adopting an MDM 
solution to address the potential breach points associated with the implementation of BYOD. 
However, while MDM has some level of protection, the use of MDM alone is an insufficient 
resource for the implementation of BYOD (Koh, Oh, & Im, 2014).  
For higher education institutions, BYOD has had its existence in some form or another for 
more than a decade. However, security is somewhat lacking and the sole use of an MDM 
solution is not sufficient to deal with the risks involved. Therefore, higher education institutions 
need to find more innovative and effective ways to safeguard valuable materials and to protect 
students, faculty and non-academic staff from security violations and data loss. The ultimate 
goal should be to provide safely enhanced learning resources to its students and to safeguard 
faculty and non-academic staff within their comfort zone. Therefore, the explosion of mobile 
devices in higher education institutions is cause both for celebration and for concern. The 
following sub-section provides an in-depth discussion regarding the benefits associated with 
the implementation of BYOD in higher education institutions. 
3.3.1 BYOD Benefits in Higher Education Institutions 
BYOD in higher education institutions is seemingly unavoidable. Despite the associated risks, 
there are many benefits that a successful BYOD solution can provide both for students and 
for faculty. 
Workforce ready students – Today’s students will most likely be using mobile devices in 
their future careers; therefore, higher education institutions should teach students using the 
tools they will be working with in the future (Stavert, 2013).  In addition, it provides an 
opportunity for teaching respectful and appropriate use of mobile devices which students will 
be using as adults and future professionals. 
Personalised learning – BYOD in higher education institutions provides students with the 
opportunity for personalised learning. Faculty can use media to meet different learning needs; 
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thus ensuring that all students can learn and excel at their own pace by placing students in a 
position of power over their learning (Stavert, 2013).  Students can also communicate with 
faculty outside the classroom, if they are afraid of asking questions inside the classroom (Al-
Okaily, 2013). This will encourage greater participation from all students. It could also be 
beneficial to students with learning disabilities. 
Digitised classrooms – Digitised classrooms will allow the faculty staff to grade tests and 
assignments easily and to keep track of student progress (Ally & Tsinakos, 2014). The faculty 
staff could have their own subscription to a service, while the students utilise their subscription. 
The students then enter answers or project data, which are automatically graded and sent to 
the faculty member. This makes scoring easier, saves faculty a lot of time grading and 
students receive feedback much more quickly. 
Consistency – BYOD allows both students and faculty to use the same devices consistently 
both on campus and at home (Huseman, 2015). With a consistency between schoolwork and 
homework students can save their material onto their devices and complete their assignments 
at home. Faculty could also do this to continue working at home. Furthermore, it helps students 
and faculty to be more organised by allowing them to store all their work on a single device. 
The use of cloud storage is also possible through BYOD, allowing students and faculty to 
backup, store and share information and to access applications (Stavert, 2013). 
Greater resources – BYOD enables on-demand access to information, international 
resources, experts and services, as well as instant delivery of notifications and reminders (Ally 
& Tsinakos, 2014). In addition, BYOD helps students doing research to obtain the information 
they need easily.   
Upfront cost saving – BYOD saves higher education institutions money, by allowing faculty, 
staff and students to use their own mobile devices to access the institution’s network. This 
results in lower equipment and energy costs as less r on-campus equipment is required 
(Karnad, 2014). This is especially important since technology investments are expensive, 
especially given that new devices are likely to become obsolete in a few years.  
Anytime and anywhere access – BYOD enables students to access online learning material 
without place and device constraints. Furthermore, students can achieve this through the 
familiar simplicity of their own, personal devices (Ally & Tsinakos, 2014). 
Uninterrupted connectivity – With the use of mobile devices faculty can be more connected 
to students (Ally & Tsinakos, 2014). This allows faculty to communicate instantly with students; 
to share classroom notes, and to give advice on assignments, etc.   
Page | 44  
 
Uninterrupted class schedule – The implementation of BYOD in higher education 
institutions could allow the continuation of classes through disruptions such as bad weather, 
protests, etc. This allows faculty to stay on schedule regardless of uncontrolled circumstances 
(Karnad, 2014). 
Expansive teaching resources – BYOD provides faculty with expansive teaching resources, 
allowing students to use videos, e-textbooks, educational and digital learning applications, 
online research, etc. This type of provision allows reinforced ideas and teachings, and blends 
the learning (Garrison & Kanuka, 2004).  
Table 3.2 compares the benefits associated with the implementation of BYOD in organisations 
to the benefits in higher education institutions. 
BYOD Benefits 
Organisations Higher Education Institutions 
Improved employee satisfaction Workforce ready students  
Enhanced customer services Expansive teaching resources 
Improved asset management Digitised classrooms  
Long term cost saving Upfront cost saving  
A greener environment Greater resources  
Increased productivity Personalised learning  
 Anytime and anywhere access 
 Uninterrupted connectivity  
 Uninterrupted class schedule  
 Consistency 
Table 3.2: A comparison between BYOD benefits in organisations and HEIs. 
Some of the benefits discussed in this section are broadly comparable across both 
organisations and higher education institutions, as depicted in Table 3.2. These include cost 
savings, enhanced services and increased productivity through uninterrupted connectivity and 
class schedules. In addition, several benefits relating to the implementation of BYOD in 
organisations also apply to higher education institutions; such as improved asset 
management, a greener environment and improved employee/student satisfaction. 
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The convenience that BYOD offers to students and faculty is beyond dispute. However, 
although BYOD provides several benefits to higher education institutions, it also brings with it 
several challenges that need to be addressed. 
3.3.2 BYOD Challenges in Higher Education Institutions 
The invasion of mobile devices on campus, and the resulting data surge, imposes a new set 
of challenges for higher education institutions. This sub-section discusses each of these 
challenges in depth. 
When higher education institutions owned all the devices connecting to their network, the IT 
staff could install security software, such as antivirus software, on the devices themselves. 
Access control was also relatively simple, because the IT staff could provide access to the 
appropriate resources depending on whether the institution-owned device was used by 
students, faculty or non-academic staff (Cisco, 2012a). 
However, this device-centric approach to security falls short in a BYOD world, where students, 
faculty and non-academic staff expect to connect from anywhere, at any time, using any 
device. Access control and keeping security software up-to-date on both student and faculty 
personal devices is not feasible (Cisco, 2012a). Owing to this, higher education institutions 
are faced with several additional challenges, including: 
Protecting the network from malware and intrusion – Since students, faculty and non-
academic staff supply their own devices, these mobile devices are used both as educational 
and as personal devices. Given this, users will download apps for personal and for educational 
use. IT departments, therefore, have to add another dimension to the different operating 
systems and thousands of different downloadable apps on these mobile devices (Capital & 
Peasgood, 2015). In addition, many apps hide malware. This is supported by a press release 
by Gartner (2014), who predicted that by 2015, 75% of all mobile apps would fail basic security 
tests.  
Varying devices and hardware – Not all students own the same devices, which makes it 
difficult to access the same learning materials. Different devices will increase the already 
significant divide between students from high- and lower-income families (Hockly, 2012). 
Although most higher education institutions allow disadvantaged students to check-out laptops 
or tablets, it is easy to distinguish between students who have their own devices and students 
who are forced to borrow from the institution. Other possible hardware related issues involve 
needing reliable access to a Wi-Fi network, and ensuring that students have enough battery 
life on their mobile devices. 
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Technical support – Higher education institutions are faced with a wide variety of 
technological hurdles owing to the varying types of equipment, as well as to dissimilar 
configurations and software levels (Walsh, 2012). In addition, if students and faculty bring a 
range of devices, higher education institutions will need to provide technical support for all of 
these devices (Hockly, 2012).  
Scalability – Higher education institutions need to accommodate the explosion of new devices 
that students, faculty and non-academic staff want to use on their networks in real time. The 
implementation of BYOD can easily overload the institution’s network if it is not appropriately 
designed to accommodate the number of wireless devices (Future Classroom Lab, 2015).  
Classroom management – Faculty members are often concerned that students will spend 
class time checking their Facebook accounts, texting friends, or accessing inappropriate 
material, rather than spending time on academic tasks (Hockly, 2012). The possibilities for 
this sort of distracting content and software are undoubtedly increased with the implementation 
of BYOD, despite the policies that higher education institutions may have to help limit or 
prevent this issue (Stavert, 2013). 
Internet content filtering – Internet content must be filtered, but the implementation of BYOD 
makes it much harder for higher education institutions to ensure compliance with content 
filtering objectives and the protection of students from inappropriate content (Intel Education, 
2014). Furthermore, tech-savvy students are likely to find ways around restrictions, although 
certain sites and applications may be blocked.  
Safety – This challenge comprises two areas: e-safety and the physical safety of students, 
faculty and non-academic staff. With increased access to the internet during class time, 
students are more likely to engage in cyber bullying and to be exposed to stranger danger 
(Hockly, 2012). Another concern is muggings and robberies since students, faculty and non-
academic staff are encouraged to use valuable mobile devices on campus (Hockly, 2012). 
Curriculum design – In order to take full advantage of mobile device features offered by a 
BYOD program, higher education institutions need to invest significant time and effort into 
curriculum analysis and redesign (Intel Education, 2014). Faculty not only needs to be on 
board with BYOD, but they also need to be aware of the impact it has on their teaching 
approach (Intel Education, 2014).  
Faculty engagement with BYOD – Faculty members who are not confident with technology, 
and/or who have previously had negative experiences when trying to use new technologies 
with their students, may be difficult to persuade to engage with BYOD (Future Classroom Lab, 
2015). In addition, faculty with less developed technology skills can find it challenging to 
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support students with different device configurations or software versions. The time available 
for faculty to participate in technology development activities may also be limited. Furthermore, 
some faculty members may find it difficult to cope with the culture change of having a reduced 
level of control when students are using their mobile devices in the classroom (Future 
Classroom Lab, 2015). 
Table 3.3 compares the challenges associated with the implementation of BYOD in 
organisations to the challenges in higher education institutions. 
BYOD Challenges 
Organisations Higher Education Institutions 
Security and compliance Protecting the network 
Support capability Technical support 
Platform compatibility Varying devices and hardware 
Employee privacy Scalability  
Theft Safety 
 Internet content filtering  
 Classroom management  
 Curriculum design 
 Faculty engagement with BYOD  
Table 3.3: A comparison between BYOD challenges in organisations and HEIs. 
Some of the challenges discussed in this section are broadly comparable across both 
organisations and higher education institutions. These include protecting the network, device 
and hardware compatibility, and technical support. In addition, several challenges related to 
the implementation of BYOD in organisations also apply to higher education institutions; such 
as employee privacy and theft. 
It is important for higher education institutions to address each of these challenges without 
adding to the workload of the IT support team. In addition, there are several components that 
these institutions should consider to protect themselves against such challenges. The 
following sub-section provides a discussion regarding the key components associated with 
the implementation of BYOD within higher education institutions. 
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3.3.3 Key Components for the Implementation of BYOD in Higher 
Education Institutions 
As can be seen from the challenges highlighted in Section 3.3.2, controlling the use of BYOD 
in higher education institutions effectively is no trivial matter. It is very important that a BYOD 
management program is implemented. Key components for the implementation of BYOD in 
higher education institutions include:  
Consider adopting an MDM solution – Some higher education institutions may consider 
adopting an MDM solution. Although not a new technology, MDM is only starting to gain in 
sophistication owing to the invasion of employee-owned devices into the workplace (Dedeche 
et al., 2013) and because the number of confidential business information leakages via mobile 
devices has continued to rise (Jeon, Keunwoo, & Won, 2012). An MDM solution can be seen 
as a partial system for the management of BYOD risks, such as data leakages, loss of 
organisational control and visibility, and ease of mobile device loss (Dedeche et al., 2013). 
This is achieved through managing mobile devices comprehensively by monitoring their status 
and controlling their functions remotely using wireless communication technology such as Wi-
Fi or OTA, as well as managing the required organisational resources (Jeon, et al., 2012). 
Although relatively expensive, higher education institutions that can afford to implement an 
MDM solution should do so. However, it is essential for higher education institutions to realise 
that the implementation of an MDM solution is not necessarily sufficient to cope with the 
proliferation of devices on their campuses. Therefore, higher education institutions need to 
make sure their technology and policies deliver the data security and management efficiency 
they seek (Davis, 2012). 
Since there are no commercial off-the-shelf solutions for MDM that work on every platform 
(Baranwal et al., 2013), and that all MDM solutions offer the same basic capabilities, choosing 
an MDM solution should not be based on technical security needs alone. Instead, it should be 
supported by non-technical elements of information security such as policies and processes 
(Dedeche et al., 2013). 
Develop a concise and inclusive acceptable use policy (AUP) – Higher education 
institutions face a unique set of challenges when implementing BYOD (Difilipo, 2013). These 
challenges are differentiated as student, faculty and non-academic staff, since each user 
group brings with it a unique set of demands.  Before developing an AUP, higher education 
institutions first need to determine the intended goals and results of the policy document (Intel 
Education, 2012).  These include outlining authorised use, prohibited use, systems 
management, policy violation procedures, policy review and specifying limitations of liability 
(Green, 2007). In addition, higher education institutions need to determine what systems, 
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services, and sensitive data students, faculty and non-academic staff need to access using 
their personal mobile devices (Difilipo, 2013). Furthermore, the policy needs to accommodate 
the uncertainty of emerging technologies that will continue to end up on campuses (Difilipo, 
2013). Therefore, institutions need to find a way to draft a policy that is sufficiently broad to 
allow for future technologies yet sufficiently detailed to be enforceable.  
Data security – Higher education institutions need to review and implement appropriate safety 
measures to protect its students, faculty, non-academic staff, and databases filled with 
sensitive information (Ackerman & Krupp, 2012). However, for higher education institutions to 
achieve this, they need to consider four factors (Bernik & Markelj, 2012). These include 
unauthorised access to sensitive data stored on the mobile devices; unauthorised access to 
data stored on the institutions network; attacks from malicious software; and the ability to 
impersonate an authorised user. In addition, sensitive data should be classified and encrypted 
(Marchany, 2014). 
Network infrastructure – Opening a higher education institution’s network to student, faculty 
and non-academic staff mobile devices will increase the strain on the institution’s network 
(Intel Education, 2012). Therefore, institutions need to ensure that their network infrastructure 
is capable of meeting the BYOD demands. To achieve this, institutions need to determine how 
many mobile devices students, faculty and non-academic staff have and to ensure that 
sufficient bandwidth is available to accommodate these devices (Stavert, 2013).  In addition, 
they need to ensure that their network is maintained by the IT department (Marchany, 2014). 
Ease of access and quality of service also play a major role, since students, faculty and non-
academic staff will most likely expect 24/7 network access (Stavert, 2013). Several higher 
education institutions use network segmentation to improve performance and increase 
security (Intel Education, 2012). This allows them to provide a network for students and a 
separate network to be used by faculty and non-academic staff, thereby avoiding data and 
security conflicts, and protecting student information.   
Develop a software infrastructure – In a BYOD environment, students, faculty and non-
academic staff will use a variety of mobile devices. A significant challenge for any higher 
education institution is to provide software tools that can be utilised by their users on any 
device (Intel Education, 2012). This requires considerable planning. Therefore, institutions will 
need to make use of platform-independent tools, cloud-based storage, and web-based 
applications. 
Develop a portal – Higher education institutions need to create a central location that collects 
software tools and other resources (Intel Education, 2012). This provides students, faculty and 
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non-academic staff with a central location from where they can access web applications, 
general information, distinct-licensed software and other educational resources. 
Build a curriculum – Higher education institutions need to find a way to incorporate 
technology into the curriculum (Intel Education, 2012). This will enable students to learn and 
to complete assignments anywhere and at any time. Furthermore, students will most likely be 
encouraged to bring their personal devices to campus if the curriculum supports their use. In 
addition, faculty will be able to grade assignments more quickly and send feedback to 
students. 
Provide ongoing education and training – Higher education institutions should find ways to 
educate students, faculty and non-academic staff regarding the dangers associated with the 
use of BYOD (Hockly, 2012). They should be made aware of ways to access and use data 
safely, as well as how they can protect sensitive information. Education and training should 
also include social media usage, personally identifiable information, strong passwords and 
privacy settings (Emery, 2012). Without training and education, users could inadvertently put 
personal data as well as the institution’s data at risk. Furthermore, students, faculty and non-
academic staff should clearly understand the appropriate and inappropriate use of their 
personal devices (Probert, 2012).  
Address equity – Higher education institutions need to maintain equity among students by 
ensuring that no student is disadvantaged through the lack of available technology (Probert, 
2012). Several higher education institutions allow students who cannot afford their own mobile 
devices to loan devices from the institution (Stavert, 2013).  
Plan financially for sustainability – Higher education institutions need to be well-prepared 
for the possible challenges introduced by BYOD. Financial sustainability allows higher 
education institutions to plan ahead for mobility (Ackerman & Krupp, 2012). This will allow 
them to add devices to their network without adding strain. In addition, the allocation of funds 
is essential to enabling higher education institutions to follow through on their BYOD projects, 
plans, and the integration of technology (Ackerman & Krupp, 2012). Sufficient investment in 
bandwidth, infrastructure, personnel, and new technology is needed to provide a robust and 
scalable network infrastructure to support the increasing number of devices (Probert, 2012). 
Help Desk – A well run help desk is central to the smooth operation of a BYOD program. The 
role of the help desk should be expanded to cater for multiple devices and operating systems 
(Dixon & Tierney, 2012). Furthermore, higher education institutions should ensure that 
processes, procedures and systems are in place so that technical support can be provided 
promptly and efficiently to students, faculty and non-academic staff (Stavert, 2013). 
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Table 3.4 compares the key components associated with the implementation of BYOD in 
organisations to the key components in higher education institutions. 
BYOD Key Components 
Organisations Higher Education Institutions 
Define a clear and inclusive BYOD policy  Develop a concise and inclusive AUP 
Secure data in use, in motion and at rest Data security  
Ensure corporate network infrastructure is 
capable of meeting BYOD demands 
Network infrastructure  
Invest in mobile apps development Develop a software infrastructure  
Education and training Provide ongoing education and training  
Develop and manage a list of supported 
platforms and devices 
Develop a portal 
Ensure compliance Build a curriculum  
Include decommissioning as part of BYOD 
policy 
Help desk  
Use an affirmative contract policy agreement Address equity 
 Plan financially for sustainability  
 Consider adopting an MDM solution  
Table 3.4: A comparison between BYOD key components in organisations and HEIs. 
Some of the key components discussed in this section are broadly comparable across both 
organisations and higher education institutions. These include policies, securing data, network 
infrastructure, software infrastructure, education, training and awareness. In addition, several 
key components related to the implementation of BYOD in organisations also apply to higher 
education institutions; such as having a decommissioning procedure in place, ensuring 
compliance, and developing and managing a list of supported platforms and devices. The 
following section concludes the chapter by summarising the key findings from the 
comprehensive literature study. 
3.4 Conclusion 
BYOD is a commitment to adopting technology and innovation, and as with all other 
technology initiatives the IT department should be at the centre of it addressing the higher 
education institution’s needs and advancements. That said, integration of BYOD into the 
existing IT infrastructure is not an easy task. To acquire the core benefits of BYOD, higher 
education institutions need to carry out an initial assessment to verify BYOD readiness and to 
consider security and support gaps in order to implement BYOD with acceptable risk levels. 
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This chapter provides the foundation for the framework produced by this study, as it provides 
a better understanding of what BYOD is and how it works. This chapter also compares the 
use of BYOD in organisations to its implementation in higher education institutions, 
highlighting similarities and differences. 
For reasons mentioned in Section 3.3, the framework produced by this research will focus on 
the use of BYOD by faculty and students. Furthermore, the framework will not specifically 
include the use of BYOD in classrooms. 
Based on the literature, BYOD in higher education institutions is broadly related to BYOD in 
enterprise organisations. Although there are several benefits to the use of BYOD in higher 
education institutions, there are also several challenges that these institutions need to 
address. In addition, there are also numerous components that higher education institutions 
need to consider to ensure the successful implementation of BYOD.  
The next two chapters present a case study of the Nelson Mandela Metropolitan University 
(NMMU), to determine the extent to which the BYOD components discussed in this chapter 
relate to it as a higher educational institution in South Africa.  
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Chapter 4: Case Study – Mobile Device Usage 
 ________________________________________________________________________  
4.1 Introduction  
In this chapter, the Nelson Mandela Metropolitan University (NMMU) is used as a case study 
to determine what the current situation is at a South African higher education institution 
regarding the implementation of Bring Your Own Device (BYOD) and, more specifically, 
regarding the mobile device usage on NMMU campuses. 
Given Chapter 2, it is clear that an eligible case was selected for this case study and viable 
sources of data were used. The NMMU was selected as the single case for this case study 
and documents, archival records as well as informal discussions with key information 
communication technology (ICT) services staff were used as sources of data for this case 
study. 
The purpose of this chapter is, therefore, to determine the extent to which the BYOD key 
components relate to a higher education institution in South Africa, namely the NMMU. 
However, this chapter focuses mainly on the mobile device usage aspect of BYOD at the 
NMMU; whereas Chapter 5 focuses mainly on the policies, procedures and guidelines for 
implementing BYOD at the NMMU. The following section provides an overview of the NMMU. 
4.2 Overview of the Nelson Mandela Metropolitan University 
The NMMU opened on 1 January 2005, owing to the merging of three different institutions 
(Port Elizabeth Technikon, University of Port Elizabeth and Vista University) as a result of the 
South African government’s countrywide restructuring of higher education. Therefore, the 
NMMU brings together the traditions of both Technikon and university education, and draws 
on more than a century of quality higher education in an institution that offers a wide range of 
academic, professional and technological programmes at varying entrance and exit levels. 
Furthermore, the NMMU has approximately 26 602 students and approximately 4 515 (1 702 
faculty and 2 813 non-academic staff) permanent and contracted staff members, based on six 
campuses in the Nelson Mandela Metropole and George.  
The mission statement of the NMMU is “to offer a diverse range of quality educational 
opportunities that will make a critical and constructive contribution to regional, national and 
global sustainability”. This can only be achieved through the deployment and use of 
appropriate ICT. The NMMU must further also operate and be perceived as a safe and reliable 
institution that ensures the security and proper use of its information assets. The NMMU 
permits Virtual Private Network (VPN) access to their network. A VPN secures a computer's 
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internet connection to guarantee that all of the data sent and received is encrypted and 
secured from prying eyes (Geier, 2013). 
In addition, the NMMU provides Wi-Fi access to students, faculty (academic staff), non-
academic staff and guests on their campuses. They also recognise the value of personal 
devices used for work and study purposes. In the past few years, the NMMU has invested 
R7 000 000 on Wi-Fi across all six campuses, and a further R750 000 to improve the quality 
of the Wi-Fi coverage; has upgraded 70 traditional lecture venues to enable faculty and 
students to use modern technology and has provided support for the NMMU’s Learning 
Management System (LMS). The University also handed over 250 computing devices using 
specific selection criteria that covered all campuses and all faculties, but with a focus on off-
campus students. It is estimated that a further R2 000 000 will be spent on modernising the 
remaining venues in 2016. 
NMMU is always striving to assist staff and students with Assistive Technologies that can 
enable users who have special needs, disabilities and difficulties.  
The following section discusses the data collected from the NMMU. 
4.3 Primary Data Collection 
In accordance with Yin (2013) and Rowley (2002), all the documents and archival records 
obtained from the NMMU are relevant to this case study. These include network logs, a list of 
suggested software, previous survey results, information security awareness and training 
initiatives, policies, procedures and controls. An overview of the data collected is depicted in 
Figure 4.1. 
In this study, the NMMU documents and records are discussed in the order in which they 
appear in Figure 4.1. However, the discussions regarding these documents are divided into 
two chapters. The reason for this is to ensure that each chapter focuses on a specific aspect 
of the NMMU BYOD program. This chapter focuses on the actual mobile device usage on 
campus while Chapter 5 focuses on the policies, procedures, guidelines and controls 
governing the use thereof. Therefore, mobile device usage along with the network logs 
supporting the mobile device usage statistics, the LMS implemented by the NMMU, and the 
mobile device security recommendations are discussed in this chapter. Thereafter, the NMMU 
policies, procedures, guidelines and controls regarding the implementation of BYOD are 
discussed in Chapter 5. Among these are the general ICT policy, procedures and guidelines 
regarding security organisation, data security, access control, system development and 
maintenance, and information security education and training.  
Page | 55  
 
Figure 4.1: Overview of NMMU documents and records collected. 
The following sub-section discusses mobile device usage at the NMMU through the aid of 
supporting figures.  
4.3.1 Mobile Device Usage 
The mobile device usage data is based on the student, faculty, and non-academic staff 
landscape survey results. This survey was conducted by the NMMU with the aim of identifying 
the number of students, faculty and non-academic staff accessing the NMMU network and to 
determine the reasons behind the usage of various mobile devices. Figure 4.2 illustrates 
various mobile device usages by students, faculty and non-academic staff in 2014. This is 
achieved by illustrating the percentage of smartphones, laptops and tablets used regularly (3 
or more times per week). 
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Figure 4.2: Mobile device usage for 3 or more times per week (2014). 
According to Figure 4.2, faculty and non-academic staff accessed the NMMU network using 
mobile devices more frequently than students in 2014. Students and faculty primarily used 
laptops when accessing the NMMU network, while non-academic staff primarily used 
smartphones. Furthermore, tablets were not used very often by any of the user groups in 2014, 
as depicted in Figure 4.2. However, Figure 4.3 illustrates a substantial increase in tablet usage 
by students in 2015. In fact, tablet usage amongst students increased by approximately 55% 
from 2014 to 2015. 
 
Figure 4.3: Student mobile device usage for 3 or more times per week (2014/2015). 
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It can also be seen that student smartphone usage increased from approximately 40% in 2014 
to approximately 85% in 2015. Furthermore, laptops which were primarily used by students in 
2014 were surpassed by smartphones and tablets in 2015.  
Smartphone usage among faculty and non-academic staff also increased in 2015, as depicted 
in Figure 4.4. However, the increase in smartphone usage resulted in a decrease in laptop 
and tablet usage among faculty and non-academic staff in 2015. Figure 4.4 refers both to 
faculty and to non-academic staff. However, the figure only depicts mobile device usage for 3 
or more times per week, therefore only illustrating the frequent use of mobile devices 
accessing the NMMU network. 
 
Figure 4.4: Staff mobile device usage for 3 or more times per week (2014/2015). 
Smartphone usage among faculty and non-academic staff increased by approximately 10% 
from 2014 to 2015, while laptop usage decreased slightly by approximately 6% and tablet 
usage decreased by approximately 9%, as depicted in Figure 4.4. 
The frequent use of mobile devices at the NMMU increased significantly among students in 
2015. However, the frequent use of mobile devices among faculty and non-academic staff 
decreased slightly with the exception of a slight increase in smartphone usage. Figures 4.5, 
4.6 and 4.7 illustrate what the mobile devices depicted in Figures 4.2, 4.3 and 4.4 were used 
for in 2015; however, only depicting the frequent use (3 or more times per week) of mobile 
devices. 
Figure 4.5 illustrates what students, faculty and non-academic staff used their smartphones 
for in 2015. 
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Figure 4.5: Student, faculty and non-academic staff smartphone usage for 3 or more times 
per week (2015). 
In 2015, students and non-academic staff primarily used their smartphones to participate in 
social networking, followed by accessing productivity tools, such as emails, and to search for 
information. However, faculty primarily used their smartphones to access productivity tools, 
followed by participating in social networking, and searching for information. Therefore, 
students and non-academic staff used their smartphones for similar purposes, while faculty 
show a slight exception in accessing productivity tools more frequently than participating in 
social networking. The use of smartphones to access NMMU related information is also 
relatively popular among students, faculty and non-academic staff, as depicted in Figure 4.5. 
Figure 4.6 illustrates what laptops were used for among students and staff in 2015. However, 
the figure only depicts laptop usage for 3 or more times per week. In Figure 4.6 staff refers to 
both faculty and non-academic staff at the NMMU. 
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Figure 4.6: Student and staff laptop usage for 3 or more times per week (2015). 
In 2015, students primarily used their laptops to access productivity tools and NMMU-related 
information as well as to search for information, as depicted in Figure 4.6. Faculty and non-
academic staff, however, mainly used their laptops to search for information, access NMMU-
related information and to create study-related content such as presentation slides and 
worksheets, etc. Therefore, both students and staff used their laptops frequently to access 
NMMU-related information and to search for information on the internet, as depicted in Figure 
4.6.  Figure 4.7 illustrates what tablets were used for among students and staff in 2015, where 
staff refers to both faculty and non-academic staff. 
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Figure 4.7: Student and staff tablet usage for 3 or more times per week (2015). 
In 2015, students primarily used their tablets to search for information, followed by accessing 
productivity tools and NMMU-related information, as well as participating in social networking; 
whereas faculty and non-academic staff primarily used their tablets to participate in social 
networking, followed by accessing productivity tools, searching for information, and accessing 
NMMU-related information. Therefore, both students and staff primarily used tablets for similar 
purposes in 2015, as depicted in Figure 4.7. 
Given the mobile device usage statistics, the NMMU is also able to determine which devices 
are accessing their network. However, owing to the current version of software implemented 
by the NMMU, they cannot make the distinction between operating systems accessing their 
network; only by vendor. Therefore, Table 4.1 only illustrates the mobile device usage on the 
NMMU network by vendor. These figures are based on the NMMU network logs between 
16/04/2016 and 28/04/2016. 
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Table 4.1: Mobile device usage on the NMMU network. 
According to Table 4.1, 305 Apple client devices, 204 Samsung devices and 66 Nokia devices 
accessed the NMMU network in April 2016. In addition, 19 036 devices from unknown vendors 
accessed the NMMU network during this time. The number of mobile devices accessing the 
NMMU network from unknown vendors is a concern; hence, the NMMU has since 
implemented a software upgrade which is currently in progress. 
Figure 4.8 illustrates which tools and technologies NMMU faculty are interested in using for 
academic purposes. This figure illustrates various teaching and learning assessment tools and 
the percentage of faculty interested in using them for academic purposes. 
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Figure 4.8: Faculty interest in technology usage for academic purposes (2015). 
According to Figure 4.8, faculty are mostly interested in using electronic study notes, LMS for 
online assessments, videos, and computer-assisted tutorials and worksheets to aid teaching 
and learning methods at the NMMU. In 2014, 83% of students found that faculty were using 
technology to enhance their learning experience. This increased fractionally in 2015 indicating 
that faculty are increasingly integrating technology into the curriculum to enhance students 
learning experience. However, this does not necessarily mean that these technologies are 
used inside the classroom. As discussed in Chapter 3, studies have proven that mobile 
devices are often unwanted distractions rather than critical learning tools when used in the 
classroom.  
Students at the NMMU are currently receiving study material in various forms from faculty. 
Figure 4.9 illustrates how NMMU students received their study material in 2015.  
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Figure 4.9: How students received study material from faculty (2015). 
In 2015, students primarily received their study material in the form of electronic notes, 
followed by paper-based study material. However, paper-based study material decreased by 
7%, while electronic notes increased by 4% from 2014 to 2015. Teaching through videos and 
lecture video recordings were also relatively popular, but insignificant in comparison to 
electronic and paper-based study materials. 
From these results, it can be concluded that faculty are increasingly integrating technology 
into the curriculum to enhance the students’ learning experience. In addition, there has been 
a significant increase in BYOD demand. Based on these results, students regularly used 
smartphones, laptops and tablets to access productivity tools such as email, Microsoft Office, 
etc. in 2015. Students also regularly used their smartphones to participate in social networking. 
In addition, students regularly used laptops and tablets to search for information on the internet 
and to access NMMU-related information such as the NMMU’s LMS. On the other hand, 
faculty and non-academic staff regularly used smartphones, laptops and tablets to search for 
information on the internet in 2015, while smartphones and tablets were often used to access 
productivity tools, and to participate in social networking. In addition, faculty frequently used 
laptops to access NMMU-related information and to create study-related content. 
The following sub-section discusses the LMS used by the NMMU and other BYOD related 
websites.  
4.3.2 The Learning Management System and Portals 
The NMMU makes use of Moodle (http://learn.nmmu.ac.za) for their LMS. Moodle is a learning 
platform designed to provide students, faculty and administrators with a single robust, secure 
and integrated system to create personalised learning environments (Moodle Pty Ltd, 2016). 
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Moodle delivers a powerful set of learner-centric tools and collaborative learning environments 
that empower both teaching and learning.   
Moodle is built by the Moodle project, led and coordinated by Moodle HQ, an Australian 
company of 30 developers, which is financially supported by a network of over 60 Moodle 
Partner service companies worldwide (Moodle Pty Ltd, 2016). Moodle is provided freely as 
open source software, under the GNU General Public License. Anyone can adapt, extend or 
modify Moodle both for commercial and for non-commercial projects without any licensing 
fees and can benefit from the cost-efficiencies, flexibility and other advantages of using 
Moodle. The Moodle project’s open-source approach means that Moodle is continually being 
reviewed and improved upon to suit the current and evolving needs of its users (Moodle Pty 
Ltd, 2016). Because it is open source, Moodle can be customised in any way and tailored to 
individual needs. Its modular setup and interoperable design allows developers to create 
plugins and to integrate external applications to achieve specific functionalities. 
Moodle provides a flexible toolset to support both blended learning and online courses. In 
addition, Moodle can be configured by enabling or disabling core features, and easily 
integrating everything needed for a course using its complete range of built-in features, 
including external collaborative tools such as forums, wikis, chats and blogs (Moodle Pty Ltd, 
2016). 
The LMS at the NMMU is used by faculty to distribute study notes, assignments, worksheets 
and other course materials to students. Online tests are also conducted through the LMS. 
Furthermore, the LMS allows students to upload their completed assignments, etc. To 
enhance security, only students enrolled in the specific courses are permitted to access those 
course materials. 
The NMMU also has student and staff portals (http://newportal.nmmu.ac.za). These websites 
serve as a central location where students, faculty and non-academic staff can access web 
applications, general information, distinct-licensed software and other educational resources. 
The NMMU information security website can also be accessed from the student or staff 
portals. The purpose of this website is to make the latest information security information 
available to all NMMU resource users. Therefore, the information published on this website 
would also provide users with the general knowledge needed to protect their personal devices, 
such as their laptops, smartphones and tablets. 
The NMMU also has a mobile application that is easily downloadable from the respective app 
stores. The application is primarily intended both for guests and for registered students at the 
NMMU. The application could be used to view useful contacts, news, events, campus maps, 
important dates, exam timetables and results, library catalogues, and graduation details. 
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The following sub-section discusses mobile device security by referring to the mobile device 
security recommendations from the latest cyber security week at the NMMU. 
4.3.3 Mobile Device Security Recommendations 
This section includes recommended applications, tips and security measures provided by the 
NMMU during their latest cyber security awareness week. During the cyber security 
awareness week, ICT Services at the NMMU assist students, faculty and non-academic staff 
to protect their personal devices adequately. They recommend basic security measures such 
as to install anti-virus software and to activate scheduled virus scans. Users are also advised 
to activate their firewall; to update all software including the operating system regularly; to 
protect their passwords, and to use a VPN connection to the NMMU network. 
Additionally, ICT services provide students, faculty and non-academic staff with a list of 
recommended applications for Android, IOS and Windows mobile devices. The recommended 
Android applications are depicted in Table 4.2. 
Function Recommendation Features 
Anti-virus Avast Removes and prevents malware 
Anti-theft 
Prey 
Allows you to keep track of your 
device 
Anti-Theft Alarm  
Prevents your phone from being 
stolen  
Panic Button 
Sends emergency notification of 
your coordinates  
Privacy checker 
AVG Privacy Fix 
Helps manage online privacy 
settings 
Online Privacy Shield 
Protects yourself from unknowingly 
sharing information 
Ad-Network Scanner & 
Detector 
Detects ad-networks on your 
device 
Clueful Privacy Advisor 
Shows how installed apps use, and 
abuse, your personal information 
App lock 
AppLock 
Locks SMS, contacts, email, 
Facebook, gallery, settings, etc. 
AVG Vault 
Hides, encrypts, stores and syncs 
data 
Phishing Attacks Phishing Detective Helps determine phishing attacks 
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Wi-Fi Setup  NMMU Wi-Fi setup 
Connects your device to the 
NMMU Wi-Fi when on campus 
Firewall 
SnoopWall 
Performs auditing and protection 
features for your device. It also 
allows you to setup different 
profiles for each activity 
DroidWall 
Restricts which apps can access 
the network 
Tracking Life360 – Family Locator 
Allows you to see where friends 
are in real time 
Cleaning Software AVG Cleaner  
Saves memory and space, and 
helps boost speed  
Update all apps installed Google Play update feature 
Helps remove any known 
vulnerabilities 
Table 4.2: Recommended applications for Android devices. 
Table 4.2 also describes the functions and features of the recommended Android applications, 
while Table 4.3 contains the recommended applications suggested by ICT services for IOS 
devices. 
Function Recommendation Features 
Anti-virus Avast Removes and prevents malware 
Anti-theft Prey Lets you keep track of your device 
Wi-Fi Setup NMMU Wi-Fi setup 
Connect your device to the NMMU 
Wi-Fi when on campus 
Table 4.3: Recommended applications for IOS devices. 
The functions and features of the recommended IOS applications are also presented in Table 
4.3. However, the recommended applications for IOS devices are not as comprehensive as 
the list of recommended applications for Android devices. Table 4.4 contains the 
recommended applications for Windows mobile devices. 
Function Recommendation Features 
Anti-virus 
Avast 
AVG 
Panda Cloud Cleaner 
C-Cleaner 
Anti-malware removal and prevention (email, 
online, SMS, mms etc.) 
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Anti-theft 
Prey 
 
L-Alarm 
Lets you keep track of your device 
 
Prevents laptop theft by sounding an alarm 
when a thief tries to steal a laptop 
Phishing attacks www.phishtank.com 
Checks if email received is a phishing attack 
by pasting the link in this website. 
VPN NMMU VPN setup 
Connects to the NMMU network securely 
from home (or other place). 
Wi-Fi Setup 
NMMU Wi-Fi setup – script 
found on NMMU website 
Connection to Wi-Fi on campus 
Firewall Windows Activate 
Blocks unauthorised individuals and 
programs from accessing a device 
Table 4.4: Recommended applications for Windows devices. 
The functions and features of the recommended Windows mobile applications are also listed 
in Table 4.4. This list is also not as comprehensive as the list of recommended applications 
for Android devices. It appears that ICT services at the NMMU focus mainly on Android 
devices. Additionally, they have also provided several tips to secure an Android device. These 
include: 
1. Lock your smartphone – This is the most basic security measure to follow. To enhance 
mobile security users can guard their devices using encryption or screen lock such as pin, 
pattern, password, fingerprint or face unlock. Following the activation of lock, the user’s 
device can be set to lock automatically after a specified time period or the user can lock it 
manually using the power button. 
2. Do not save all of your passwords – Many users tend to save passwords to online sites. 
However, when they lose their device, they not only lose the data on the device, but also 
the personal details of their accounts. Furthermore, some users tend to save their 
passwords in a note or memo app. Instead they should be saving their passwords in a 
password manager app. 
3. Lock your apps – To protect personal data users should lock their apps by pin, password 
or pattern. If the device is shared among different users, users can use multi-user account 
options. 
4. Activate Google’s android device manager – Even if a device is lost, the Android device 
manager feature allows users to track their devices on Google Maps. 
5. Do not install apps from unknown sources – Applications from unknown sources often 
contain malware and spyware attached to them. Therefore, installing apps from unknown 
websites or sources increases the risk of infecting a device with malware or spyware.  
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6. Use mobile security applications – mobile security apps such as anti-virus apps can 
secure a device by scanning the device on a regular basis. In addition, the anti-virus 
software also scans new apps when installed. 
7. Keep your software up to date – Google often releases software updates. These 
updates often include security patches. Therefore, installing these software updates on a 
regular basis reduces the risk of a device being infected with malware or spyware. 
8. Prepare a backup of your data – To prevent the loss of data when a device is stolen or 
hacked, users should backup their data on a regular basis. 
The cyber security awareness week focused mainly on Android devices and provided very 
few recommended applications for IOS and Windows devices. However, the tips to secure an 
Android device could also be applied to other platforms, such as IOS and Windows. The 
reason for this could be due to the fact that only 1.14% of the network traffic between 
16/04/2016 and 28/04/2016 at the NMMU took place using an Apple device and during this 
time Samsung devices, which mainly operate using Android, was the third highest mobile 
device vendor accessing the NMMU network, as depicted in Table 4.1. 
The following section concludes the chapter by summarising the key findings from the case 
study. 
4.4 Conclusion 
The purpose of this chapter is to provide knowledge regarding the implementation of BYOD 
in a South African higher education institution. However, this chapter focuses solely on the 
mobile device usage aspect of BYOD.  
Based on the case study data, the frequent use of mobile devices at the NMMU increased 
significantly among students in 2015; whereas the frequent use of mobile devices among 
faculty and non-academic staff decreased slightly with the exception of a slight increase in 
smartphone usage. Students regularly used smartphones, laptops and tablets to access 
productivity tools such as emails in 2015. In addition, faculty at the NMMU are interested in 
using a variety of technology-based teaching and learning assessment tools and are currently 
integrating technology into the curriculum to enhance students’ learning experience. It can 
therefore be concluded that there has been a significant increase in BYOD demand at the 
NMMU.  
Since this chapter discusses the mobile device usage on NMMU campuses, the following 
chapter discusses the policies, procedures, guidelines and controls governing the 
implementation of BYOD at the NMMU. Among these are the general ICT policy, procedures 
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and guidelines regarding security organisation, data security, access control, system 
development and maintenance, as well as information security education and training.  
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Chapter 5: Case Study – Policies, Procedures, 
Guidelines and Controls 
 ________________________________________________________________________  
5.1 Introduction 
In this chapter, the Nelson Mandela Metropolitan University (NMMU) is used as a case study 
to determine what the current situation is at a South African higher education institution 
regarding Bring Your Own Device (BYOD) and, more specifically, the policies, procedures, 
guidelines and controls governing the implementation thereof. Although not everything 
discussed in this chapter relates directly to BYOD, it does relate to the implementation thereof. 
This includes general discussions regarding data security, monitoring system access and use, 
information security education and training, systems development and maintenance, etc.   
The purpose of this chapter is to determine the current BYOD state at a higher education 
institution in South Africa, namely the NMMU. However, it mainly focuses on the policies, 
procedures, guidelines and controls governing the BYOD implementation at the NMMU. The 
following section discusses the data collected and used from the NMMU. 
5.2 Primary Data Collection 
As mentioned in Chapter 2, the primary data is contained within the relevant documents 
obtained from the NMMU. An overview of the data collected is depicted in Figure 5.1. 
In this study, the NMMU documents and records are discussed in the order in which they 
appear in Figure 5.1.  
Mobile device usage, along with the network logs supporting the mobile device usage 
statistics, the learning management system (LMS) implemented by the NMMU, and the mobile 
device security recommendations are discussed in Chapter 4. The NMMU policies, 
procedures, guidelines and controls regarding the implementation of BYOD are discussed in 
this chapter, as highlighted in Figure 5.1. Among these are the general ICT policy, procedures 
and guidelines regarding security organisation, data security, access control, system 
development and maintenance, as well as information security education and training.  
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Figure 5.1: Overview of NMMU documents and records collected. 
5.2.1 General ICT Policy 
The general ICT policy of the NMMU (The Nelson Mandela Metropolitan University, 2014) is 
based on internationally accepted best practice frameworks including Control Objectives for 
Information and related Technology (COBIT) (ISACA, 2012), SANS 27002:2008 - Information 
technology — Security techniques — Code of practice for information security management, 
and the Information Technology Infrastructure Library (ITIL) (ITIL, 2011). Furthermore, the 
influence of this policy spans the whole institution, all business areas, geographically 
distributed sites and all students, faculty, non-academic staff as well as visiting users of ICT 
facilities and services. 
The objectives of this policy document are to: 
1. Prescribe the conditions for use of the NMMU ICT infrastructure and facilities; 
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2. Clarify the rights, duties and responsibilities of the users and the University; 
3. Ensure that ICT resources are used responsibly; 
4. Ensure that ICT risks are managed responsibly; 
5. Ensure the security of the institution’s ICT resources. 
In addition, this policy states that NMMU ICT resources are to be used for bona fide academic 
and administrative work, with the understanding that limited personal use is acceptable (e.g. 
personal correspondence) so long as this use does not: 
1. Directly or indirectly interfere with the University’s computing resources; 
2. Disrupt services to other users or deprive them of resources; 
3. Result in any additional costs to the University; 
4. Interfere with the user’s employment obligations to the University; 
5. Violate any NMMU policies, procedures, rules, etc. 
The general ICT policy (The Nelson Mandela Metropolitan University, 2014) is divided into 
numerous sub-policies. This research only focuses on those related to BYOD or the 
implementation thereof. These include the following: 
 Section 6 (Acceptable Use Policy) 
 Section 7 (BYOD Policy) 
 Section 9 (Internet Access Policy) 
 Section 10 (Remote Access to the ICT Infrastructure) 
 Section 13 (Information Security Policy) 
 Section 14 (Privacy and Confidentiality of Individuals) 
 Section 15 (Procurement of ICT Systems) 
 Section 17 (General Roles and Responsibilities) 
The following sub-section discusses the Acceptable Use Policy (AUP) as part of Section 6 of 
the general ICT policy. 
5.2.1.1 Acceptable Use Policy (Section 6) 
This section spells out the conditions and rules applicable for the use of all ICT facilities and 
services of the University. Therefore, the AUP states that all users must observe and apply 
the university copyright policy and copyright acts of the government. In addition, the policy 
clearly states that software piracy is a serious criminal offence.  
The AUP also states that the use of NMMU ICT resources must be consistent with all 
contractual obligations of the NMMU, including limitations defined in software and other 
licensing agreements. Furthermore, these resources may not be used for private income-
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generating or non-NMMU commercial activities unless specifically authorised by the 
University. In addition, the ICT resources may not be used in any way that may embarrass or 
bring discredit to the University. Therefore, these resources may not be used for any unlawful 
activity, such as the creation or transmission of material which is illegal, offensive, obscene, 
defamatory, damaging or fraudulent. 
The AUP also spells out that no person shall by deliberate, reckless, or unlawful act cause 
disruption to services, degrade the performance of an information system, or jeopardise the 
confidentiality, integrity and availability of data networks, computing equipment, systems 
programs, or other stored information. Every user is, therefore, responsible for taking 
reasonable steps to protect the ICT resources of the NMMU, which includes keeping their 
passwords confidential.  
No person may access, or attempt to access, or tamper in any way with another user’s data 
without proper authorisation. These actions are also included in the Electronic 
Communications and Transactions Act (Republic of South Africa, 2002) definition of cyber-
crime. Users are further subject to any specific rules or user agreements entered into with the 
faculties or departments in which they operate. 
The abuse of NMMU electronic systems and facilities may lead to the withdrawal of the 
privilege to use NMMU ICT resources and/or to disciplinary steps against offenders. 
Furthermore, the receiving, storing, downloading, possessing, distributing, accessing or 
creating of illegal content by any user, will be subject to an investigation and disciplinary action.   
The AUP also states that all users at the NMMU are bound by applicable laws in South Africa 
and that the NMMU will fully co-operate with authorities to provide required information if any 
user is suspected of illegal activities or cyber-crime. Therefore, the University may take 
reasonable steps to enforce its ICT policies through physical, technical and operational 
controls including filters, monitoring mechanisms and automated tools. In addition, where third 
party services are used by staff and/or students, all terms of use imposed by such parties must 
be adhered to. 
The following sub-section discusses the BYOD policy as part of Section 7 of the general ICT 
policy. 
5.2.1.2 BYOD Policy (Section 7) 
The NMMU does not have an entire policy dedicated to BYOD. Their general ICT policy does, 
however, contain a section devoted to BYOD. This section regulates the use of any device not 
owned by the NMMU, but which is used to access their ICT resources. This policy statement 
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ensures that these devices will comply with the business requirements of the NMMU and that 
risks associated with the use thereof remain acceptable. The BYOD policy statements include: 
1. The use of the device, its applications and peripherals must comply with and conform to 
all NMMU policies, procedures, guidelines, and other laws and regulations of the Republic 
of South Africa. 
2. Reasonable care must be taken to secure NMMU information. This includes keeping the 
operating system and antivirus software up-to-date, and that regular backups are 
performed.  
3. The NMMU reserves the right to prohibit the use of any device, or to restrict access to 
NMMU resources from any device, that may represent a risk to ICT resources. 
In addition, the policy states that ICT services are responsible for providing guidelines with 
regard to suitable devices that may be used to access NMMU resources. ICT services may 
also assist staff with work-related matters on privately owned devices, while the Student 
Information Technology Support (SITS) centre may assist students with study-related matters 
on privately owned devices. 
Furthermore, the policy clearly states that the NMMU does not accept any responsibility for 
claims, actions, suits, proceedings, costs, expenses, damages and liabilities, including 
reasonable attorney's fees and costs, arising out of, connected with, or that may result from 
the use of privately owned devices. This also applies to devices acquired through NMMU 
incentives. 
The following sub-section discusses the Internet Access Policy as part of Section 9 of the 
general NMMU ICT policy. 
5.2.1.3 Internet Access Policy (Section 9) 
Internet access is a major component of BYOD implementation. This section describes the 
policy statements that apply specifically to accessing and using the internet services made 
available by the NMMU to manage responsible and fair use of a valuable, but finite and 
expensive shared resource in a secure manner. The internet access policy statements include: 
1. Internet access is essential for research and academic activities and for some 
administrative functions. Reasonable access for study and work purposes is seen as a 
basic privilege and necessity for students and staff of the NMMU. 
2. Technical, administrative and financial controls, as approved by the ICT Committee, may 
from time to time be implemented to support the objectives of this policy. 
3. NMMU reserves the right to put filters in place to block any sites that represents a risk to 
the NMMU. 
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4. Agreements with third parties, such as business units affiliated with the NMMU, schools 
and non-profit community organisations, for accessing NMMU Internet services can be 
made where such an arrangement is to the benefit of the NMMU.  Approval, subject to 
restrictions imposed by the Internet Service Provider (ISP) of the NMMU, may be granted 
or revoked at the discretion of the Chief Information Officer (CIO) without recourse and 
without having to provide a reason to the third party.  
In addition, the policy states that it is the responsibility of the ICT Services Department to 
provide, manage and maintain cost-effective and efficient internet access services on behalf 
of the NMMU. The following sub-section discusses remote access to the NMMU ICT 
infrastructure as part of the general ICT policy (Section 10). 
5.2.1.4 Remote Access to the ICT Infrastructure (Section 10) 
It is common practice for NMMU employees to perform work-related functions while not in the 
office. This relates to the implementation of BYOD, since employees can access NMMU ICT 
services remotely using their mobile devices. Therefore, this section describes the policy 
statements that apply specifically to ensure that remote access to the NMMU ICT facilities is 
managed and made available to approved users in a cost-effective, efficient and secure 
manner. The remote access policy statements include: 
1. Remote access to NMMU ICT facilities must be applied for on an individual basis and can 
be provided where a business case for such access and associated resources has been 
approved by the relevant Dean or Director, the Senior Director of Finance and the Director 
of ICT. 
2. Remote access is subject to the automated computer policies of the NMMU (e.g. automatic 
installation of anti-virus software or software updates/patches) and may be applied to any 
device that connects to the NMMU network in any manner (e.g. via Dialup ISDN, ADSL, 
Wi-LAN, 3G, HDSP).  The NMMU will not be held responsible in any way for any impact 
on the user’s information or devices resulting from applying these policies. 
3. The cost of remote access will be for the account of the remote user, and all approvals are 
subject to the availability of funds in the operating budget of the applicant. 
4. The applicant will be required to enter into a personal agreement with a service provider 
for a remote link and associated resources (e.g. ADSL, 3G, modem, dongle, smartphone, 
tablet, LTE) and is personally responsible for payment of any such services.  Staff may 
claim back such costs subject to a maximum capping that will apply as determined from 
time to time by the Executive Director of Finance on advice from the Senior Director of 
Finance and CIO. 
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5. All the policies, rules and regulations that apply to a user of the NMMU ICT facilities, apply 
with equal force to a user using remote access. 
In addition, the policy states that the ICT Services Department is responsible for the 
management and control of all remote access to NMMU ICT resources. Furthermore, it is the 
responsibility of the users to determine whether a specific technology intended for use to 
connect to the NMMU is available and useable in the specific area(s) from which remote 
connectivity is required. 
The remote access policy also states that ICT Services staff may assist with the initial setup 
for staff to connect to NMMU services, but that hardware and software maintenance and 
support is the responsibility of the individual user. The following sub-section discusses the 
Information Security Policy as part of Section 13 of the general NMMU ICT policy. 
5.2.1.5 Information Security Policy (Section 13) 
This section deals specifically with the policy statements required to ensure a high level of 
confidentiality, integrity, and availability. Therefore, these policy statements ensure that the 
institution is perceived to be a reliable and respected partner; that access to the correct 
information of the institution is maintained; that the impact of damage is limited; that protection 
against violations or attempted violations of the security regulations and measures are 
maintained; that violations or attempted violations can be discovered and tracked; and that 
appropriate actions can be taken to address these issues. 
The NMMU’s Information Security Management System is based on the ISO/IEC 27001 
(ISO/IEC, 2013) guidelines and is adapted to the specific information security requirements of 
the Institution. All suspected information security events or incidents must be reported to the 
ICT Help Desk or Information Security Officer by email or in any other written format. The 
Information Security Officer must then initiate an appropriate action.  
All major information assets should be accounted for and have a nominated owner. All staff 
members should undertake to adhere to, and be trained in, information security practices. All 
users of information systems must be identified and authenticated uniquely. 
Information resources must be suitably protected against unauthorised access, internal, 
external, environmental and physical threats. Computer and network technologies must be 
protected and managed to ensure continuous and reliable processing. Security requirements 
must be identified and applied during systems development and maintenance. Business 
Continuity Plans and Disaster Recovery Plans should be developed and maintained.  
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For this policy to be implemented effectively, reviews for compliance to this policy, as well as 
other regulatory, legislative and contractual requirements should be undertaken regularly. 
Furthermore, it is essential that security-related roles are defined and that specific 
responsibilities are assigned to each of these roles. Hence, the following roles and 
responsibilities:  
1. Every member of staff and student will exercise due care to protect the information assets 
of the Institution. 
2. The Information Security Officer, which duty will be fulfilled by the Systems Engineer of 
Security, will report to the Director of ICT Services. The responsibility of the Information 
Security Officer is to develop, implement and periodically to review the Information 
Security Policy requirements, procedures and controls as approved by the ICT Committee.  
The Information Security Officer is responsible for providing appropriate training to all 
users of information regarding: 
 The contents of the information security policy requirements. 
 The specific information security controls and procedures introduced. 
 Their responsibility towards meeting information security objectives. 
3. The ICT Committee must: 
 Review and approve information security policy requirements. 
 Monitor significant changes in the environment and the resultant exposure of 
information assets to threats. 
 Review and monitor security incidents. 
 Approve major initiatives to enhance information security. 
 Promote information security actively within the Institution. 
4. Information Owners or Data Owners are the person(s) or entities responsible for the 
business results of that system, or the business use of the information. Furthermore, it 
should be noted that the term “owner” does not mean that the person or entity has any 
property rights to the information asset. The Information Owner or Data Owner has the 
following responsibilities: 
 Authorise access to and assign custody of the information. 
 Communicate the control requirements to the custodian and users of the information. 
 Determine the statutory requirements regarding retention and privacy of the 
information, and communicate this information to the custodian. 
5. The Custodian (ICT Services Department) is responsible for the processing and storage 
of information. For micro-applications, the owner or users may retain custodial 
responsibilities. These include: 
 Implementation of physical, technical and operational controls. 
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 Identifying procedural guidelines for the users. 
 Administering access to information. 
 Evaluating the cost-effectiveness of controls. 
6. Any person (internal and external) who has been authorised to read, enter, update or 
delete information by the owner of the information has the responsibility to: 
 Use the information only for the purpose intended. 
 Comply with all the controls established in terms of the policy requirements. 
 Ensure that classified or sensitive information is not disclosed without permission. 
 Ensure that user IDs and passwords remain well protected. 
The following sub-section discusses the Privacy and Confidentiality Policy as part of Section 
14 of the general NMMU ICT policy. 
5.2.1.6 Privacy and Confidentiality of Individuals (Section 14) 
While no-one would deny the need to ensure security in the BYOD era, in many cases, it 
comes at the expense of the user. A great concern among users participating in the 
implementation of BYOD is user privacy and confidentiality (Chaudhary, 2014). This section 
of the general ICT policy states that the NMMU respects the privacy of all NMMU users. 
However, the NMMU reserves the right to access and monitor any user's email, data and 
programs for appropriate management purposes, such as:  
 For making backups. 
 For maintenance of system integrity. 
 For compelling security reasons. 
 For ensuring that communication services are not used in conflict with this policy or for 
unlawful purposes. 
With due regard to the South African Constitution, the Regulation of Interception of 
Communication and Provision of Communication-related Information Act 70 of 2002 (The 
South African Constitution, 2002), the NMMU Promotion of Access to Information Act Manual 
(as required by the Promotion of Access to Information Act of 2000) and the NMMU Protection 
of Personal Information Manual (as required by the Protection of Personal Information (POPI) 
Act, No 4 of 2013) (POPI, 2013) every user, whether registered as a student, commencing a 
visit or starting employment, is deemed to have given his or her consent that the ICT Services 
Department and management of the Institution may, without prior warning: 
 Intercept, monitor, block, delete, read and act upon any incoming or outgoing email 
message addressed to or originating from the user. 
 Intercept, monitor, read and act upon the user’s internet browsing habits, including the 
user’s history files, web sites visited, files downloaded and stored by the user. 
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 Intercept, monitor, block, delete, read and act upon any file, in whatever format, stored 
by a user on any computing device or other facilities of the Institution. 
Furthermore, personal information regarding staff or students may only be handled in 
compliance with the POPI Act. Legal Services will provide a consulting service when required.  
In addition, the policy states that the NMMU ICT Services Department is responsible for 
managing the services and information security. ICT Services may only access files or 
implement automated mechanisms to delete, modify or quarantine data if the data poses a 
risk or affects the efficiency and performance of NMMU ICT services resources. The policy 
also states that users are responsible for ensuring that all personal information is removed 
from the NMMU-owned device when the device is to be reassigned to another user.  
The following sub-section discusses the policy on the procurement of ICT hardware and 
software as part of Section 15 of the general NMMU ICT policy. 
5.2.1.7 Procurement of ICT Systems (Section 15) 
The NMMU provides several faculty and non-academic staff members with standard laptops 
over a 5-year cycle. Anything non-standard can be purchased using their research or other 
accounts given a motivation on the basis of cost effectiveness, efficiency, affordability and 
functionality, while alternatives must be investigated. This section is included in this chapter 
because, although not their own mobile devices, these devices are permitted to leave NMMU 
campuses and might therefore be used for personal use although this might not necessarily 
be permitted. 
 This section of the general ICT policy is to ensure that, when ICT resources are obtained 
(purchased or developed), they are cost-effective and efficient, and that they comply with the 
established ICT quality and operational requirements, which are compatible with existing and 
planned ICT systems and the infrastructure of the NMMU.  
According to this section, ICT support staff may remove any illegal software found, unless 
proof of purchase of the software is obtained. The procurement of all ICT equipment, software 
and the development thereof must also be approved by ICT Services to ensure that the 
minimum acceptance standards and compatibility requirements are adhered to. 
Furthermore, all requests for new PC laboratory facilities must be approved by the ICT 
Committee, the Physical Planning and Space Utilisation Committee (PPSUC) and the Capital 
Resource Allocation Committee (CRAC). In addition, all budget requests for capital ICT 
equipment must also be approved by CRAC. 
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All NMMU ICT equipment is to be procured via the centralised purchasing system with 
sufficient representation from ICT Services staff. Therefore, any requests for ICT equipment 
and solutions must be motivated on the basis of cost-effectiveness, efficiency, affordability 
and functionality, while alternatives must be investigated. This would apply to desktop 
computers, laptops, notebooks, printers, mobile devices, etc.  
This section also states that the NMMU ICT Services Department is responsible for 
formulating guidelines and standards for ICT systems (including hardware and software); for 
maintaining an inventory of all hardware and software procured; and for providing advisory 
services regarding the procurement of ICT systems. In addition, the department’s procuring 
software (licences) must notify and provide a copy of such licence agreements to ICT Services 
for record keeping. 
The roles and responsibilities stated in Section 5.2.1.5 are specific to the Information Security 
Policy. The following sub-section discusses the general roles and responsibilities as part of 
Section 17 of the general NMMU ICT policy.  
5.2.1.8 General Roles and Responsibilities (Section 17) 
This section describes the general roles and responsibilities that apply specifically to every 
ICT resource user at the NMMU and to those responsible for maintaining it. Therefore, the 
Institution’s management is responsible for taking any necessary action against users who fail 
and/or refuse to abide by this policy.  
According to the general roles and responsibilities section of the general ICT policy, it is the 
responsibility of every user to become familiar with the policies, procedures and guidelines of 
the NMMU. 
Furthermore, the ICT Services Department is responsible for ensuring compliance with all ICT-
related legislation and for formulating guidelines, policies and procedures to be adopted by 
the NMMU for acquisition, implementation, documentation and use of the ICT information 
resources. The ICT Services Department is also responsible for providing, managing and 
controlling cross-functional ICT information services to the NMMU in an effective, efficient and 
secure manner, and for sustaining the’ awareness of users of this policy and other institutional 
policies related to the use of the Institution’s electronic facilities. In addition, they are also 
responsible for providing users with guidelines for the proper use of the Institution’s electronic 
facilities. 
In conclusion, not everything discussed in the general ICT policy directly relates to BYOD. It 
does, however, relate to the implementation thereof. The Acceptable Use Policy section 
(Section 6) discusses the conditions and rules applicable for the use of ICT resources, while 
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the Internet Access Policy section (Section 9) describes the policy statements that apply 
specifically to accessing and using the internet services made available by the NMMU. The 
Remote Access Policy section (Section 10) describes the policy statements that apply 
specifically to ensure that remote access to the NMMU ICT facilities is managed and made 
available to approved users in a cost-effective, efficient and secure manner. Furthermore, the 
Information Security Policy section (Section 13) deals specifically with the policy statements 
required to ensure a high level of confidentiality, integrity, and availability.  
The following section discusses organisational security at the NMMU with regard to 
information security. 
5.2.2 Information Security Guideline on Security Organisation 
As BYOD introduces risk to the higher education institution implementing it, organisational 
security needs to be addressed. Therefore, organisational security is discussed in this chapter. 
The objective of this guideline is to manage information security within the Institution, to 
maintain the security of organisational information processing facilities and information assets 
accessed by third parties. 
According to Section 9.1 (Compliance with Legal Requirements Control 4.1) of the Information 
Security Guideline on Security Organisation (The Nelson Mandela Metropolitan University, 
2014), set out by the NMMU, management direction should be provided through a suitable 
high-level steering forum. Whenever evidence clearly shows that the NMMU has been 
victimised by a computer or communications crime, a thorough investigation must be 
conducted. This investigation must provide sufficient information, so that management can 
take steps to ensure that such incidents cannot reasonably take place again, and that effective 
security measures have been re-established. For every significant information systems 
security risk, management must make a specific decision about the degree to which the 
NMMU will be self-insured, will seek external insurance, or will adjust controls to reduce 
expected losses. Adequate insurance coverage must be obtained and kept in force for every 
major threat facing the confidentiality, integrity, and availability of information handled by the 
NMMU computer and communication systems. 
Additionally, management must allocate sufficient resources and staff attention to address 
information systems security adequately. Therefore, an annual analysis of reported 
information security problems and violations must be prepared by the Information Security 
Department.  
According to Section 9.1.2 (Information Security Co-ordination Control 4.1.2) of the 
Information Security Guideline on Security Organisation (The Nelson Mandela Metropolitan 
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University, 2014), the ICT Services Department is charged with the prevention of serious loss 
or compromise of the NMMU's critical, valuable, and sensitive information resources. 
Therefore, the ICT Services Department must coordinate and direct specific actions that will 
help to provide a secure and stable information systems environment consistent with NMMU 
goals and objectives. In addition, the ICT Services Department is responsible for establishing 
and maintaining organisation-wide information security policies, standards, guidelines, and 
procedures. 
According to Section 9.1.7 (Independent Review of Information Security Control 4.1.7) of the 
Information Security Guideline on Security Organisation (The Nelson Mandela Metropolitan 
University, 2014), management within each NMMU division must prepare an annual plan for 
bringing its computer and communication systems into compliance with published policies and 
standards. Working in conjunction with the responsible management, the ICT Services 
Department must prepare plans for the improvement of information security on all major 
NMMU information systems annually.  
Additionally, the actual practice of information security should be reviewed independently to 
provide assurance that organisational practices reflect the policies properly, and that they are 
feasible and effective. The following section discusses the NMMU data security procedures, 
guidelines and controls.  
5.2.3 Data Security Procedures, Guidelines and Controls 
Higher education institutions implementing BYOD need to secure their data from threats that 
can arise owing to the implementation of BYOD (Garba, Armarego, & Murray, 2015). Before 
discussing the NMMU data security procedures, guidelines and controls, the NMMU standard 
data sensitivity classification system needs to be discussed.  
According to Section 1.2 (Information Classification Guidelines Control 5.2.1) of the 
Information Security Guidelines on Asset Classification and Control (The Nelson Mandela 
Metropolitan University, 2014), all secret, confidential, and private information is labelled 
according to standards issued by the ICT Services Department. Therefore, data are broken 
into four sensitivity classifications with separate handling requirements. These classifications 
include secret, confidential, private and unclassified, as follows: 
 The secret classification applies to the most sensitive business information, which is 
intended strictly for use within the NMMU. Its unauthorised disclosure could impact the 
NMMU, its stockholders, its business partners, and/or its customers. seriously and 
adversely   
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 The confidential classification applies to less sensitive business information, which 
is intended for use within the NMMU. Its unauthorised disclosure could impact the 
NMMU, its stockholders, its business partners, and/or its customers adversely.  
 The private classification applies to personal information, which is intended for use 
within the NMMU. Its unauthorised disclosure could impact NMMU and/or its 
employees seriously and adversely.  
 Information that does not fit into one or more of these categories is labelled 
"unclassified". While its unauthorised disclosure is against NMMU policy, it is not 
expected to impact the NMMU, its employees, its stockholders, its business partners, 
and/or its customers seriously or adversely.  
In addition, these labels are maintained by the technology used to capture, store, or process 
the information. If known, the dates when secret, confidential, or private information will no 
longer be sensitive are also indicated as part of the information. Furthermore, this also applies 
to circumstances when sensitive information will be downgraded to a less sensitive 
classification.  
One of the methods used by the NMMU to protect its data is to store systems containing secret 
information in an isolated computing environment. According to Section 5.6.2 (Sensitive 
System Isolation Control 9.6.2) of the Information Security Guidelines on Access Control (The 
Nelson Mandela Metropolitan University, 2014) implemented by the NMMU, sensitive items 
might require a dedicated (isolated) computing environment. Therefore, NMMU computer 
systems containing secret information must not be connected to any network or any other 
computer. Additionally, information about the nature and location of NMMU information, such 
as that found in a data dictionary, is confidential and is therefore only disclosed to those who 
have an evident need-to-know. Furthermore, in conjunction with relevant information owners, 
the ICT Services Department prepares or revises an assessment of the degree of criticality of 
all production multi-user computer applications periodically, allowing appropriate contingency 
plans to be prepared. Production applications refer to any applications that are required to run 
continuously to enable the NMMU to function properly.  
Special access controls are also enforced if NMMU information is resident on a computer 
system and if users are permitted to request all or part of this information through on-line 
facilities. These access controls protect the information so that a series of permissible requests 
for information will not reveal collectively information that is otherwise restricted. Therefore, 
separate pieces of information are not readily susceptible to assembly to create a larger 
picture. In many instances, this means that aggregate sets of information may not be 
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segmented into separate access-controlled sets of information without running an undue risk 
of unauthorised disclosure.  
According to Section 2.1 (Security in Job Definition and Resourcing Control 6.1) of the 
Information Security Guidelines on Personnel Security (The Nelson Mandela Metropolitan 
University, 2014) set out by the NMMU, specific responsibility for information security is not 
vested in the ICT Services Department solely. Therefore, specific information security 
responsibilities are incorporated into employee job descriptions if such employees have 
access to sensitive, valuable, or critical information. Furthermore, applications for employment 
are screened if the job involves access to the NMMU’s IT facilities handling sensitive 
information. In addition, all employees, consultants, contractors, and temporaries must sign a 
confidentiality agreement at the time they join the NMMU. All disclosures of secret, 
confidential, or private NMMU information to third parties are also accompanied by a signed 
confidentiality agreement which includes restrictions on the subsequent dissemination and 
usage of the information. 
It is the responsibility of all IT users at the NMMU to note and report any observed or suspected 
security weaknesses, software malfunctions or incidents in the NMMU systems or services. 
This is clearly stated in Section 2.3 (Responding to Security Incidents and Malfunctions) of the 
Information Security Guidelines on Personnel Security (The Nelson Mandela Metropolitan 
University, 2014). 
The following section discusses the Information Security Guidelines regarding access control 
at the NMMU. This includes discussions regarding network access controls, user access 
management, monitoring system access and use, and privilege management. 
5.2.4 Information Security Guidelines on Access Control 
Access control is an important component associated with the implementation of BYOD 
(Orans, 2012); hence its discussion in this chapter. This section discusses the various controls 
and guidelines implemented by the NMMU regarding access to their information systems. 
5.2.4.1 Network Access Control 
Section 5.4 (Network Access Control) of the Information Security Guideline on Access Control 
(The Nelson Mandela Metropolitan University, 2014) states that users should only be able to 
gain access to the services they are authorised to use and that the appropriate authentication 
of remote devices should be implemented if the connection is via an open network. 
Additionally, access to diagnostic ports should also be controlled securely through appropriate 
security mechanisms (e.g. a key lock).  
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According to Section 5.4.5 (Segregation in Networks Control 9.4.6) of the Information Security 
Guideline on Access Control, large networks may require to be divided into separate virtual 
local area networks (VLANS). Therefore, all large networks crossing national or organisational 
boundaries must have separately-defined logical domains, each protected with a defined 
security perimeter and access control mechanisms. 
The connection capability of users may need to be controlled to support the access guideline 
requirements of certain business applications. Furthermore, routing controls may be 
incorporated on shared NMMU networks to ensure that computer connections and information 
flows do not breach the access guidelines of business applications. This is stated in the 
network connection and routing controls (Control 9.5.7 and 9.4.8) set out by the NMMU in the 
Information Security Guideline on Access Control. 
The terminal login procedure (Section 5.5.2) of the NMMU Information Security Guideline on 
Access Control, states that all users must have their identity verified with a user ID and a 
secret password, or by other means which provide equal or greater security, prior to being 
permitted to use NMMU computers connected to a network. Furthermore, Section 5.2.2 
(Privilege Management Control 9.2.2) of the NMMU Information Security Guideline on Access 
Control states that a computer or network access control system that is not functioning 
properly must default to denial of privileges to end users. Additionally, the security of a 
computer system must never be dependent entirely on the security of another computer 
system.  
The following sub-section discusses User Access Management at the NMMU by referring to 
the Information Security Guideline on Access Control, as set out by the NMMU. 
5.2.4.2 User Access Management 
According to the User Access Management Guidelines (Section 5.2) of the Information 
Security Guideline on Access Control, there should be a formal user registration and 
deregistration procedure for access to all multi-user IT services. Each computer and 
communication system user ID must be unique and forever connected solely with the user to 
whom it has been assigned. After an employee leaves the NMMU, there must be no re-use of 
any user ID. Management must report all significant changes in end user duties or employment 
status promptly to the computer system security administrators handling the user IDs of the 
affected persons. 
As far as passwords are concerned, users should follow good security practices in the 
selection and use of passwords. According to the Password Use Guideline (Section 5.3.1) of 
the NMMU Information Security Guideline on Access Control, all computer system users must:  
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 Choose passwords that cannot be easily guessed. This means that passwords must 
not be related to the user's job or personal life.  
 All user-chosen passwords must contain at least one non-alphabetic character such 
as a numeral (0-9), symbol or punctuation character.  
 Users must not construct passwords which are identical or substantially similar to 
passwords that they had previously used.  
 Passwords must not be stored in readable form in batch files, automatic log-in scripts, 
software macros, terminal function keys, in computers without access control, or in 
other locations where unauthorised persons might discover them.  
 Refrain from using the same password on multiple computer systems unless they have 
been informed by the ICT Services Department that doing so will not compromise 
security unduly.  
All passwords must be changed promptly if they are suspected of being disclosed, or known 
to have been disclosed to unauthorised parties. Regardless of the circumstances, passwords 
must never be shared or revealed to anyone else besides the authorised user. To do so 
exposes the authorised user to responsibility for actions that the other party takes with the 
password. Whenever a system has been compromised by an unauthorised party, system 
managers must change every password on the involved system immediately. Even suspicion 
of a compromise requires that all passwords be changed immediately. Under either of these 
circumstances, a trusted version of the operating system and all security-related software must 
also be reloaded. Similarly, under either of these circumstances, all recent changes to user 
and system privileges must be reviewed for unauthorised modifications. 
The following sub-section discusses Privilege Management at the NMMU by referring to the 
Information Security Guideline on Access Control. 
5.2.4.3 Privilege Management 
According to Section 5.2.2 (Privilege Management Control 9.2.2) of the NMMU Information 
Security Guideline on Access Control, the use of special privileges should be restricted and 
controlled. NMMU information must be used only for the business purposes expressly 
authorised by management. Individuals who are not employees, contractors, or consultants 
must not be granted a user ID or otherwise be given privileges to use NMMU computers or 
communications systems unless written approval of a department head has been obtained in 
advance. Furthermore, the computer and communications system privileges of all users, 
systems and programs must be restricted based on the need-to-know. Special system 
privileges, such as the ability to examine the files of other users, must also be restricted to 
those directly responsible for system management and/or security. Without specific written 
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management approval, administrators must not grant system privileges, beyond electronic 
mail and word processing, to any user. 
As far as third party privileges are concerned, third party vendors are only given dial-up 
maintenance privileges when the system manager determines that they have a bone fide 
need. However, these privileges are only enabled for the time period required to accomplish 
the approved tasks. 
Privileges allowing the modification of the NMMU production business information must be 
restricted to production applications. Additionally, system privileges must be established to 
prevent users from modifying production data in any manner they choose. Users may only 
modify production data in constrained ways that preserve or enhance its integrity. In other 
words, users must be permitted to modify production data only when employing a controlled 
process approved by management. Non-production staff (internal auditors, information 
security administrators, programmers, computer operators, etc.) must also never be permitted 
to update production business information.  
Specific information about information system vulnerabilities, such as the specifics of a recent 
system break-in, must not be distributed to persons who do not have a demonstrable need-
to-know. Therefore, programming source code for computer viruses, worms, Trojan horses 
and other routines used to compromise security must be disclosed only to those persons with 
a demonstrable need-to-know. Likewise, technical analyses of such software routines should 
also be disclosed only to those with a need-to-know. 
Additionally, management must establish control override facilities to be used in those 
exceptional circumstances where controls must be compromised to maintain on-going 
business operations. The ability to use these override facilities must be severely restricted, 
and the facilities must be used only when absolutely necessary. Management must 
communicate clearly to workers the specific circumstances when it is permissible to override 
controls. Override procedures and mechanisms must only be used to remedy extraordinary 
conditions that are not otherwise resolvable in the ordinary course of business activities. 
The following sub-section discusses the management of unattended user equipment at the 
NMMU by referring to the Information Security Guideline on Access Control. 
5.2.4.4 Unattended User Equipment 
The management of unattended user equipment discussed in this section applies to all the 
mobile devices owned by the NMMU and are recommended for personally-owned mobile 
devices. According to Section 5.3.2 (Unattended User Equipment Control 9.3.2) of the NMMU 
Information Security Guideline on Access Control, users should ensure that unattended 
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equipment has appropriate security protection. If personal computers and any other mobile 
devices are connected to the NMMU network, when unattended they must always be locked. 
Furthermore, NMMU computer and communications systems must be used for business 
purposes only. However, personal use is allowed only by special permission from 
management.  
Active sessions should be terminated when finished (unless they can be secured by an 
appropriate software log) and devices should be secured by a key lock or an equivalent control 
(e.g. password access) when not in use. Mobile devices such as laptops should also be 
secured with a physical laptop lock to prevent theft of the device. 
The following sub-section discusses how system access and use is monitored at the NMMU 
by referring to the Information Security Guideline on Access Control, as set out by the NMMU. 
5.2.4.5 Monitoring System Access and Use 
According to Section 5.7 (Monitoring System Access and Use) of the NMMU Information 
Security Guideline on Access Control, audit logs of security events should be maintained. 
Therefore, all production application systems which handle sensitive NMMU information must 
generate logs that show every addition, modification, and deletion to the sensitive information. 
Additionally, computer systems handling sensitive, valuable, or critical information must log all 
significant computer security relevant events securely. Examples of computer security 
relevant events include: password guessing attempts, attempts to use privileges that have not 
been authorised, modifications to production application software, and modifications to system 
software.  
It is important that logs of computer security relevant events must provide sufficient data to 
support comprehensive audits of the effectiveness of, and compliance with, security 
measures. These logs must be retained for at least three months. During this period, logs must 
be secured such that they cannot be modified, and such that they can be read only by 
authorised persons. These logs are important for error correction, forensic auditing, security 
breach recovery, and related efforts. The intention of this guideline is to specify clearly that all 
user-initiated security-relevant activities must be logged and retained for a certain period. This 
information will be helpful to those working in security administration, computer operations, 
and internal auditing. 
To deter improper behaviour, to foster user accountability, and to allow convenient systems 
management, all user activities affecting production of business information must be re-
constructible from these logs. Additionally, computerised records reflecting the access 
privileges of each user of NMMU multi-user systems and networks must be maintained 
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securely for a reasonable period of time. Because they are critical to NMMU’s business, 
certain production business applications require more extensive logging than others. 
Therefore, all critical business applications must be supported by logs that allow system 
activities to be resumed within 15 minutes.  
Application and/or database management system (DBMS) software must keep logs of user 
activities and statistics related to these activities, which will allow them to spot and issue 
alarms reflecting suspicious business events. To allow proper remedial action, computer 
operations or information security staff must review records reflecting security relevant events 
in a periodic and timely manner.  
According to Section 5.7.2 (Monitoring System Use Control 9.7.2) of the NMMU Information 
Security Guideline on Access Control, procedures for monitoring system use should be 
established. Additionally, all commands issued by computer system operators must be 
traceable to specific individuals via the use of comprehensive logs. 
To provide evidence for investigation, prosecution, and disciplinary actions, certain information 
must be captured whenever it is suspected that a computer crime or abuse has taken place. 
The relevant information must be stored securely off-line until such time as it is determined 
that the NMMU will not pursue legal action or otherwise use the information. The information 
to be collected immediately includes the current system states, as well as back-up copies of 
all potentially involved files. 
Furthermore, it is important that users are notified about the specific actions that constitute 
security violations. Users must also be informed that such violations will be logged. Tools for 
the monitoring or observation of computer user activities must not be used unless the involved 
user(s) are first notified that their work may be monitored or observed. The only permissible 
exception to this guideline involves investigations of suspected criminal activity. 
The following section discusses the Information Security System Development and 
Maintenance procedures, guidelines and controls implemented by the NMMU.  
5.2.5 Information Security System Development and Maintenance 
The implementation of BYOD causes a change in the way applications are developed and 
delivered. Owing to this, system development and maintenance is an important component 
associated with the implementation of BYOD; hence its discussion in this chapter. According 
to the NMMU Information Security Guideline on System Development and Maintenance (The 
Nelson Mandela Metropolitan University, 2014), security is built into all information systems at 
the NMMU. The loss, modification or misuse of user data in application systems is prevented; 
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IT projects and support activities are conducted in a secure manner; and the security of 
application system software and information is maintained. 
Section 6.1.1 (Security Requirements Analysis and Specification Control 10.1.1) of the 
Information Security Guideline on System Development and Maintenance, states that an 
analysis of security requirements should be carried out at the requirements analysis stage of 
each development project at the NMMU. Furthermore, to allow passwords to be changed 
when needed, passwords must never be hard-coded (incorporated) into software developed 
by or modified by NMMU employees. Management must also ensure that all software 
development and software maintenance activities performed by in-house staff subscribe to 
NMMU policies, standards, procedures, and other prescribed systems development best 
practices. As far as business applications are concerned, security must be considered by 
systems designers and developers from the beginning of the systems design process through 
conversion to a production system.  
Furthermore, NMMU information systems must employ industry-specific information security 
standards, such as International Organisation for Standardisation (ISO) and National Institute 
of Standards and Technology (NIST). No exceptions are permitted unless it can be 
demonstrated that the costs of using a standard exceeds the benefits, or that use of a standard 
will clearly obstruct NMMU's business activities. At the very least, all NMMU information 
systems must include standard controls found in organisations in similar circumstances. 
Beyond this, the unique risks faced by NMMU must be addressed with custom solutions. 
However, all computer and communication security measures must be simple and easy to 
use, to administer, and to audit.  
The following section discusses the Information Security Education, Training and Awareness 
guidelines, controls and initiatives at the NMMU.  
5.2.6 Information Security Education and Training 
Higher education institutions should find ways to educate users regarding the dangers 
associated with the use of BYOD (Hockly, 2012). They should be made aware of ways to 
access and use data safely, as well as about how they can protect personal and sensitive 
information. According to Section 2.2.1 (Information Security Education and Training Control 
6.2.1) of the NMMU Information Security Guideline on Personnel Security, users receive 
appropriate training in organisational policies and procedures, including security requirements 
and other business controls, as well as training in the correct use of IT facilities, e.g. logon 
procedures and the use of software packages, before access to IT systems is granted. 
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Business application systems in development or undergoing significant modification are not 
moved into a production processing environment without first having adequate training 
material and operating documentation. All employees, consultants, and contractors are 
provided with sufficient training and supporting reference material to allow them to protect 
NMMU information resources properly. Furthermore, NMMU employees are not permitted to 
use any software for production business processes unless they have first adequately learned 
how to use it. 
There are also several awareness initiatives undertaken on an ongoing basis at the NMMU. 
These initiatives are not necessarily directly related to BYOD. They do, however, relate to the 
general ICT policy. 
Given the initiatives, an engineer within the ICT department has been allotted specific 
responsibilities regarding all the information security awareness matters. An annual plan of 
operations has also been made available to all the relevant parties, including the ICT 
representative. This plan includes actions related to information security awareness. 
Additionally, the NMMU website regarding information security is updated regularly and is 
prominently referenced from the staff and student web portals.  
The portal page is the default page that opens every time a user starts the browser from any 
one of the NMMU computing devices. The NMMU information security website 
(https://nmmumod.nmmu.ac.za/infosec/SitePages/Home.aspx) contains information such as: 
alerts, virus status updates, videos, tutorials and frequently asked questions, as well as links 
to relevant legislation and related NMMU procedures. During the induction programme for new 
staff, reference is also made to the information security site, as well as to the ICT related 
policies. The ICT policies contain links to the ICT procedures which, in turn, refer to the 
information security website.  
The Information Security Officer communicates with users via the corporate affairs office on a 
need-to-know basis when specific threats make this advisable. Announcements typically 
contain information such as warnings against the latest phishing attempts.  
Students are prompted to accept the NMMU computing laboratory rules and policies every 
time they log into an NMMU workstation. On the contrary, users are not prompted to accept 
the computing laboratory rules and policies when logging in from their personally-owned 
mobile devices. At login, all users are also reminded to change their password as soon as 
their password age exceeds 60 days. Furthermore, faculty and non-academic staff are alerted 
to the last time their credentials were used to log into the domain and to the last person who 
logged in using their current workstation.  
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The NMMU mobile device security recommendations including recommended applications, 
tips and security measures provided by the NMMU during their latest cyber security awareness 
week also relates to information security education and training. This is, however, discussed 
in Chapter 4, Section 4.3.3. 
The following section compares the data discussed in this chapter to the key components 
presented in Chapter 3.  
5.3 Mapping to BYOD Key Components 
Table 5.1 compares the case study data discussed in this chapter to the key components 
discussed in Chapter 3. The reason for this is to map how the key components relate to a 
higher education institution in South Africa. 
Key Components NMMU Policy/Section 
Chapter 
Section 
Organisational Key Components  
Define a clear and inclusive BYOD 
policy  
BYOD Policy (Section 7) Section 5.2.1.2 
Secure data in use, in motion and at rest 
Data Security Procedures, 
Guidelines and Controls 
Section 5.2.3 
Ensure corporate network infrastructure 
is capable of meeting BYOD demands 
Annual Mobile Device Usage 
Surveys and Network Logs 
Section 4.3.1 
Invest in mobile apps development 
Information Security Systems 
Development and 
Maintenance 
Section 5.2.5 
Education and training 
Information Security 
Education, Training and 
Awareness 
Section 5.2.6 
Develop and manage a list of supported 
platforms and devices 
Stated within BYOD Policy 
(Section 7) 
Section 5.2.1.2 
Ensure compliance 
Monitoring System Access 
and Use 
Section 5.2.4.5 
Include decommissioning as part of 
BYOD policy 
BYOD Policy (Section 7) Section 5.2.1.2 
Higher Education Institutional Key Components  
Develop a concise and inclusive AUP The AUP (Section 6) Section 5.2.1.1 
Data security  
Data Security Procedures, 
Guidelines and Controls 
Section 5.2.3 
Network infrastructure  
Information Security 
Guidelines on Access Control 
Section 5.2.4 
Develop a software infrastructure  
Information Security Systems 
Development and 
Maintenance 
Section 5.2.5 
Provide ongoing education and training  
Information Security 
Education, Training and 
Awareness 
Section 5.2.6 
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Develop a portal Student and Staff Portals Section 4.3.2 
Build a curriculum  
Learning Management 
System  
Section 4.3.2 
Help desk  Not formally implemented 
Address equity Not formally implemented 
Plan financially for sustainability  
Determine mobile device 
usage through Surveys and 
supporting Network Logs and 
then plans accordingly  
Section 4.3.1 
Consider adopting an MDM solution  Not implemented 
Additional Key Components Identified in the NMMU Case Study 
Internet Access Policy (Section 9) Section 5.2.1.3 
Remote Access to the ICT Infrastructure (Section 10) Section 5.2.1.4 
Information Security Policy (Section 13) Section 5.2.1.5 
Privacy and Confidentiality of Individuals (Section 14) Section 5.2.1.6 
The Procurement of ICT Systems (Section 15) Section 5.2.1.7 
Table 5.1: Mapping BYOD key components to NMMU case data. 
As depicted in Table 5.1, the NMMU does not have a help desk dedicated to assisting mobile 
device users with BYOD matters. Furthermore, the NMMU does not currently have a program 
in place that specifically addresses equity among BYOD users, nor do they implement an 
MDM solution. Several additional NMMU-specific key components were also identified in 
conducting the case study, as depicted in Table 5.1. The following section concludes the 
chapter by summarising the main findings from the case study. 
5.4 Conclusion 
The purpose of this chapter is to provide knowledge regarding the implementation of BYOD 
in a South African higher education institution. To achieve this various elements regarding 
BYOD and the implementation thereof needs to be addressed. This includes discussions 
regarding the general ICT policy, data security, access control, monitoring system access and 
use, information security education and training, systems development and maintenance, etc. 
Although some of the elements in this chapter are not necessarily BYOD specific, they need 
to be considered for the implementation thereof.  
Based on the case study data, the NMMU has several policies, procedures and controls in 
place to govern the implementation of BYOD. Among these is a BYOD policy section ensuring 
that all mobile devices used will comply with the business requirements of the NMMU and that 
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risks associated with the use thereof remain acceptable. In addition, the NMMU monitors all 
network traffic and system use, producing network logs of security events and the handling of 
sensitive information.  
The next chapter presents the preliminary framework to aid South African higher education 
institutions with the implementation of BYOD. Additionally, Chapter 6 also provides guidance 
regarding the implementation of the framework. 
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Chapter 6: The BYOD Framework 
 ________________________________________________________________________  
6.1 Introduction 
The purpose of this chapter is to present a comprehensive framework to aid South African 
higher education institutions with the implementation of Bring Your Own Device (BYOD). This 
framework is constructed based on the mapping between the key components identified 
through the literature study (Chapter 3) and the results from the Nelson Mandela Metropolitan 
University (NMMU) case study (Chapters 4 and 5), as depicted in Table 5.1.  
Firstly, the framework design is discussed to clarify the layout and components of the 
framework and how these components interconnect with one another. Thereafter, the initial 
framework is discussed and presented. 
6.2 Framework Design 
This framework is divided into four core phases namely Plan, Build, Run and Monitor. The 
reason for this is to enable higher education institutions to implement the framework easily 
using a step-by step procedure.  
These phases are based on the management domain of the Control Objectives for Information 
and Related Technologies (COBIT) 5 process reference model, as depicted in Figure 6.1.  
 
 
 
 
 
 
 
 
 
Figure 6.1: COBIT 5 Process Reference Model Management Domain (ISACA, 2012). 
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COBIT 5 is widely known to provide organisations with a comprehensive framework to enable 
them to achieve objectives regarding the governance and management of IT (ISACA, 2012). 
In addition, the process reference model defines and describes a number of governance and 
management processes in detail. It also represents all of the processes normally found in an 
organisation relating to IT activities, providing a common reference model understandable to 
operational IT and business managers (ISACA, 2012); therefore, enabling organisations to 
govern and manage IT in a holistic manner and to create optimal value from IT. The model is 
divided into two core process domains, namely governance and management. The 
management domain, as depicted in Figure 6.1, contains four sub-domains, in line with the 
responsibility areas of plan, build, run and monitor. It also provides end-to-end coverage of IT. 
Furthermore, these domains are in line with what is generally considered to be the most 
relevant areas of activity when looking at IT from an organisational level (ISACA, 2012).  
Implementing BYOD is considered to be an IT activity. Since the management domain of the 
COBIT 5 process reference model represents the managerial processes related to IT 
activities; provides end-to-end coverage of IT; and enables IT to be managed in a holistic 
manner, using the sub-domains from the management domain as phases in this framework 
will enable higher education institutions to manage the implementation of BYOD in a holistic 
manner. 
Each phase within the framework contains several components which aim collectively to plan, 
build, run and monitor the use of BYOD in higher education institutions. The Plan phase 
specifies the components that need to be considered prior to implementing BYOD, whereas 
the Build phase discusses the components that need to be considered based on the plans 
from the Plan phase, but prior to implementing BYOD. The Run phase discusses the 
components that need to be considered during the actual implementation of the BYOD 
program, while the Monitor phase discusses the components required to assess the BYOD 
program performance and to determine whether it has been implemented as intended. 
The following section presents and discusses the initial framework for implementing BYOD in 
higher education institutions. Each component is discussed in detail. Component discussions 
include recommendations, implementation guidance, as well as who should be held 
responsible for implementing the various components. 
6.3 The Initial Framework 
The framework is discussed according to each of the main phases. Therefore, the components 
in the Plan phase are discussed first, followed by the components in the Build, Run and 
Monitor phases.  
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6.3.1 The Plan Phase 
This sub-section discusses the framework components in the order in which they appear within 
the Plan phase of the framework, as depicted in Figure 6.2.  
Figure 6.2: The Plan Phase. 
Policy development is discussed first, followed by the components that need to be considered 
before developing the network and software infrastructures. Thereafter, the issues of 
addressing equity and planning financially for sustainability are discussed.  
6.3.1.1 Policy Development 
A BYOD policy is not the only policy that higher education institutions need to develop when 
implementing BYOD. They should also consider developing an Internet Access Policy and an 
Acceptable Use Policy (AUP), as depicted in Figure 6.2. These policies are discussed in detail 
in this section. 
The BYOD Policy 
In the past, most higher education institutions have allowed some form of BYOD network 
access mostly via network access control (NAC) without having a well-documented BYOD 
policy in place (Afreen, 2014). However, this may expose higher education institutions to 
various risks such as unauthorised access, data loss, malware attacks, and viruses from 
personally owned devices connected to the higher education institution’s network.  
The purpose of the BYOD policy is to regulate the use of any device not owned by the higher 
education institution that is used to access their information communication technology (ICT) 
resources. Therefore, the BYOD policy is necessary to provide solutions to problems that the 
higher education institution has already encountered or that they foresee (Blizzard, 2015).  
The BYOD policy needs to be clear and concise to be sustainable over a period of time. 
However, to be sustainable the policy must meet the requirements both of IT and of users 
(Emery, 2012). Therefore, stakeholders including the executive board, Chief Information 
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Officer (CIO) and selected ICT staff and users, have to be involved in developing the BYOD 
policy to avoid loopholes and ambiguity (Baranwal, Ravindran, & Sadana, 2013). 
The BYOD policy statements need to ensure that the use of mobile devices, its applications 
and peripherals, comply with the higher education institution’s business requirements, 
policies, procedures, and guidelines, as well as with the laws and regulations of the governing 
education regulating authorities and that the risks associated with the use thereof remains 
acceptable.  
Furthermore, the BYOD policy should state clearly that any personally owned devices need to 
be set up for use before getting access to the higher education institution’s network and that 
reasonable care must be taken to secure their information. This includes registering personally 
owned devices, keeping operating systems and antivirus software up-to-date, and performing 
regular backups (Baranwal et al., 2013). This is discussed in detail in the network access 
control section of the framework.  
The BYOD policy should also state that the higher education institution reserves the right to 
prohibit the use of any device, or to restrict access to their resources from any device, that 
may represent a risk to their ICT resources. 
To protect the higher education institution, the BYOD policy should also state clearly that they 
do not accept any responsibility for claims, actions, suits, proceedings, costs, expenses, 
damage and liabilities, including reasonable attorney’s fees and costs, arising out of, 
connected with, or that may result from, the use of personally owned mobile devices. 
In addition, the BYOD policy should state which department(s) are responsible for providing 
guidelines with regard to suitable devices that may be used to access the higher education 
institution’s resources. In most cases the ICT Services Department is responsible for providing 
guidelines in this regard and for assisting faculty and non-academic staff with work-related 
matters on personally owned mobile devices. However, the CIO is typically responsible for the 
entire BYOD policy and the maintenance thereof. 
The Internet Access Policy 
As mentioned in Chapter 5 Section 5.2.1.3, Internet access is a major component of any 
BYOD program; hence, the Internet Access Policy component in the Plan phase of the BYOD 
framework. The Internet Access Policy must specify the policy statements that apply 
specifically to accessing and using the Internet services made available by the higher 
education institution. Therefore, the purpose of the Internet Access Policy should be to 
manage and to ensure the responsible and fair use of a valuable, but finite and expensive 
shared resource in a secure manner.   
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The Internet Access Policy should, therefore, state that Internet access is essential for 
research, academic activities and for some administrative functions, and that reasonable 
access for study and work purposes should be seen as a basic privilege necessity for students, 
faculty and non-academic staff. In addition, the policy should also state that the higher 
education institution reserves the right to put filters in place to block any sites that represent a 
risk to the institution. However, students and faculty conducting research should be taken into 
account when blocking these sites since they may have an academic reason for visiting such 
sites. A possible solution could be for higher education institutions to have a procedure in 
place that allows students and faculty to request access to certain blocked sites. 
In addition, the Internet Access Policy could state that technical, administrative and financial 
controls, as approved by the ICT committee of the higher education institution, may from time 
to time be implemented to support the objectives of this policy. Details regarding these controls 
are discussed in the Monitoring System Access and Use component in Section 5.2.4.5. 
The Internet Access Policy could also state that agreements with third parties, such as 
affiliated business units and not-for-profit community organisations, for accessing the higher 
education institution’s Internet services can be made where such an arrangement is to the 
benefit of the higher education institution.  Approval, subject to restrictions imposed by the 
Internet Service Provider (ISP) of the higher education institution, may be granted or revoked 
at the discretion of the CIO without recourse and without having to provide a reason to the 
third party. 
Furthermore, the Internet Access Policy should also state which department(s) is/are 
responsible for providing, managing and maintaining cost-effective and efficient Internet 
access services on behalf of the higher education institution. In most cases, the ICT Services 
Department is responsible with regard to this. However, the CIO is typically responsible for 
the Internet Access Policy and the maintenance thereof. 
The Acceptable Use Policy 
Higher education institutions face a unique set of challenges when implementing BYOD 
(Difilipo, 2013). These challenges are differentiated according to students, faculty and non-
academic staff. Each user group brings with it a unique set of demands. Before developing an 
AUP, higher education institutions first need to determine the intended goals and results of 
the policy document (Intel Education, 2012). Therefore, higher education institutions need to 
determine what systems, services, and sensitive data students, faculty and non-academic 
staff need to access using their personally owned mobile devices (Difilipo, 2013). 
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The AUP statements must spell out clearly all the conditions and rules applicable for the use 
of all ICT facilities and services of the higher education institution. These include outlining 
authorised use, prohibited use, systems management and policy violation procedures (Green, 
2007).  
All users must observe and apply the higher education institution’s copyright policy and 
Copyright Acts of the government. It should also be noted specifically that software piracy is 
a criminal offence. Therefore, the AUP must state clearly that the receiving, storing, 
downloading, possessing, distributing, accessing or creating of illegal content by any user, will 
be subject to an investigation and disciplinary action.  
The AUP must also state that the use of ICT resources must be consistent with all contractual 
obligations of the higher education institution, including limitations defined in software and 
other licensing agreements. In addition, ICT resources may also not be used for private 
income-generation unless specifically authorised by the higher education institution. 
Therefore, the AUP must state clearly that the abuse of the higher education institution’s 
electronic systems and facilities may lead to the withdrawal of the privilege to use their ICT 
resources and/or to disciplinary steps taken against offenders.  
In addition, the AUP should state that the higher education institution’s ICT resources may not 
be used in any way that may embarrass or bring discredit to the institution. Therefore, stating 
that the ICT resources may not be used for any unlawful activity, such as the creation or 
transmission of material which is illegal, offensive, obscene, defamatory, damaging or 
fraudulent. Owing to this, the AUP must state that all users are bound by the applicable laws 
of the government and that the higher education institution will fully cooperate with authorities 
to provide the required information if any user is suspected of illegal activities.  
Furthermore, the AUP must state clearly that no person shall by deliberate, reckless, or 
unlawful act cause disruption to services, degrade the performance of an information system, 
or jeopardise the confidentiality, integrity and availability of data networks, computing 
equipment, system applications, or other stored information.  
Every user is responsible for taking reasonable steps to protect the ICT resources of the higher 
education institution, such as keeping their passwords confidential. In addition, the AUP 
should also state that users may not access, or attempt to access, or tamper in any way with 
another user’s data without proper authorisation. 
The AUP also needs to state that all users are subject to any loss or damage that may result 
from improper use of the higher education institution’s ICT infrastructure. Additionally, where 
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third party services are used by staff and/or students, all terms of use imposed by such parties 
must be adhered to. 
It is important to ensure that the AUP accommodates the uncertainty of emerging technologies 
that will continue to end up on the higher education institution’s campuses (Difilipo, 2013). 
Therefore, institutions need to find a way to draft an AUP that is sufficiently broad to allow for 
future technologies yet sufficiently detailed to be enforceable. 
When users access the higher education institution’s network for the first time, they should be 
prompted to accept the AUP before being permitted to continue using the network. The AUP 
must outline appropriate and inappropriate behaviour and the procedures involved with 
following or not following the AUP. Typically, the CIO should be responsible for the AUP and 
the maintenance thereof.  
Once the policies have been developed, higher education intuitions need to determine the 
supported platforms and devices. Therefore, the following section discusses how higher 
education institutions should determine a list of platforms and devices that are supported by 
their network infrastructure. 
6.3.1.2 Determine Supported Platforms and Devices 
Since user preferences shift frequently and the device and application landscape keeps 
evolving, students, faculty and non-academic staff freedom on device selection should be 
thought out carefully (Baranwal et al., 2013).  
Higher education institutions implementing BYOD should try actively to create an environment 
that will support any mobile device. However, it is still useful to publish a list of supported 
platforms and devices. The ICT Services Department should, therefore, determine a list of 
supported platforms and devices and allow students, faculty and non-academic staff to use 
any device as long as it is on that list.  
In addition to determining a list of platforms and devices supported by the network, higher 
education institutions should also publish device recommendations and purchasing guidelines 
both for students and for staff. The reason for this is that although mobile devices offer the 
advantage of anytime and anywhere learning, there are times when users might require a 
computer with a file structure, a larger screen, mouse input, etc. Since not all software features 
and file types are necessarily supported on mobile devices such as smartphones and tablets, 
the use of such a list is important. The ICT Services Department typically should be 
responsible for the development of this list. They should, however, involve students, faculty 
and non-academic staff when developing the list to determine their requirements. For 
example, faculty could specify that the students enrolled for their respective course(s) might 
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require a larger screen, mouse, keyboard, sufficient storage and processing power. The ICT 
Services Department could then add a device that meets the minimum requirements to the list 
of device recommendations and purchasing guidelines for those students. 
The following section discusses the potential of a Mobile Device Management (MDM) solution 
as part of the BYOD strategy. 
6.3.1.3 Consider an MDM Solution 
As discussed in Chapter 3 (Section 3.3.3), an MDM solution can be seen as a partial system 
for the management of BYOD risks, through managing mobile devices comprehensively by 
monitoring their status and controlling their functions remotely using wireless communication 
technology such as Wi-Fi or Over-the-Air (OTA), as well as through managing the required 
organisational resources (Jeon, Keunwoo, & Won, 2012). Although relatively expensive, 
higher education institutions that can afford to implement an MDM solution should do so. MDM 
is not discussed in depth in this chapter, since it is already discussed in Chapter 3; instead, 
this section focuses on the implementation aspect thereof. 
Higher education institutions making use of an MDM solution should have a centralised 
management console that can at least handle the major operating systems, such as Apple 
iOS, Android and Windows Mobile. This is where the list of supported platforms and devices, 
discussed in the previous section, comes in to play.  
Many large MDM vendors offer cloud versions of their products. However, these cloud 
versions may be limited in the number of devices supported, thereby enabling small higher 
education institutions to get access to management capabilities at an affordable price. In 
addition to deciding between cloud and standard MDM solutions, higher education institutions 
also need to determine which user groups require their mobile device to be managed remotely. 
In most cases, only faculty and non-academic staff mobile devices containing sensitive data 
are managed remotely. These devices can then be locked, tracked and wiped remotely when 
lost or stolen. The reason for this is to prevent someone else from accessing contact lists, 
emails and other sensitive documents on these devices.  
Furthermore, many MDM solutions have some kind of policy engine to define organisation-
wide access settings, to monitor usage patterns and to enforce baseline security features. 
Higher education institutions could also make use of the granular policies to specify which 
users can or cannot access certain services. 
It is important for higher education institutions to understand the scope involved when 
implementing an MDM solution. A comprehensive MDM strategy not only includes 
smartphones and tablets, but also laptops, USB devices, and consumer-based cloud storage 
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services. If a faculty or non-academic staff member loses a smartphone, tablet or laptop, it 
should be reported to the ICT Services Department. The device could then be remotely wiped 
or tracked, and the passwords changed. However, if a USB device is lost or stolen, it could be 
replaced quickly without the knowledge of the ICT Services Department (Rashid, 2015). 
Therefore, faculty and non-academic staff should be supplied with encrypted USB drives if 
there is a risk that sensitive data might be saved onto USB drives. Additionally, capabilities 
such as screen-sharing applications should only be accessible to users that need it.  
The following section discusses different methods of addressing equity in a BYOD 
environment. 
6.3.1.4 Address Equity 
Higher education institutions implementing BYOD need to ensure equity among students by 
ensuring that none of the students are disadvantaged through the lack of available technology 
(Probert, 2012). In addition, higher education institutions need to ensure that users with special 
needs, disabilities and other difficulties are given an equal chance to excel when using 
technology. Assistive technologies could be used in this regard, for example magnification 
software and screen readers. It is imperative that equity is addressed before permitting 
students, faculty and non-academic staff to access the higher education institution’s network 
using their mobile devices. 
Equity could be addressed in several ways. Higher education institutions that can afford to do 
so, should purchase several mobile devices, such as tablets, and give them to students when 
they register, therefore ensuring that no student is disadvantaged through the lack of available 
technology. Students who graduate or drop out should then be required to return their 
allocated devices. Higher education institutions could also purchase fewer devices and allow 
disadvantaged students to loan the devices on a predetermined short-term basis. 
Alternatively, affordable tablets and laptops could be made available to students for 
purchasing.  
Management should be responsible for ensuring that equity is addressed before the higher 
education institution opens up its network to BYOD access. However, the ICT Services 
Department should be consulted regarding available technology while the Financial 
Department is consulted regarding available funds. The following section discusses how and 
why higher education institutions should plan financially for sustainability.  
6.3.1.5 Plan Financially for Sustainability 
Higher education institutions need to be well-prepared for the possible challenges introduced 
by BYOD. Financial sustainability allows higher education institutions to plan ahead for 
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mobility (Ackerman & Krupp, 2012). Sufficient investment in bandwidth, infrastructure, 
personnel, and new technology is required to provide a robust and scalable network 
infrastructure to support the increasing number of devices, allowing higher education 
institutions to add devices to their network without adding strain (Probert, 2012). Therefore, 
financial sustainability also enables higher education institutions to manage the increase in 
connected devices. 
Furthermore, in conjunction with relevant information owners, the ICT Services Department 
should assess the degree of criticality of all crucial computer systems periodically; hence, 
allowing appropriate contingency plans to be prepared. 
The Financial Department, ICT Services Department and the ICT Disaster Recovery Planning 
Team should be involved when planning for sustainability. 
Once all the components within the Plan phase have been dealt with, higher education 
institutions need to focus their attention on ensuring that everything is in place, before allowing 
users to access their network; therefore, applying the components in the Build phase of the 
framework. The following sub-section discusses the Build phase.  
6.3.2 The Build Phase 
This sub-section discusses the framework components in the order in which they appear within 
the Build phase of the framework.  
Figure 6.3: The Build Phase. 
As depicted in Figure 6.3, the network and software infrastructure is discussed first, followed 
by BYOD education and data security. These are the components that need to be dealt with 
before the higher education institution opens up its network to BYOD access.  
6.3.2.1 Build the Infrastructure  
In this framework, building the infrastructure is divided into two separate components. These 
include the network and software infrastructure components. Thus, this section discusses how 
higher education institutions should develop and implement their network and software 
infrastructures.  
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Network Infrastructure 
A Wireless Local Area Network (WLAN) offers an ideal solution for higher education 
institutions seeking to expand anytime, anywhere connectivity across all campuses. A WLAN 
is a Wireless Local Area Network that allows mobile users to connect to a Local Area Network 
(LAN) through a wireless connection (Rouse, 2010). In addition, WLAN offers several features 
that could improve the availability, reliability and coverage, as well as manage the ability and 
security of wired and wireless campus LANs. Consequently, a high performance, high 
availability wireless architecture could offer an ideal solution for delivering virtualised cloud 
based services, including video-on-demand, e-learning applications, as well as student and 
staff portals. Furthermore, the WLAN could be used in conjunction with Virtual Private 
Networks (VPNs) to secure WLAN traffic. This can be achieved by deploying a VPN tunnel 
between a wireless client (laptop, smartphone tablet, etc.) and a VPN server through a WLAN 
controller (WLC). A VPN is a private data network that is used to transmit the data securely 
within a private network through the public telecommunication infrastructure such as the 
Internet. A remote access VPN configuration can then be used to allow VPN software clients 
such as mobile users to access centralized network resources that reside behind a VPN server 
securely. However, in a WLAN centralized architecture, in order to allow a wireless VPN Client 
such as a laptop to establish a VPN tunnel with a VPN server, it is necessary that the client 
becomes associated with a Lightweight Access Point (LAP) which, in turn, needs to be 
registered with a WLC. 
In addition, higher education institutions need to ensure that the WLAN is equipped to support 
the number of mobile devices accessing the network simultaneously, without clogging up the 
network and creating unacceptable delays. To achieve this, educational institutions need to 
determine how many mobile devices students, faculty and non-academic staff have and to 
ensure that sufficient bandwidth is available to accommodate these devices. Additionally, 
higher education institutions need to realise that students, faculty and non-academic staff are 
likely to have more than one mobile device.  A possible solution to this could be to survey 
students, faculty and non-academic staff regarding this matter. Accounting for this goes 
beyond ensuring network access and sufficient bandwidth. Higher education institutions 
should also ensure that their WLAN controls upstream and downstream traffic per user, 
ensuring fair usage. These controls could then be tailored to ensure that a user group, session 
or application does not monopolise the bandwidth, thereby giving traffic priority to academic 
services. In addition to ensuring that the network infrastructure is equipped to support the 
number of mobile devices accessing the network, the wireless infrastructure must also have 
the capacity for growth. Ease of access and quality of service also plays a major role when 
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developing the network infrastructure, since students, faculty and non-academic staff will most 
likely expect constant, uninterrupted network access (Stavert, 2013). 
Higher education institutions implementing BYOD should also segment their network based 
upon user roles to limit what different user groups can access. Typical network classifications 
include student and staff segments. This allows higher education institutions to provide a 
virtual local area network (VLAN) for students and a separate VLAN to be used by faculty and 
non-academic staff, thereby increasing the level of security, avoiding data and security 
conflicts and reducing the ability of students to access staff data. For example, higher 
education institutions could use role-based access controls (RBAC) to allow students to 
access the Internet with web-content filtering, but to prevent them from accessing the internal 
servers. In addition, each network segment should be protected with a defined security 
perimeter and access control mechanisms, enabling different privileges and authentication 
levels. Each VLAN should specify a range of IP addresses. Thus, any mobile device accessing 
the various VLANs will be secured by a set of policies and permissions (AlHarthy & Shawkat, 
2013). 802.1x, a Wi-Fi encryption standard, can be used to increase the network protection 
against most network attacks such as denial-of service (DoS) attacks. Therefore, mobile users 
can access the VLAN securely using the 802.1x standard and Advanced Encryption Standard 
(AES) over Counter Mode with Cipher Block Chaining Message Authentication Code Protocol 
(CCMP) in order to reach high data transmission speeds and improved encryption.  
Higher education institutions making use of Windows Server could also add roles to Windows 
Server (Active Directory) to authenticate users accessing the network using their mobile 
devices. These roles include Certificate Authority RADius and Remote authentication dial-in 
user services (AlHarthy & Shawkat, 2013). Therefore, when the user attempts to access the 
VLAN it will specify as a RADius client and at that point the RADius will centralise the 
authentication and authorisation to the user and assist in increasing the security of all access 
details over the network. In addition, the certificate authority could also assist in verifying user 
access and in validating their transmission. The access point controller authenticates the user 
and ensures access through the correct Service Set Identifier (SSID). Thereafter, the firewall 
defines the traffic, applies the needful roles and directs the traffic to the mobile VLAN, which 
restricts permissions on resource access and access limitations. Furthermore, systems 
containing secret information should be stored in an isolated computing environment.  
A hardware firewall located in front of the higher education institution’s network should be used 
to monitor all incoming and outgoing traffic between the internal network and the Internet. The 
firewall should direct access based on the level of authentication required (AlHarthy & 
Shawkat, 2013). The purpose of the firewall is, therefore, to monitor and authenticate the traffic 
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coming from the wireless controllers. If authenticated, the firewall applies all the roles and 
access permissions to the traffic. Application-level filtering could also be used to determine 
which applications students, faculty and non-academic staff are using and which web sites 
they are accessing. This is achievable through the use of next-generation firewalls with other 
network device filtering functionalities such as an application firewall. This provides higher 
education institutions with the ability to write policies on what the various user groups are 
permitted to do online including how much bandwidth they are allowed to use. An example of 
such a policy could be to limit the amount of bandwidth that students are permitted to use on 
YouTube and social media (e.g. Facebook, Twitter, Instagram, etc.) in order to prevent them 
from interfering with academic services. 
 Typically, higher education institutions implementing BYOD have a wired and wireless 
network. For wired and wireless networks there are different authentication procedures. In 
addition, the authentication procedure for faculty and non-academic staff is also different from 
that for students. Authentication procedures form part of the network infrastructure and should, 
therefore, be considered when developing the network infrastructure; hence, its brief 
discussion in this section. The various authentication procedures are discussed in depth within 
the network access control component in the Run phase of the framework in Section (6.3.3.2).  
It is also important that the security of a computer system is never entirely dependent on the 
security of another computer system. Additionally, access to diagnostic ports should also be 
controlled securely through appropriate security mechanisms, for example, a key lock. 
Furthermore, routing controls should also be incorporated on shared networks to ensure that 
computer connections and information flows do not breach the access guidelines of business 
applications. 
The network administrator and ICT Services Department typically should be responsible for 
developing the network infrastructure and for ensuring that the number of wireless access 
points can support the number of mobile users, while involving the CIO, and the Information 
Security Officer to avoid loopholes and ambiguity. Once the network infrastructure is 
developed and implemented, higher education institutions should focus their attention on 
developing the software infrastructure. Hence, the following section discusses the software 
infrastructure as part of the BYOD strategy. 
Software Infrastructure 
Many higher education institutions spend most of their budget on the network infrastructure 
and neglect the software infrastructure. However, making use of Secure Sockets Layer (SSL) 
encryption, firewalls and network assessments are not enough. The implementation of BYOD 
causes a change in the way applications are developed and delivered. Therefore, higher 
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education institutions need to develop applications for multiple environments. However, a 
significant challenge for any higher education institution is to provide applications that can be 
utilised by students, faculty and non-academic staff on a variety of mobile devices (Intel 
Education, 2012). 
Information security should be built into the software development life cycle (SDLC) of all the 
higher education institution’s application systems to prevent loss, modification or the misuse 
of user data (Jones & Abhinav, 2004). Discovering and resolving vulnerabilities earlier in the 
SDLC helps to ensure application security. In addition, identifying and resolving security issues 
in a deployed application can prove to be more difficult and expensive. Therefore, an analysis 
of security requirements should be carried out at the requirements analysis stage of each 
software development project. Additionally, management must ensure that all software 
development and software maintenance activities adhere to the higher education institution’s 
policies, standards, procedures, and other software development conventions. Furthermore, 
all software application systems should employ industry-specific information security 
standards. No exceptions should be permitted unless it can be demonstrated that the cost of 
using a standard exceeds the benefits, or that use of a standard will clearly obstruct the higher 
education institution’s business activities. However, all software application system security 
measures must be simple and easy to use, administer, and audit. 
Higher education institutions should also make use of black and white box testing when 
developing software (Khan, M. E & Khan, F, 2012). White box testing should be used during 
the coding phase to test the internal structures or workings of an application. Black box testing 
should then be used during the testing phase of the SDLC to test the functionality of an 
application before it is deployed. Higher education institutions could do the following to secure 
their web applications (Viega & McGraw, 2001; Kanniah & Mahrin, 2016; IBM, 2012):  
 Ensure proper input sanitation on the server side to prevent Structured Query 
Language (SQL) injection exploits, Cross Side Scripting and Phishing attacks. 
However, all input data should first be decoded before attempting to sanitise the data. 
 Restrict passwords to minimum size and complexity. 
 Passwords should be stored as a hash or encrypted value with decryption keys 
strongly protected. 
 Reduce account lockout to 3 attempts and introduce password history, if possible. 
 The entire login procedure should be sent through SSL. 
 Disable autocomplete on forms collecting sensitive data and disable caching for pages 
that contain sensitive data. 
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 Prevent session hijacking by combining the source IP address of the user with the 
session ID. 
 Session ID should be protected via SSL so that the value cannot be stolen over the 
network. 
 Session IDs should be long, complicated, random numbers that cannot be guessed. 
 Ensure user re-authentication before allowing any changes to crucial account details. 
 Terminate sessions after a timed period of user inactivity. 
 Prevent insecure direct object referencing by validating all object references and avoid 
exposing references, such as primary keys or filenames. 
 Include an unpredictable token in a hidden field in each HTTP request. Such tokens 
should, at a minimum, be unique per user session to prevent cross-site request forgery. 
 Prevent invalidated redirects and forwards simply by avoiding the use of redirects and 
forwards. If used, do not involve user parameters in calculating the destination. 
 Make sure connections to databases use the least privilege necessary. 
Furthermore, higher education institutions should not do the following when developing 
software applications (Viega & McGraw, 2001; Kanniah & Mahrin, 2016; IBM, 2012):  
 Do not use custom-built encryption routines that do not represent best practices. 
 Do not store sensitive data unnecessarily. Discard it as soon as possible. 
 Do not return unnecessary system and database information which could aid an attack. 
 Do not have unnecessary services and ports open on the servers. 
Higher education institutions implementing BYOD could also develop a mobile application that 
should be easily downloadable from the respective mobile device application stores for 
example the Google Play Store, the Apple App Store and the Microsoft Store. Such an 
application could then allow students, faculty and non-academic staff as well as guests to view 
useful contacts, news, events, campus maps, important dates, exam timetables and results, 
library catalogues, and graduation details. 
In addition, higher education institutions that can afford to provide free operating system 
licences and anti-virus software for each device, on the list of supported platforms and devices, 
should do so. Typically, the cost of this is much less than the cost of tracking down and 
securing compromised mobile devices. 
 Usually, both the Information Security Officer and ICT Services Department should be 
responsible for developing the software infrastructure to avoid loopholes and ambiguity. 
However, students and faculty should also be consulted during the development of the 
software infrastructure to determine which applications and tools are required by both students 
and faculty for education purposes. The following section discusses BYOD education. 
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6.3.2.2 BYOD Education 
In this framework, BYOD education is divided into three separate components, as depicted in 
Figure 6.3. These include building a curriculum, developing a staff and student portal and 
ensuring the continuous education, training and awareness of all the BYOD users.  
Build a Curriculum 
This section discusses the development of a BYOD-supported curriculum. In order to benefit 
fully from BYOD, higher education institutions need to find a way to incorporate technology 
into the curriculum (Ally & Tsinakos, 2014). Encouraging students to bring their personal 
devices to class is vital to the success of BYOD in higher education institutions. This can be 
achieved if the curriculum and faculty support the use of mobile devices.  
A curriculum that encourages the use of technology should include personal support, a 
Learning Management System (LMS) and digital citizenship (Intel Education, 2012).  Personal 
support is discussed in the Help Desk component in Section 6.3.3.5 of the Run phase of the 
framework, while LMS and digital citizenship are discussed in this section.  
Higher education institutions should develop and/or make use of an LMS that delivers a 
powerful set of learner-centric tools and collaborative learning environments that empower 
both teaching and learning. In addition, the LMS should easily be accessible by students and 
faculty through the use of their mobile devices. The LMS should include features such as daily 
course objectives, discussion forums, course-related electronic textbooks and articles, class 
calendars, online assignments and assessments, and course-related resources such as 
notes, worksheets and class presentations, etc. Furthermore, students should also only have 
access to the courses they are registered for. Higher education institutions could, for example, 
make use of Moodle for their LMS. As discussed in Chapter 4 (Section 4.3.2), Moodle is a 
learning platform designed to provide faculty, administrators and students with a single robust, 
secure and integrated system to create personalised learning environments (Moodle Pty Ltd, 
2016). Higher education institutions could also consider using Blackboard as an LMS.  
Higher education institutions that can afford to do so should provide students, faculty and non-
academic staff with their own cloud-based storage and other required licensed software. For 
example, students could be provided with a Microsoft 365 Office ProPlus account during the 
course of their studies. 
Training on Internet safety, search strategies, copyright and netiquette should also be 
incorporated into the BYOD curriculum (Intel Education, 2012). This will help to ensure that 
students are well-prepared to use technology on a daily basis in a secure, respectful and 
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responsible manner. Therefore, higher education institutions should develop a course that 
teaches digital citizenship specifically while taking the AUP into account.  
Digital citizenship forms part of the education, training and awareness component of the 
framework. However, it should be considered when developing the curriculum; hence its brief 
discussion in this section. Faculty should be responsible for curriculum development while 
consulting with the ICT Services Department regarding technology used. The following section 
discusses how and why higher education institutions should develop student and staff portals. 
Develop Portals 
Higher education institutions implementing BYOD should develop student and staff portals 
that serve as a central location where students, faculty and non-academic staff can access 
software tools and other resources.  
Students, faculty and non-academic staff should be able to access web applications, general 
information, distinct-licensed software, emails, cloud-based storage, timetables, online forms 
and assistive technologies from the various portals. This includes any software identified when 
developing the curriculum. 
When developing the student and staff portals, higher education institutions should cater for 
various mobile devices. Since the portals will most likely be accessed from mobile devices 
they should be easy to view and navigate on a small screen. Bootstrap could be used to scale 
the portals to cater for various mobile devices. Bootstrap is an HTML (Hyper Text Mark-up 
Language), CSS (Cascading Style Sheets) and JavaScript framework for developing 
responsive, mobile-focused web applications.  
Typically, the ICT Services Department should be responsible for developing the student and 
staff portals. However, faculty should be consulted regarding software tools and other 
resources that should be made available from the various portals. 
The following section discusses how and why students, faculty and non-academic staff should 
be educated and trained regarding the use of BYOD in higher education institutions. 
Education, Training and Awareness 
Higher education institutions need to ensure continuous education, training and awareness 
among students, faculty and non-academic staff regarding appropriate use, inappropriate use 
as well as the dangers associated with the use of BYOD. 
Students, faculty and non-academic staff should be made aware of ways to access and use 
data safely, as well as how they can protect sensitive information. In addition, the quality of 
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education and training is crucial and should be adapted to the target audience to ensure its 
effectiveness (Assing & Calé, 2013). Without effective training and education, users could 
inadvertently put personal data as well as the institutions data at risk.  
Simply inviting students to bring their personal mobile devices onto the higher education 
institution’s campuses, does not ensure BYOD success. Instead, it is how faculty decides to 
implement the devices that determines if a BYOD program succeeds or fails. Therefore, the 
ongoing education and training among faculty is imperative (Ackerman & Krupp, 2012). 
Faculty may be more comfortable with a traditional technology model, which offers controlled, 
filtered and exclusive environments for mobile learning. However, BYOD is uncontrolled and 
offers less filtered environments, requiring effective classroom management strategies and a 
greater depth of knowledge regarding technology (Intel Education, 2012). Additionally, faculty 
should also be provided with a notice outlining the procedures to safeguard their exam papers. 
In addition, students, faculty and non-academic staff should understand clearly the appropriate 
and inappropriate use of their personally owned mobile devices (Probert, 2012). Therefore, 
they should receive appropriate training regarding organisational policies and procedures, 
including security requirements and other business controls, as well as training in the correct 
use of ICT facilities. It is imperative that users receive training regarding the use of various 
ICT services before gaining access to them. Hence, application systems in development or 
undergoing significant modification should not be moved into a production processing 
environment without first having adequate training materials and operating documentation. 
Ensuring that all employees, consultants, and contractors are provided with sufficient training 
and supporting reference materials to allow them to properly protect the higher education 
institution’s information resources is critical 
Higher education institutions implementing BYOD should also provide students, faculty and 
non-academic staff with an information security website. This website should contain 
information such as: alerts, virus status updates, videos, tutorials, and frequently asked 
questions as well as links to relevant legislation and BYOD related policies and procedures. 
The information published on this website should also provide users with the general 
knowledge needed to protect their personal devices, such as their laptops, smartphones and 
tablets.  
As for awareness, an information security representative within the ICT Services Department 
should be assigned specific responsibility regarding all information security awareness 
matters. An annual plan of operations should then be made available to all the relevant parties, 
including the ICT information security representative. This plan should include all the actions 
related to information security awareness. Higher education institutions should also consider 
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conducting a cyber security awareness week at least once a year. During the cyber security 
awareness week, the ICT Services Department should provide students, faculty and non-
academic staff with mobile device security recommendations including recommended 
applications, tips and security measures. Additionally, they should be allowed to bring their 
various mobile devices to the support desk and have them secured by the ICT Services 
Department.  
Additionally, the ICT Services Department should be responsible for providing, managing and 
controlling cross-functional ICT information services to the higher education institution in an 
effective, efficient and secure manner and for sustaining the awareness of users of institutional 
policies related to the use of the institution’s electronic facilities. However, specific 
responsibility for information security should not be vested solely in the ICT Services 
Department. Instead, specific information security responsibilities should be incorporated into 
employee job descriptions if employees have access to sensitive, valuable, or critical 
information. Therefore, during the induction programme for new staff, reference should also 
be made to the information security website.  
In addition, students should continuously be made aware of the laboratory rules and policies. 
This could be achieved by prompting students to accept the computing laboratory rules and 
AUP when they attempt to access the higher education institution’s network from an 
institutionally owned or personally owned device. Faculty and non-academic staff should also 
be prompted to accept the AUP. At login, all users should also be reminded to change their 
password as soon as their password age exceeds 60 days. Users must then also be 
encouraged to construct a strong password by supplying them with a list of password tips.  
The Information Security Officer and the ICT Services Department should be held responsible 
for ensuring continuous education, training and awareness among students, faculty and non-
academic staff. The following section discusses how higher education institutions should 
ensure data security in a BYOD environment. 
6.3.2.3 Data Security 
Since the use of WLANs and mobile networks is more prone to security attacks as compared 
to that using a traditional LAN, higher education institutions implementing BYOD need to have 
specific controls in place to protect data in use, in motion and at rest.  Higher education 
institutions implementing BYOD need to consider the following six factors when implementing 
appropriate security measures to protect its students, faculty, non-academic staff and 
databases containing sensitive information. These factors include: 
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Unauthorised access to sensitive data transmitted over the network 
Most mobile devices support VPN capabilities which could be used to provide a secure 
connection to a higher education institution’s network, protecting data in motion. Therefore, 
higher education institutions should make use of VPNs in conjunction with their WLAN as 
discussed in the Network Infrastructure component (Section 6.3.2.1) within the Build phase of 
the framework.  Additionally, higher education institutions should provide students, faculty and 
non-academic staff with VPN setup tutorials which should be easily accessible from the staff 
and student portals.  However, the use of a VPN does not secure data stored on mobile 
devices (data at rest).  
Unauthorised access to sensitive data stored on mobile devices 
Securing data on mobile devices is not an easy task, since the ability to implement controls 
such as encrypting data on devices, applying security patches and monitoring device usage 
is restricted on personally-owned devices. To address this, higher education institutions that 
can afford to do so, could consider adopting an MDM solution, as discussed in the Plan phase 
(Section 6.3.1.3). Alternatively, higher education institutions could implement disk encryption 
to encrypt data stored on mobile devices. With disk encryption, individual pieces of data are 
decrypted as needed (GDW, 2013). File encryption could also be used on devices containing 
information with varying levels of sensitivity. The cyber security awareness week discussed in 
the Education, Training and Awareness component of the framework could also assist in 
securing data stored on mobile devices, since it provides the ICT Services Department with 
the opportunity to assist students, faculty and non-academic staff to protect the sensitive data 
stored on their personally-owned mobile devices adequately. 
Unauthorised access to data stored on the institution’s network 
Higher education institutions should store systems containing sensitive information in an 
isolated computing environment; therefore, not connected to any network or any other 
computer. Additionally, information about the nature and location of the higher education 
institution’s information, such as that found in a data dictionary, should be confidential and, 
thus only disclosed to those who have an evident need-to-know.  
Special access controls should also be enforced if sensitive information is resident on a 
computer system and if users are permitted to request all or part of the information through 
on-line facilities. These access controls need to protect the information so that a series of 
permissible requests for information does not collectively reveal information that is otherwise 
restricted. In many instances, this means that aggregate sets of information may not be 
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segmented into separate access-controlled sets of information without running an undue risk 
of unauthorised disclosure.   
Furthermore, the use of special privileges should be restricted and controlled. Hence, 
individuals who are not employees, contractors, or consultants should not be given privileges 
to use the higher education institution’s computers or communication systems unless prior 
written approval from the department head has been obtained. The computer and 
communications system privileges of all users, systems, and programs should be restricted 
based on a need-to-know basis. Special system privileges, such as the ability to examine the 
files of other users also need to be restricted to those directly responsible for system 
management and/or security. Without specific written management approval, administrators 
should not be permitted to grant system privileges beyond electronic mail and word 
processing, to any user.  
The ICT Services Department should coordinate and direct specific actions that will assist in 
providing a secure and stable information systems environment consistent with the higher 
education institution’s policies, goals and objectives. 
Attacks from malicious software 
It is imperative that specific information regarding information system vulnerabilities, such as 
the specifics of a recent system break-in, is not distributed to persons who do not have a 
demonstrable need-to-know. Therefore, programming source code for computer viruses, 
worms, Trojan horses and other routines used to compromise security should only be 
disclosed to those with a demonstrable need-to-know. Likewise, technical analyses of such 
software routines should also only be disclosed to those with a need-to-know. 
Management must also make a decision regarding the degree to which the higher education 
institution will be self-insured, seek external insurance, or adjust controls to reduce expected 
losses for every significant information systems security risk. In addition, adequate insurance 
coverage should be obtained and kept in force for every major threat facing the confidentiality, 
integrity, and availability of information handled by the higher education institution’s computer 
and communications systems. 
In addition, management must allocate sufficient resources and staff attention to address 
information systems security adequately. To address this, an annual analysis of reported 
information security problems and violations must be prepared by the information security 
representative within the ICT Services Department. This will enable management to determine 
the resources required. 
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Furthermore, it should be the responsibility of all IT users to note and report any observed or 
suspected security weaknesses, software malfunctions or incidents in the higher education 
institution’s systems or services to the ICT Help Desk or the Information Security Officer, after 
which the Information Security Officer must initiate an appropriate plan of action. 
Once evidence clearly indicates that the higher education institution has been victimised by a 
computer or communications crime, a thorough investigation needs to be conducted. The 
purpose of the investigation should be to provide sufficient information to enable management 
to take the steps required to ensure that such incidents cannot reasonably take place again, 
and that effective security measures have been re-established.   
The ability to impersonate an authorised user 
To address this, higher education institutions should monitor system access and use to identify 
unusual behaviour, password guessing attempts and the use of privileges that have not been 
authorised. Furthermore, higher education institutions should ensure a formal user registration 
and deregistration procedure for access to all multi-user IT services. Each user should have 
a unique ID that is forever connected solely with the user to whom it has been assigned. After 
a student, faculty or non-academic staff member leaves the higher education institution, there 
should be no re-use of any user IDs. Management should also promptly report all significant 
changes in end user duties or employment statuses to the ICT Services Department handling 
the user IDs of the affected persons; consequently, ensuring that all users of information 
systems are uniquely identified and authenticated. Students, faculty and non-academic staff 
should also be alerted to the last time their credentials where used to log in to the domain. 
Additionally, faculty and non-academic staff should also be alerted to the last person who 
logged in using their workstation. 
Data classification 
It is imperative for higher education institutions to label their data from the time it is created 
until it is destroyed. The purpose of this is to ensure that data is protected, stored and managed 
appropriately. Data should be labelled and handled according to standards and requirements 
issued by the ICT Services Department. Typical classifications could include secret, 
confidential, private and unclassified data. The secret classification should apply to the most 
sensitive business information, while the confidential classification should apply to less 
sensitive business information. The private classification should apply to personal information, 
and information that does not fit into one or more of these categories is labelled unclassified.  
In addition, these labels should be maintained by the technology used to capture, store, or 
process the data. 
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The CIO, Information Security Officer and ICT Services Department should be responsible for 
the data security component. Furthermore, the Legal, Compliance and Human Resource (HR) 
Departments should be consulted when determining classification labels for certain data.   
Once all the components within the Build phase have been dealt with, higher education 
institutions need to focus their attention on the actual implementation of BYOD; therefore, 
applying the components in the Run phase of the framework. The following sub-section 
discusses the Run phase.  
6.3.3 The Run Phase 
This sub-section discusses the framework components in the order in which they appear within 
the Run phase of the framework, as depicted in Figure 6.4.  
Figure 6.4: The Run Phase. 
Therefore, the procurement process is discussed first, followed by the network access control 
components. Ensuring the wireless network performance and reliability, along with managing 
the increase in connected devices are then discussed after the network access control 
components. Thereafter, the Help Desk is discussed, since it is essential to supporting users 
in a BYOD environment.  
6.3.3.1 The Procurement Process 
This section discusses the procurement process for faculty and non-academic staff in a BYOD 
environment. Where applicable, higher education institutions should provide faculty and non-
academic staff with standard laptops or other computing devices over a predefined period of 
time, for example, a five-year cycle. Faculty and non-academic staff should also be able to 
purchase non-standard equipment and software given good motivation on the basis of cost-
effectiveness, efficiency, affordability and functionality while other alternatives were 
investigated.  
In addition, the higher education institution must ensure that all the procured hardware and 
software are cost effective and efficient, and that they comply with the established ICT quality 
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and operational requirements which are compatible with the existing and planned network and 
software infrastructures.  
The ICT Services Department should be held responsible for formulating guidelines and 
standards surrounding the procurement of mobile devices, hardware and software. These 
guidelines should not only be formulated with the focus being on faculty and non-academic 
staff; instead, the ICT Services Department should also guide students regarding this. In 
addition, they should maintain an inventory of all the mobile devices, hardware and software 
procured by faculty and non-academic staff. However, any additional requests for non-
standard software and hardware should be dealt with by management. 
Once the procurement process has been dealt with, higher education institutions should focus 
their attention on controlling how users access their network. The following section discusses 
network access control. 
6.3.3.2 Network Access Control 
It is imperative for higher education institutions to manage and control network access in a 
way that delivers the best experience whilst limiting operational costs and resources. In this 
framework, Network Access Control is divided into three separate components. These include 
device registration, the authentication procedures and remote access to the ICT infrastructure. 
Device Registration 
Higher education institutions implementing BYOD should have a database of the users, and 
groups, as well as the mobile devices registered to each user. Thus, students, faculty and 
non-academic staff should register all of their mobile devices. This database should also be 
used to authenticate users attempting to access the higher education institution’s network. If 
user devices are not found in the database, therefore not registered, they should be denied 
network access. In addition, users need to authenticate themselves before registering a new 
device. This will prevent attackers from registering their own mobile devices as an authorised 
user’s device.  
Since users have multiple devices and upgrade regularly to new mobile devices, manually 
registering and configuring each mobile device’s Wi-Fi profile by the ICT Services Department 
and Help Desk is not scalable. Furthermore, manual configurations by users can prove to be 
very dangerous owing to the complex nature of the operation. Therefore, higher education 
institutions need to avoid manual processing by automating the entire process of joining the 
BYOD program to make it easier and more cost-effective. This could be achieved through an 
online registration system to avoid adding to the workload of the ICT Services Department. 
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The Authentication Procedures 
It is imperative that users only gain access to the services they are authorised to use and that 
the appropriate authentication procedures are implemented. To ensure network security, any 
student, faculty or non-academic staff member attempting to access the higher education 
institution’s network must be identified and authenticated against a trusted network source, for 
example, an active directory. Therefore, all users must have their identity verified with a unique 
user ID (verified against the active directory) and a secret password, or by other means, which 
provide equal or greater security, prior to being permitted to access the higher education 
institution’s network. 
As discussed in the Network Infrastructure component (Section 6.3.2.1) of the framework, 
higher education institutions implementing BYOD will most likely have both wired and wireless 
networks. Different authentication procedures should be used for wired and wireless networks. 
Users attempting to access the higher education institution’s network from a local computer 
will only have to pass user authentication since the device is already connected to the domain 
and should have been suitably protected. However, these users should also be requested to 
accept the higher education institution’s AUP before being permitted to access their network.  
Likewise, students attempting to access the higher education institution’s network using their 
mobile devices must first pass user authentication, as depicted in Figure 6.5.  
Figure 6.5: The student authentication procedure for a BYOD environment. 
The second step should be to authenticate the device by determining if the device has been 
registered. If the device has not been registered, the user must be redirected to the automated 
device registration system. However, if the device is registered, the system needs to determine 
if the device has been configured according to the higher education institution’s standards. 
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Therefore, higher education institutions should establish a minimum security baseline that all 
devices must meet (Cisco, 2012b). To achieve this, the authentication procedure should have 
controls in place to check and request students to update their software, such as anti-virus 
and operating systems. Once the requested software has been updated, students should be 
requested to accept the AUP. Only after accepting the AUP should students be permitted to 
continue using the network. In addition, users attempting to access the higher education 
institution’s network from a mobile device, such as a laptop connected to the network using a 
network cable should have to go through the same authentication procedure. 
The authentication procedure for faculty and non-academic staff should be slightly different to 
that of students, as depicted in Figure 6.6.  
 
Figure 6.6: The staff authentication procedure for a BYOD environment. 
With faculty and non-academic staff, the first stage in the authentication procedure should be 
hashing (encrypting) the data since they typically have access to systems containing secret 
and confidential information. Thereafter, the authentication procedure remains the same as 
that for students. 
Users should only be requested to accept the AUP when they attempt to access the higher 
education institution’s network for the first time or when the AUP has been updated. 
Additionally, a computer or network access control system that is not functioning properly, 
must default to denial of privileges to users. Furthermore, higher education institutions could 
apply network authentication to mobile devices through RADius and Certificate Authority (CA) 
(AlHarthy & Shawkat, 2013), as discussed in the Network Infrastructure component (Section 
6.3.2.1) in the Build phase of the framework. 
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Remote Access to the ICT Infrastructure 
Some higher education institutions allow faculty and non-academic staff to perform work- 
related activities while not on campus. This relates to the implementation of BYOD, since 
faculty and non-academic staff can access the higher education institution’s ICT facilities 
remotely using their mobile devices.  
Higher education institutions that allow remote access to their ICT facilities need to ensure 
that it is managed and made available to approved users in a cost-effective, efficient and 
secure manner. Furthermore, remote access should be approved by the relevant Dean or 
Director, the Senior Director of Finance and the Director of ICT and should be applied for on 
an individual basis. Higher education institutions also need to determine if the applicant will 
be required to enter into a personal agreement with the service provider for a remote link and 
associated resources and whether they will be personally responsible for payments regarding 
the services. They also need to determine whether staff will be allowed to claim back the costs 
involved and whether there will be a maximum capping.  
All the policies, rules and regulations that apply to a user accessing the higher education 
institution’s network, should apply with equal force to a user using remote access. The ICT 
Services Department should assist with the initial setup for faculty and non-academic staff to 
connect remotely to the higher education institution’s ICT facilities, but hardware and software 
maintenance and support should be the responsibility of the individual user.  
Device registration and the authentication procedure should ideally be the responsibility of the 
ICT Services Department. However, the Dean or Director, the Senior Director of Finance and 
the Director of ICT should be responsible for remote access to the ICT infrastructure. 
The following section discusses how higher education institutions should ensure wireless 
network performance and reliability.  
6.3.3.3 Ensure Wireless Network Performance and Reliability 
 A higher education institution’s wireless network can become pervasive in a BYOD 
environment. However, performance and reliability expectations remain the same as that 
which is expected from a wired network (Cisco, 2012b). This includes reliable connectivity, 
throughput, application response times, and increased voice, video, and other real-time 
collaborative applications.  
This requires that higher education institutions change the service level of their WLAN from 
one of convenience to a mission-critical business network (Cisco, 2012b), thereby equating it 
to that of their wired network. The ICT Services Department should, therefore, ensure that the 
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WLAN is maintained and remains operational. This includes ensuring high availability, 
performance monitoring and mitigation, as well as seamless roaming. 
The following section discusses how higher education institutions should manage the increase 
in mobile device usage on campuses. 
6.3.3.4 Manage Connected Devices 
Higher education institutions need to determine how many mobile devices students, faculty 
and non-academic staff have and to ensure that the network infrastructure is equipped to 
support the number of mobile devices accessing the network simultaneously, without clogging 
up the network and creating unacceptable delays. 
The number of mobile devices in use can be determined through the network logs (discussed 
in the Ensure Compliance component), or the registered device list (discussed in the Network 
Access Control component), or by conducting an annual mobile device usage survey. 
Once the number of mobile devices has been determined, the ICT Services Department 
should update the network infrastructure accordingly. IP address starvation could become 
evident as the number of mobile devices increases. To address this, higher education 
institutions could deploy IPv6 at the Internet edge as well as inside their network (Cisco, 
2012b).  
Typically, the ICT Services Department should be held responsible for managing the increase 
in connected devices. The following section discusses the role of the Help Desk in a BYOD 
environment. 
6.3.3.5 Help Desk 
Higher education institutions should ensure that processes, procedures and systems are in 
place so that technical support can be provided promptly and efficiently to students, faculty 
and non-academic staff (Stavert, 2013). This can be achieved by implementing a properly 
managed Help Desk.  
A well run Help Desk is required to ensure the smooth operation of a BYOD program. The role 
of the Help Desk should be expanded to cater for multiple devices and operating systems 
(Dixon & Tierney, 2012). The ICT Help Desk should therefore provide users with support 
regarding any of the platforms and devices specified on the list of supported platforms and 
devices, discussed in the Plan phase of the framework in Section 6.3.1.2.  
The ICT Help Desk should also deal with all the potential information security incidents and 
events. Therefore, as mentioned in the data security component, any information security 
incidents or system vulnerabilities should be reported to the ICT Help Desk. However, 
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reporting of incidents should be done either by email or in any other written format, after which 
the ICT Help Desk forwards the reported incidents to the Information Security Officer. 
Each campus should not only have an ICT Help Desk, but also have a number of technology 
coaches to support e-learning initiatives actively (Intel Education, 2012). These technology 
coaches should work with faculty and system administrators to support the technology 
integration process, BYOD management and course development.  
The Help Desk should, therefore, serve as a contact point for users to report suspected 
information security incidents and system vulnerabilities. Students seeking support regarding 
study-related matters on privately owned devices should also be assisted by the Help Desk. 
In addition to supporting students, the ICT Help Desk also needs to provide technical support 
to faculty and non-academic staff regarding work-related matters on privately owned devices. 
Once all the components within the Run phase have been dealt with, higher education 
institutions need to realise that they need to monitor and evaluate the BYOD program 
continuously by applying the components in the Monitor phase of the framework. The following 
sub-section discusses the Monitor phase.  
6.3.4 Monitor Phase 
This sub-section discusses the framework components in the order in which they appear within 
the Monitor phase of the framework.  
Figure 6.7: The Monitor Phase. 
As depicted in Figure 6.7, Monitor Compliance is discussed first, followed by Maintain a List 
of Supported Platforms and Devices, as well as Policy Reviews.  
6.3.4.1 Monitor Compliance 
This section discusses the components involved in Monitoring Compliance.  
Ensure Compliance 
This section discusses how higher education institutions should ensure compliance regarding 
the BYOD policies, rules and regulations.  
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It is important for higher education institutions to ensure that the implementation of BYOD is 
carried out in alignment with legal, regulatory and organisational standards (Horwath, 2013; 
Alleau & Desemery, 2013). Hence, higher education institutions must take reasonable steps 
to enforce its policies, through physical, technical and operational controls including filters, 
monitoring and tracking mechanisms and automated tools. 
Higher education institutions implementing BYOD should, therefore, ensure compliance by 
monitoring system access and use. To achieve this, all computer systems handling sensitive, 
valuable or critical information must generate logs that indicate every addition, modification 
and deletion to the information. Furthermore, critical production business applications will 
require more extensive logging than others, since they are critical to the higher education 
institution’s day-to-day operations (The Nelson Mandela Metropolitan University, 2014). In 
addition, application and/or database management system (DBMS) software should also log 
user activities and statistics related to these activities, which will allow the higher education 
institution to identify and issue alarms reflecting suspicious business events. It is imperative 
that these logs provide sufficient data to support comprehensive audits regarding the 
effectiveness of, and compliance with security measures (The Nelson Mandela Metropolitan 
University, 2014). Therefore, to deter improper behaviour, to foster user accountability, and to 
allow convenient systems management, all user activities affecting the production of business 
information must be re-constructible from these logs. Furthermore, these logs should be 
retained for at least six months. During this period, the logs should be secured to prevent the 
modification thereof, and to ensure that only authorised personnel can access the logs.  
To allow proper remedial action, an information security representative within the ICT Services 
Department needs to review records reflecting security relevant activities in a periodic and 
timely manner. When improper behaviour is noted, all the relevant information needs to be 
collected immediately including the current system states, as well as back-up copies of all 
potentially involved files. These logs are important for error correction, forensic auditing, 
security breach recovery, and related efforts. Logs providing evidence for investigations, 
prosecutions, and disciplinary actions, need to be securely stored off-line until such time as it 
is determined that the higher education institution will not pursue legal action or otherwise use 
the information.  
The ICT Services Department should be responsible for maintaining the required system logs, 
whereas the information security representative should be held responsible for reviewing the 
logs in a timely and periodic manner. Information regarding security breaches should be 
forwarded to the Information Security Officer.  
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When monitoring system access and use, the privacy and confidentiality of users can become 
compromised. Consequently, the following section discusses how higher education 
institutions should be protecting the privacy and confidentiality of users. 
Privacy and Confidentiality of users 
Ensuring security in a BYOD environment often comes at the expense of the user. Higher 
education institutions should respect the privacy of all users (Garba, Armarego, & Murray, 
2015). They should, therefore, only access files or implement automated mechanisms to 
delete, modify or quarantine data if the data poses a risk to or affects the efficiency and 
performance of their ICT services.  
Therefore, every user, when the person registers as a student, commences a visit, or starts 
employment, is deemed to have given their consent that the ICT Services Department and 
management may without prior notice intercept, block, delete, read and act upon any user 
data, if the user is suspected of any wrongdoing. This includes any incoming or outgoing email 
messages addressed to or originating from the user, or the user’s Internet browsing habits, 
any files, in whatever format, stored by a user on any of the computing devices or other 
facilities belonging to the higher education institution. 
Ideally, users’ personal data and activities, such as personal photos, text messages, phone 
calls, and Internet browsing habits, performed in their own time, need to be subject to personal 
privacy. Documents, files, applications, Internet browsing habits performed using the higher 
education institution’s facilities and services need to be in compliance with their policies and 
standards and should, therefore, be monitored.  
Higher education institutions should not be secretive regarding any monitoring activities; 
instead, they should ensure that all users are informed regarding any privacy risks to which 
they might be susceptible.  
The CIO, HR and the ICT Services Department should be held responsible for ensuring user 
privacy and confidentiality. The following section discusses the procedure for revoking user 
access when users are suspected of any wrongdoing. 
Revoking Access 
At some point it may become necessary to revoke user access to the higher education 
institution’s network (Cisco, 2012b). This could be due to a lost or stolen device, non-
compliance, staff termination, staff changing roles within the higher education institution, or 
when students graduate or drop out. It is imperative that those directly responsible for system 
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management and/or security have the ability to revoke access, granted to any device or user 
swiftly.  
The system administrator should be responsible for revoking access when notified by the 
Information Security Officer, HR Department or ICT Services Department. The Information 
Security Officer should be responsible for notifying the system administrator regarding evident 
or suspected non-compliance with legal, regulatory and organisational standards. However, 
the HR Department is responsible for notifying the system administrator when students 
graduate or drop out and when staff are terminated or when their roles have changed. The 
ICT Services Department should be responsible for notifying the system administrator when 
a device has been lost or stolen. However, users should be held responsible for reporting lost 
or stolen devices to the ICT Services Department or the Help Desk immediately.  
The following section discusses how and why higher education institutions should update their 
list of supported platforms and devices. 
6.3.4.2 Maintain Supported Platforms and Devices 
As discussed in the Plan phase of the framework (Section 6.3.1.2), higher education 
institutions actively need to try to create an environment that will support any mobile device. 
Therefore, they need to update the list of supported platforms and devices continuously to 
accommodate the uncertainty of emerging technologies that will continue to end up on the 
higher education institution’s campuses. In addition to updating the list of supported platforms 
and devices, higher education institutions also need to update the list of device 
recommendations and purchasing guidelines, as discussed in the Plan phase of this 
framework (Section 6.3.1.2). These lists need to be updated at least once a year.  
The ICT Services Department should be responsible for updating these lists, while consulting 
students, faculty and non-academic staff.  
6.3.4.3 Policy Reviews 
Technology continuously changes, therefore policies can become outdated very quickly 
(Sliep, 2013). It is thus vital for higher education institutions to review and update their policies 
on a regular basis.  
The BYOD Policy, Internet Access Policy and the AUP must be reviewed at least once a year. 
The aim should be to provide solutions to problems that the higher education institution has 
already encountered or that they foresee. The ICT Services Department and selected 
managers, as well as BYOD users should be consulted during policy revisions to avoid 
loopholes and ambiguity. This will ensure that the policy meets the requirement both of IT and 
of users, preventing users from finding ways to work around the policies (Emery, 2012). 
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The CIO should be responsible for ensuring that policies are reviewed once a year. However, 
the CIO must also ensure that the policies are clear and concise to ensure sustainability.  
Figure 6.8 depicts the initial BYOD framework by bringing together all the key components 
and phases discussed throughout this chapter.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 6.8: The initial BYOD framework design. 
The final BYOD framework for implementing BYOD in higher education institutions in South 
Africa is presented in Chapter 7. 
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6.4 Conclusion 
The purpose of this chapter is to present a comprehensive framework to aid South African 
higher education institutions with the implementation of BYOD. This framework is constructed 
based on the vital components identified through the literature study and the results from the 
NMMU case study.  
The phases of this framework are based on the sub-domains of the management domain 
within the COBIT 5 process reference model. The reason for this is to enable higher education 
institutions to implement this framework using a step-by-step holistic approach.  
Therefore, higher education institutions implementing BYOD using this framework, should 
address all the components within each of the four phases, starting at the Plan phase; 
completing the Build and Run phase; and ending with the Monitor phase. Only once all the 
components within each phase have been dealt with, should they move on to the next phase. 
This framework is aimed at assisting South African higher education institutions with the 
implementation of BYOD. However, it could also be applied to higher education institutions in 
other countries, since the framework is not solely constructed based on the results from the 
NMMU case study. 
The next chapter discusses the process used to validate the framework. Furthermore, Chapter 
7 also discusses the amendments made to the framework based on the results from the elite 
interviews. 
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Chapter 7: Framework Validation 
 ________________________________________________________________________  
7.1 Introduction 
The purpose of this chapter is to validate the Bring Your Own Device (BYOD) framework 
proposed in Chapter 6. As discussed in Chapter 2, this is done through the use of elite 
interviews (supported by a questionnaire and related documentation) by determining the 
quality, utility and efficacy of the proposed framework and amending the framework based on 
the feedback acquired. 
Firstly, the evaluation approach is discussed, to clarify how the framework was validated.  
Thereafter, the feedback regarding the quality, utility and efficacy of the framework is 
discussed. This is followed by an analysis and interpretation of the results of the questionnaire. 
Finally, a revised framework is presented based on the feedback provided. 
7.2 Framework Evaluation Approach 
According to Peffers, Tuunanen, Rothenberger and Chatterjee (2007), evaluation is used to 
observe and measure how well an artefact, or in this case the BYOD framework, supports a 
solution to the problem. As discussed in Chapter 1, the problem to be addressed by this study 
is that currently no generally recognised framework exists to aid South African higher 
education institutions with the implementation of BYOD. Therefore, the purpose of the 
evaluation approach is to determine how well the proposed framework provides a solution to 
this problem in terms of quality, efficacy and utility.  
Furthermore, as discussed in Chapter 2, elite interviews (supported by a questionnaire and 
related documents) were used to evaluate the BYOD framework. In elite interviews, the 
interviewees are not chosen at random, but rather because of who they are or what position 
they occupy. This does not necessarily mean someone of high social, economic, or political 
standing; but rather a person who is chosen by name or position for a particular reason, rather 
than randomly or anonymously (Hochschild, 2009). 
Therefore, the selection criteria of the elites were based upon their position and field of 
expertise, and their qualification level and years of experience within that field. Based on this, 
two elites within a higher education institution in South Africa were selected. They included: 
1. A Senior Information Security Manager – He indicated a high confidence level in his 
understanding of BYOD usage in higher education institutions, as well as the various 
information security aspects pertaining to the implementation thereof. He has been 
involved in updating the NMMU’s general ICT policy (which includes the BYOD policy) and 
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procedures. Furthermore, he was involved in investigating various mobile device 
management (MDM) solutions; sustainability planning owing to the immense increase in 
network traffic; analysis of website and network traffic and the updating of the NMMU’s 
technical controls. He has also been involved in assisting students, faculty and non-
academic staff in securing their personal devices. 
2. An Acting Director of Information Systems Development – He indicated a very high 
confidence level in his understanding of BYOD usage in higher education institutions, as 
well as the various information security aspects pertaining to the implementation thereof. 
In addition, he has been involved in developing the blended learning initiatives at the 
NMMU. This includes sourcing, developing and implementing various teaching and 
learning tools as well as creating information security awareness programs. 
 
The evaluation approach used in this study consisted of three supporting artefacts. Firstly, a 
structured 20-minute video of a recorded voiceover Prezi presentation provided a brief step-
by-step discussion of the proposed BYOD framework, explaining how each of the phases and 
components interconnect with one another. Secondly, an extensive 34-page document 
discussing the BYOD framework and its overall functionality was provided. The elites were 
encouraged to consult this document to gain a deeper understanding regarding any one of the 
BYOD framework’s components and to clarify any misunderstandings. Thirdly, upon having 
gained an understanding of the BYOD framework, the elites were requested to fill out an online 
Google Forms questionnaire (see Appendix C). The questionnaire asked questions regarding 
the utility, quality, efficacy and the overall impression of the proposed BYOD framework.  
The following section discusses the questionnaire results. 
7.3 Analysis of Elite Feedback 
This section provides a breakdown of the questionnaire results regarding the utility, quality 
and efficacy of the proposed BYOD framework. The questions are stated first, followed by the 
elites’ responses to each question and the associated actions implemented by the researcher 
to address the feedback regarding each question. 
7.3.1 Utility of the BYOD Framework 
This sub-section discusses the questions regarding the utility of the proposed BYOD 
framework. Utility refers to the ease with which the proposed framework can be utilised. It 
includes the usefulness of the proposed framework, especially from a practical implementation 
point of view. 
Question 1: “To what extent does the background (presentation and documentation) provide 
sufficient content for understanding the framework proposed?” 
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 Elite 1 feedback – “Very high. Very well defined framework covering all aspects of 
BYOD implementation.” 
 Elite 2 feedback – “Very high. Very thorough presentation of all the factors involved” 
 Actions – Given the above-mentioned answers, no actions were required.  
Question 2: “To what extent can the framework be recalled to memory in sufficient detail after 
establishing familiarity?” 
 Elite 1 feedback – “Medium” 
 Elite 2 feedback – “Medium. As there are 25 components, it is difficult to remember 
all. Four main phases are easy; thereafter I can only recall certain sub-clusters.” 
 Actions – No actions were required since the four main phases were easy to 
remember and reducing the number of components is not feasible as each component 
contributes to the overall implementation of BYOD. Furthermore, the importance of 
remembering each of these components is not vital to the implementation of this 
framework. 
Question 3: “To what extent can the framework be easily understood and utilised?” 
 Elite 1 feedback – “High; easily understood to a person with IT, change process 
handling and policy development.” 
 Elite 2 feedback – “High, the graphic depiction of the framework makes it easy to 
understand. Textual detail may require IT-level knowledge to understand e.g. RADius, 
certificate authority and firewalls.” 
 Actions – Both elites stated that the framework is easy to understand and to utilise 
and that certain components may require IT-level knowledge to understand. However, 
the implementation of certain components such as policy development and the 
network infrastructure component will characteristically require IT-level knowledge to 
understand and implement. Chapter 6 supports this, stating that the ICT Services 
Department and Chief Information Officer (CIO) should be responsible for developing 
the policies. Furthermore, Chapter 6 also states that the network administrator and ICT 
Services Department should be held responsible for developing the network 
infrastructure, while involving the CIO and the Information Security Officer. Given this, 
no actions were required based on the feedback obtained from the elites regarding this 
question.  
7.3.2 Quality of the BYOD Framework 
ISO 8402 (The Council of Standards Australia & The Council of Standards New Zealand, 
1994) defines quality as “the totality of characteristics of an entity that bear on its ability to 
satisfy stated and implied needs”. In simpler terms, quality refers to an object’s ability to meet 
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the required needs. This sub-section discusses the questions regarding the quality of the 
proposed BYOD framework, with respect to the implementation of BYOD in higher education 
institutions.  
Question 1: “To what extent are the following components relevant within the Plan phase of 
the framework?” 
Framework Component Elite 1 Elite 2 
BYOD Policy Very high Very High 
Internet Access Policy High Very High 
Acceptable Use Policy High Very High 
Determine Supported Platforms and Devices Very High Very High 
Consider an MDM Solution Medium Very High 
Address Equity Medium Medium 
Plan Financially for Sustainability Medium Medium 
Table 7.1: Rating of Plan phase components. 
As can be seen from Table 7.1, most components in the Plan phase are deemed to have a 
“Very High” or “High” applicability.  
 Additional feedback from Elite 1 – “Plan Financially for Sustainability and Addressing 
Equity should be included with IT management by default. I also see this as a Strategic 
function that will be run by the CIO. The MDM question is difficult to answer as I see it 
as a solution to enforcing policies. The same policies can be completed on various 
other levels through other policies (AD policies, network policies, email policies, etc.).” 
 Additional feedback from Elite 2 – “When addressing equity by supplying devices, 
what are the responsibilities e.g. insurance, loss and theft?” 
 Actions – The framework produced by this research is an all-encompassing 
framework that covers all aspects regarding the implementation of BYOD in higher 
education institutions in South Africa and although Address Equity and Plan Financially 
for Sustainability forms part of general IT management, these components still need 
to be considered when implementing BYOD within higher education institutions. 
Hence, the inclusion of these components within the BYOD framework. The 
responsibilities associated with supplying devices to students in an attempt to address 
equity should be determined by the higher education institution implementing the 
BYOD framework. As far as adopting a Mobile Device Management (MDM) solution is 
concerned, higher education institutions that can afford to do so should consider 
making use of an MDM solution to assist in enforcing their policies, as discussed in 
Chapter 6. Elite 2 also indicated a “Very High” relevancy rating for this component. 
Therefore, the MDM component was not removed from the BYOD framework since it 
goes hand in hand with managing the mobile device usage on campuses.  
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Question 2: “Are there components which have been left out of the Plan phase, regardless of 
their importance?” 
 Elite 1 feedback – “No” 
 Elite 2 feedback – “No” 
 Actions – No actions were required based on the feedback to this question.  
Question 3: “To what extent are the following components relevant within the Build phase of 
the framework?” 
Framework Component Elite 1 Elite 2 
Network Infrastructure Very high High 
Software Infrastructure High High 
Build a Curriculum Medium Medium 
Develop Portals Medium Medium 
User Education, Training and Awareness Very high Very High 
Data Security High Very High 
Table 7.2: Rating of Build phase components. 
As can be seen from Table 7.2 most components in the Build phase are deemed to have a 
“Very High” or “High” applicability.  
 Additional feedback from Elite 1 – “Build a Curriculum will go hand in hand with User 
ETA. Develop Portal would be a nice to have feature, but I would include it as an item 
on another portal - this is just my view.” 
 Actions – Build a Curriculum and Develop Portals were not removed from the BYOD 
framework, although both elites indicated a “Medium” relevancy rating for these 
components.  The reason behind this is that although developing student and staff 
portals can be seen as “nice-to-have”, they contribute to the overall experience of the 
BYOD users. Furthermore, in order to fully benefit from BYOD, higher education 
institutions need to find a way to incorporate technology into the curriculum (Ally & 
Tsinakos, 2014), delivering a powerful set of learner-centric tools and collaborative 
learning environments that empowers both teaching and learning.  
Question 4: “Are there components which have been left out of the Build phase, regardless 
of their importance?” 
 Elite 1 feedback – “No” 
 Elite 2 feedback – “No” 
 Actions – No actions were required based on the feedback to this question. 
Question 5: “To what extent are the following components relevant within the Run phase of 
the framework?” 
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Framework Component Elite 1 Elite 2 
Perform Procurement Process Medium Low 
Device Registration Very high Very High 
Authentication Procedures Very high Very High 
Remote Access to the ICT Infrastructure Very high High 
Ensure Wireless Network Performance and 
Reliability 
High Very High 
Manage Connected Devices High Very High 
Help Desk High High 
Table 7.3: Rating of Run phase components. 
As can be seen from Table 7.3 most components in the Run phase are deemed to have a 
“Very High” or “High” applicability.  
 Additional feedback from Elite 1 – “Perform Procurement Process should be done 
on any process within an organisation.” 
 Additional feedback from Elite 2 – “Procurement as explained here, i.e. laptops, etc. 
is the opposite of BYOD, so not that relevant, I think.” 
 Actions – The Perform Procurement Process component was given a “Medium” 
relevancy rating by Elite 1 and a “Low” relevancy rating by Elite 2. As mentioned 
previously, the framework produced by this research is an all-encompassing 
framework that covers all aspects regarding the implementation of BYOD in higher 
education institutions in South Africa. Therefore, in response to the first elite’s 
feedback, the Perform Procurement Process component is included in the BYOD 
framework as it is something higher education institutions need to consider when 
implementing BYOD. Furthermore, in response to the second elite’s feedback, laptops 
and subsidies do form part of the BYOD implementation. Gartner (2013) supports this, 
stating that BYOD is “an alternative strategy that allows employees, business partners 
and other users to use a personally selected and purchased client device to execute 
enterprise applications and access data. It typically spans smartphones and tablets, 
but the strategy may also be used for PCs. It may or may not include a subsidy”. 
Question 6: “Are there components which have been left out of the Run phase, regardless of 
their importance?” 
 Elite 1 feedback – “No” 
 Elite 2 feedback – “No” 
 Actions – No actions were required based on the feedback to this question. 
Question 7: “To what extent are the following components relevant within the Monitor phase 
of the framework?” 
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Component Elite 1 Elite 2 
Ensure Compliance Very high High 
Revoking Access High Very High 
Privacy and Confidentiality of Users Very high Very High 
Maintain Supported Platforms and Devices High High 
Policy Reviews Very high High 
Table 7.4: Rating of Monitor phase components. 
As can be seen from Table 7.4 all components in the Monitor phase are deemed to have a 
“Very High” or “High” applicability.  
 Actions – No actions were required based on the feedback provided for this question.  
Question 8: “Are there components which have been left out of the Monitor phase, regardless 
of their importance?” 
 Elite 1 feedback – “No” 
 Elite 2 feedback – “No” 
 Actions – No actions were required based on the feedback to this question. 
Question 9: “To what extent does the framework meet the general needs regarding BYOD 
usage in HEIs in SA?” 
 Elite 1 feedback – “High; it meets it very well! But due to limited resources (staff, time, 
money) it may become unrealistic to implement. It will definitely help users to 
implement specific issues as experienced.” 
 Elite 2 feedback – “Very High” 
 Actions – The framework produced by this research includes all aspects regarding 
the implementation of BYOD in higher education institutions in South Africa. 
Furthermore, Chapter 6 discusses the importance of each component; how it should 
be implemented, as well as who should be responsible for the implementation thereof. 
This allows higher education institutions individually to determine whether the risks 
outweigh the benefits regarding the implementation of each component. In addition, 
the four phases further enable higher education institutions to implement the 
framework using a step-by-step approach. This enables them to plan financially as 
they do not need to implement all of the components at once. However, to further assist 
higher education institutions in South Africa with the implementation of this framework, 
priority ratings were added to each of the components, as discussed in Section 7.4.  
Question 10: “To what extent does the framework meet the information security needs of 
BYOD in HEIs in SA?” 
 Elite 1 feedback – “Very High” 
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 Elite 2 feedback – “Very High” 
 Actions – No actions were required based on the feedback to this question. 
7.3.3 Efficacy of the BYOD Framework 
This sub-section discusses the questions regarding the efficacy of the proposed BYOD 
framework. In this study, efficacy refers to how effectively the proposed framework addresses 
the BYOD and associated information security concerns in higher education institutions in 
South Africa.  
Question 1: “To what extent can a satisfactory BYOD implementation for HEIs in South Africa 
be derived from the framework's generalisation?” 
 Elite 1 feedback – “High” 
 Elite 2 feedback – “High” 
 Actions – Based on the feedback to this question no actions were required.  
Question 2: “How effective is the framework in a South African HEI context?” 
 Elite 1 feedback – “Medium, could be very effective if the internal resources are 
available to implement the framework.” 
 Elite 2 feedback – “High” 
 Actions – The framework’s four phases enable higher education institutions to 
implement the framework using a step-by-step approach which, in turn, allows them to 
plan their resources as they progress through each of the phases. Furthermore, 
Chapter 6 explains the importance of each component as well as how it should be 
implemented. This, in combination with the priority ratings that were added to each of 
the BYOD framework’s components, enables higher education institutions to 
determine if the risks outweigh the benefits associated with the implementation of each 
individual component.  
Question 3: “To what extent would the framework improve the likelihood of implementing 
BYOD securely in HEIs in South Africa?” 
 Elite 1 feedback – “High, if we follow the framework we will definitely cover all aspects 
of BYOD.” 
 Elite 2 feedback – “High” 
 Actions – No actions were required based on the feedback to this question.  
7.3.4 Overall Impression of the BYOD Framework 
In the conduction of the elite interviews, the elites were asked what their overall impression of 
the BYOD framework was and whether there was anything else they would like to add. The 
elites had the follow to say: 
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Elite 1 feedback – “Very impressed and I can see it is a well thought through framework.” 
Elite 2 feedback – “I think it is a very good piece of work that thoroughly covers everything.” 
7.3.5 Consolidation of Elite Feedback 
This section consolidates the feedback obtained from the elites by discussing the overall 
perceived utility, quality and efficacy of the proposed BYOD framework.  
Summary of the utility of the proposed BYOD framework – The background provides 
sufficient content for understanding the proposed framework. The framework is very well 
defined and covers all aspects regarding the implementation of BYOD. Since there are 25 
components, it is difficult to remember all of them after establishing familiarity. However, the 
four main phases are easy to remember. The framework can be easily understood and utilised 
owing to the graphic depiction thereof. However, certain components may require IT-level 
knowledge to understand.  
Summary of the quality of the proposed BYOD framework – Overall, the elites indicated 
either a “High” or “Very High” relevancy rating for the various components and their respective 
phases. Among the components in the Plan phase only two were given a “Medium” rating by 
both of the elites. These include Address Equity and Plan Financially for Sustainability. Among 
the components in the Build phase, only two were given a “Medium” rating by both of the elites. 
These include Build a Curriculum and Develop Portals. In the Run phase only the Perform 
Procurement Process component was given a “Medium/Low” rating by each of the elites, while 
none of the components in the Monitor phase received a “Low” or “Medium” relevancy rating 
from either of the elites. Furthermore, both elites indicated that no components had been left 
out of any one of the framework’s phases. In addition, the elites stated that the framework 
meets the general and information security needs regarding BYOD usage in higher education 
institutions in South Africa very well. 
Summary of the efficacy of the proposed BYOD framework – A satisfactory BYOD 
implementation for higher education institutions in South Africa can be derived from the 
framework’s generalisation. Furthermore, the framework could be very effective in a South 
African higher education institution context. However, one of the elites stated that this would 
only be true if the internal resources required to implement the framework were available. In 
addition, this framework could improve the likelihood of implementing BYOD securely in higher 
education institutions in South Africa.  
Summary of the overall impression of the proposed BYOD framework – The overall 
impression of the proposed BYOD framework was very good. The elites found the framework 
to be a well thought through framework that thoroughly covers the necessary components.  
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7.4 Interpretation of Elite Feedback 
In analysing the elites’ feedback, it was found that certain South African higher education 
institutions may struggle to implement all of the BYOD framework’s components owing to 
limited resources. However, removing certain components owing to their lesser importance 
and/or to the increased resources required to implement, is not feasible as some higher 
education institutions may want to implement an all-encompassing BYOD solution. To address 
this issue, individual priority ratings were added to each component.  
This could enable higher education institutions to determine whether the risks outweigh the 
benefits associated with implementing the individual components. In addition, higher 
education institutions with limited resources could implement the BYOD framework according 
to these ratings, i.e. starting with the most important components and implementing the less 
important components as resources become available.  
Three different priority rating categories were selected for the BYOD framework’s 
components. These include “Low”, “Medium” and “High”. The priority ratings were determined 
based on the relevancy ratings and other feedback obtained from the elites. A score was given 
based on relevancy ratings obtained from each of the elites. A “Very High” relevancy rating 
was given a score of 4, “High” was given a score of 3, “Medium” was given a score of 2, and 
“Low” was given a score of 1. A total score for each component was then calculated by adding 
the two scores together, as depicted in Tables 7.5. The final priority ratings were determined 
based on these totals. Components with a total score of less than or equal to 3, were given a 
priority rating of “Low”; components scoring 4, 5 or 6 were given a “Medium” priority rating; 
and components with a total score of 7 or 8 were given a “High” priority rating.  
Component Elite 1 Elite 2 
Total 
Score 
Priority Rating 
Plan Phase 
BYOD Policy 4 4 8 High 
Internet Access Policy 3 4 7 High 
Acceptable Use Policy 3 4 7 High 
Determine Supported Platforms and Devices 4 4 8 High 
Consider an MDM Solution 2 4 6 (Medium)Low 
Address Equity 2 2 4 (Medium)Low 
Plan Financially for Sustainability 2 2 4 Medium 
Build Phase 
Network Infrastructure 4 3 7 High 
Software Infrastructure 3 3 6 (Medium)High 
Build a Curriculum 2 2 4 Medium 
Develop Portals 2 2 4 (Medium)Low 
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User Education, Training and Awareness 4 4 8 High 
Data Security 3 4 7 High 
Run Phase 
Perform Procurement Process 2 1 3 Low 
Device Registration 4 4 8 High 
Authentication Procedures 4 4 8 High 
Remote Access to the ICT Infrastructure 4 3 7 High 
Ensure Wireless Network Performance and 
Reliability 
3 4 
7 
High 
Manage Connected Devices 3 4 7 High 
Help Desk 3 3 6 Medium 
Monitor Phase 
Ensure Compliance 4 3 7 High 
Revoking Access 3 4 7 High 
Privacy and Confidentiality of Users 4 4 8 High 
Maintain Supported Platforms and Devices 3 3 6 Medium 
Policy Reviews 4 3 7 High 
Table 7.5: Priority ratings for the BYOD framework’s components. 
Consider an MDM Solution, Address Equity and Develop Portals were given “Low” priority 
ratings regardless of their total scores indicated in brackets, as depicted in Table 7 .5. The 
reason for this is that these components are seen as “nice-to-haves”. Software Infrastructure 
was given a “High” priority rating although the component’s total score indicated a “Medium” 
priority rating as depicted in brackets in Table 7.5. As discussed in Chapter 6, many higher 
education institutions spend most of their budget on the network infrastructure and neglect the 
software infrastructure. However, making use of Secure Sockets Layer (SSL) encryption, 
firewalls and network assessments are not necessarily enough. Information security should 
be built into the software development life cycle (SDLC) of all the higher education institution’s 
application systems to prevent loss, modification or the misuse of user data. Based on this, 
the Software Infrastructure component was given a “High” priority rating. 
Furthermore, based on the feedback obtained from the elites, no changes were required to 
the individual components. The elites also indicated that no additional components were 
required regardless of their importance. The following section demonstrates the changes 
made to the proposed BYOD framework.  
7.5 Amendments to the BYOD Framework 
This section demonstrates how the proposed BYOD framework was improved based on the 
feedback obtained from the elites. The final revised BYOD framework is also presented in this 
section.  
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Based on the elites’ feedback, the only changes required to the proposed BYOD framework 
were the priority ratings. Therefore, each component is illustrated in the colour corresponding 
to its allocated priority rating, as depicted in Figure 7.1.  
Although the rating categories enable higher education institutions to implement components 
according to their importance, higher education institutions still need to implement the 
components according to the framework’s phases. For example, if a higher education 
institution has limited resources and decides to implement the components indicated as having 
a “High” priority rating first, they need to start with the components in the Plan phase before 
moving on to components with a high priority rating in the Build phase, and so forth. 
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Figure 7.1: The final BYOD framework. 
The following section concludes this chapter by summarising the findings from the elite 
interviews and the supporting questionnaire. 
High Medium Low 
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7.6 Conclusion 
The overall impression of the proposed BYOD framework was very good in terms of quality, 
efficacy and utility. The elites found the framework to be a well thought through framework that 
thoroughly covers all BYOD aspects. Overall, the elites indicated either a “High” or “Very High” 
relevancy rating for the various components and their respective phases. In addition, the 
framework can easily be understood and utilised and a satisfactory BYOD implementation for 
higher education institutions in South Africa can be derived from the framework’s 
generalisation. Furthermore, the framework could be very effective in a South African higher 
education institution context and could improve the likelihood of implementing BYOD securely. 
It was, however, found that certain South African higher education institutions may struggle to 
implement all of the framework’s components owing to limited resources. To address this, 
individual priority ratings were allocated to each of the framework’s components enabling them 
to implement the most important components first. Higher education institutions with limited 
resources could then implement the remaining components as resources become available. 
The next chapter concludes this research by providing a summary of the research findings 
identified within each chapter. Additionally, the chapter demonstrates how each of the 
research objectives have been met together with arguing towards the contribution of this study, 
lessons learned and providing suggestions for further research. 
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Chapter 8: Conclusion 
 ________________________________________________________________________  
8.1 Introduction 
The purpose of this chapter is to conclude the study by providing a summary of each chapter 
and by discussing how each research objective set out in Chapter 1 was accomplished. 
Thereafter, the contributions made, lessons learned and suggestions for future research are 
discussed. 
The following section provides a brief description of each chapter and helps to motivate the 
main argument of this study. 
8.2 Chapter Summaries 
 Chapter 1: Introduction 
This chapter introduces the concept of Bring Your Own Device (BYOD). Furthermore, it 
briefly introduces the use of BYOD both in organisations and in higher education 
institutions. With the introduction of BYOD, it was noted that there has been a significant 
increase in BYOD usage both in organisations and in higher education institutions. In 
addition, several challenges relating to the implementation of BYOD were identified. 
Adding to this, it was noted that currently no generally recognised framework exists to aid 
South African higher education institutions with the implementation of BYOD. This 
Chapter also discusses the research objectives for this study and offers a brief summary 
of the research process followed. 
Chapter 2: Research Design 
This chapter discusses the research process in finer detail. Furthermore, the research 
philosophy, approach, methodological choice, and the data collection and analysis 
techniques used throughout this study are discussed. A pragmatic stance was identified 
as an appropriate candidate philosophy for this study. As far as the research approach is 
concerned, inductive reasoning and the use of a mixed-method approach was selected. 
A case study was selected as the research strategy to analyse the current BYOD 
operations of the NMMU and to reflect the key components for implementing BYOD in 
higher education institutions. Furthermore, a comprehensive literature study, 
argumentation and elite interviews (supported by a questionnaire and relevant 
documentation) were used to collect the data required for this study, while explanation 
building and triangulation were identified as relevant techniques to be used in this study.   
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Chapter 3: BYOD in Organisations and Higher Education Institutions 
This chapter provides extensive background information on the use and importance of 
BYOD both in organisations and in higher education institutions. Furthermore, several 
benefits and challenges associated with the implementation of BYOD in organisations are 
discussed and compared to those faced by higher education institutions. This Chapter 
presents various components identified as vital to the implementation of BYOD in 
organisations. These are then compared to key components required for implementing 
BYOD in higher education institutions. It was noted that some of the BYOD organisational 
benefits and challenges also apply to those of higher education institutions. Adding to this, 
several key components associated with the implementation of BYOD in organisations 
could also apply to the implementation of BYOD in higher education institutions. These 
include Education and Training, Enforce Compliance and Data Security, etc. 
Chapter 4: Case Study – Mobile Device Usage 
This chapter discusses the use of mobile devices in higher education institutions in South 
Africa with the purpose of determining the current BYOD status at a higher education 
institution in South Africa, namely the NMMU. This is achieved through the use of a single 
explanatory case study. It was noted that there has been a significant increase in mobile 
device usage at the NMMU. It was also found that faculty are increasingly integrating 
technology into the curriculum to enhance the students’ learning experience. 
Chapter 5: Case Study – Policies, Procedures, Guidelines and Controls 
This chapter continues the discussion regarding the NMMU case study, but with the focus 
being on the policies, procedures, guidelines and controls governing the implementation 
of BYOD. In doing this, it was found that the NMMU has several policies, procedures and 
controls in place to govern the implementation of BYOD. Among these are a BYOD policy 
section confirming that the mobile devices used within the NMMU context comply with the 
business requirements of the NMMU to ensure that risks associated with the use thereof 
remain acceptable. It has also been noted that the NMMU monitors all network traffic and 
system use, producing network logs of security events and the handling of sensitive 
information. Furthermore, the BYOD key components identified in Chapter 3 are also 
mapped to the case study findings from Chapter 4 and 5. 
Chapter 6: The BYOD Framework 
This chapter provides the solution to this study, which is a framework for implementing 
BYOD in higher education institutions in South Africa. The framework is based on the key 
components identified in the literature study and the findings from the case study. The 
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framework consists of 25 components across four phases. These phases are, in turn, 
based on the sub-domains of the management domain within the COBIT 5 process 
reference model. The reason for this is to enable higher education institutions to 
implement this framework using a step-by-step holistic approach. 
Chapter 7: Framework Validation 
This chapter discusses the validation process used to validate the quality, efficacy and 
utility of the BYOD framework, presented in Chapter 6. It also includes the 
recommendations from the elites as well as the amendments made to the framework. The 
final amended framework is, therefore, presented in this chapter. In conducting the elite 
interviews, it was noted that the overall impression of the framework was very good, 
although a few changes were recommended. 
Chapter 8: Conclusion 
This chapter concludes the study by providing a summary of the research findings 
identified within each chapter. Additionally, the chapter demonstrates how each of the 
research objectives has been met, together with arguing towards the contribution of this 
study, lessons learned and providing suggestions for further research. 
8.3 Accomplishment of Research Objectives 
This section discusses how each of the research objectives has been achieved. 
8.3.1 Accomplishment of the Primary Research Objective 
The primary objective of this study is to develop a framework for implementing BYOD in higher 
education institutions in South Africa. This objective has been met through the achievement 
of various sub-objectives. Therefore, in order to meet the primary objective, the researcher 
needed to understand BYOD in organisations and the challenges it brings; to determine how 
these BYOD challenges differ in higher education institutions; to determine the key 
components for implementing BYOD in higher education institutions; and to determine the 
extent to which these key components relate to a higher education institution in South Africa. 
Furthermore, the framework was presented in Chapter 6 and evaluated in Chapter 7. The 
framework was evaluated by elites in the field of BYOD usage in higher education institutions 
in South Africa. 
8.3.2 Accomplishment of the Secondary Research Objectives  
1. To understand BYOD in organisations and the benefits and challenges it 
presents – This objective was achieved in Chapter 3 by means of a literature study, 
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by discussing the use of BYOD in organisations and the challenges associated with 
the implementation thereof. 
2. To determine how BYOD challenges differ in higher education institutions – A 
comparison is made in Chapter 3 between the challenges associated with the 
implementation of BYOD in organisations and those faced by higher education 
institutions. Therefore, this objective was also achieved by means of the literature 
study discussed in Chapter 3. 
3. To identify the key components for implementing BYOD in higher education 
institutions – This objective was also achieved in Chapter 3 by means of the literature 
study. In Chapter 3, several components identified as key to the implementation of 
BYOD in organisations and higher education institutions are evaluated and discussed.  
4. To determine the current BYOD usage and the extent to which the identified 
BYOD key components relate to a higher education institution in South Africa – 
This objective was achieved in Chapters 4 and 5. Chapter 4 determined the use of 
mobile devices in a higher education institution in South Africa, while Chapter 5 
discussed the implementation of BYOD in a higher education institution in South Africa. 
Collectively, Chapters 3 and 5 determined the key components for implementing 
BYOD in higher education institutions in South Africa.  Chapter 5 also compares these 
key components to those identified in Chapter 3, in Table 5.1. 
5. To validate the proposed framework, verifying its quality, efficacy and utility – 
The proposed framework was evaluated by two elites in the field of BYOD usage in 
higher education institutions in South Africa. This objective was achieved through the 
validation process discussed in Chapter 7.  
 
Collectively, the secondary objectives address the primary objective. The primary objective, 
in turn, comprehensively addresses the problem statement by providing a framework to aid 
South African higher education institutions with the implementation of BYOD. Therefore, by 
meeting the secondary objectives of this study, the primary objective, “to develop a framework 
for implementing BYOD in higher education institutions in South Africa”, was achieved.  
8.4 Summary of Contributions 
The completion of this dissertation has led to three primary contributions. These include: 
 Firstly, a research paper entitled “Mobile Device Usage in Higher Education Institutions 
in South Africa” was presented at the 15th International Information Security South 
Africa (ISSA) Conference in August 2016. This paper presents the number of mobile 
devices, the frequent use thereof and the reasons behind using these devices amongst 
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students, faculty and non-academic staff in the context of a higher education institution 
in South Africa, as depicted in Appendix D.  
 Secondly, key components required for implementing BYOD in higher education 
institutions in South Africa were established. This was achieved through the 
comprehensive literature study and the case study discussed in Chapters 3, 4 and 5. 
 Finally, a BYOD framework was established to aid South African higher education 
institutions with the implementation of BYOD in a step-by-step holistic approach, as 
discussed in Chapter 6. The quality, utility and efficacy of this framework were 
evaluated through elite interviews in Chapter 7.  This framework adds a significant 
contribution to the work on this topic, as the literature study identified that it is the first 
of its kind.  
 
8.5 Limitations and Future Research 
Owing to limited time, this research project made use of a single case for the case study. 
Future research could also include conducting similar case studies on several other higher 
education institutions in South Africa in order to gain a wider understanding of BYOD usage 
in higher education institutions in South Africa.  
Furthermore, as the adoption of BYOD is increasing in high schools as well as in primary 
schools in South Africa, this framework could also be adapted to meet the needs of lower level 
schools with budget constraints. On a larger scale, future research could also include adapting 
this framework to meet the needs of higher education institutions, high schools as well as 
primary schools implementing BYOD in countries other than South Africa.  
8.6 Conclusion 
Owing to BYOD being a relatively new trend, there are many barriers to the implementation of 
BYOD in higher education institutions in South Africa; hence, the need for a holistic approach 
to implementing BYOD. The framework produced by this study, its phases and components, 
provides a structured approach to guide higher education institutions through the process of 
implementing BYOD, which provides them with the opportunity to mitigate the information 
security related risks of potential BYOD users. 
Therefore, it can be concluded that this research project provides an all-encompassing 
structured framework to aid South African higher education institutions with the 
implementation of BYOD. 
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Appendix A: Human Ethics Checklist 
 
Faculty of Engineering, the Built Environment & Information Technology 
Human Ethics Checklist 
Tick one or more of the following that in your opinion might be applicable to your investigation 
Are the subjects/participants of your study 
 Children under the age of 18? 
 Students at NMMU (especially if you are the facilitator / lecturer / supervisor)? 
 The elderly / persons over the age of 60? 
 A sample from an institution (e.g. hospital)? 
 Handicapped (e.g. mentally or physically)? 
 Socially / economically disadvantaged? 
Are you administering any treatment that 
 Could be hazardous to the health of the participants? 
 May have a risk of harm, embarrassment or offence to the participants? 
 Collect any articles of property, personal or cultural from participants? 
 May result in a traumatic experience for the participant? 
Are you administering a questionnaire / survey that 
 Uses specialised equipment on the participants? 
 Collects sensitive data from the participants? 
 Does not guarantee the anonymity of the participants? 
 Does not guarantee the confidentiality of data collected from the participants? 
 
 Are you intending to access participant data from an existing stored repository (e.g. school, 
institutional or university records)? 
 
 Do you intend to publish the findings of your study in a publication that requires evidence 
of human ethics approval? 
 
 
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Appendix B: The Email Sent to the Elites 
Dear (name of the elite) 
I am an NMMU Masters student within the School of ICT and I have developed a framework 
to aid South African higher education institutions with the implementation of BYOD (Bring Your 
Own Device). My supervisor is Prof Lynn Futcher. In order to finalise my research, I am 
required to validate the quality, utility and efficacy of my framework through the use of Elite 
Interviews. 
In elite interviews, the interviewees are not chosen at random, but rather because of who they 
are or what position they occupy. This does not necessarily mean someone of high social, 
economic, or political standing; but rather a person who is chosen by name or position for a 
particular reason, rather than randomly or anonymously. 
You have therefore been selected as an Elite participant owing to your standing at the NMMU 
with regards the ICT initiatives with the institution.  
I would greatly appreciate it if you could take the time to give me some feedback regarding 
the quality, utility and efficacy of the proposed BYOD framework. I have a 20min presentation 
accompanied by an online questionnaire and detailed documentation regarding each of the 
framework’s components. You are not required to read the documentation as it is quite 
extensive. Instead, the documentation can be used to clarify any misunderstandings or 
uncertainties regarding any one of the framework’s components.  
The 20min presentation can be found at: \\sict-mos\byod$   
The online questionnaire can be found at:  
https://docs.google.com/forms/d/e/1FAIpQLSekZFO5SbuGbcQNLthPS6v70IfCQlY-
ydHtNcG71yFLWmkakw/viewform   
The framework documentation is attached to this email. Please could you complete this by 
Friday, 23rd September 2016. Thank you in advance for your valuable feedback. 
Kind Regards, 
Ryan De Kock 
Student – MIT: Information Technology 
School of ICT 
Nelson Mandela Metropolitan University 
Port Elizabeth 
SOUTH AFRICA 
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Appendix C: Elite Interview Questionnaire 
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Appendix D: ISSA 2016 Conference Paper 
Mobile Device Usage in Higher Education 
Institutions in South Africa 
 
Ryan De Kock and Lynn A. Futcher 
Center for Research in Information and Computer Security, School of ICT, Nelson Mandela Metropolitan University 
Email: s211109940@nmmu.ac.za, Lynn.Futcher@nmmu.ac.za 
 
 
 Abstract— Cyber security threats are on the rise as the use of 
personally owned devices are increasing within higher education 
institutions. This is due to the rapid adoption of the Bring Your 
Own Device (BYOD) trend. In 2014, 92% of students used laptops 
globally for academic purposes, 44% used tablets, and 68% used 
smart phones. In addition, 89% of higher education institutions in 
the United States and United Kingdom allow students, faculty and 
non-academic staff to access their network using personally owned 
mobile devices.  
A great concern is that although BYOD is widely accepted in 
higher education institutions, security is somewhat lacking. In 
addition, cyber-security threats have switched their focus to 
mobile devices. Therefore, the number of new mobile 
vulnerabilities reported each year has increased. Furthermore, in 
2014, 10% of global cyber security breaches took place in the 
education sector with a total of 31 breaches resulting in the 
exposure of 1,359,190 identities. This placed the educational sector 
at the top of the list with the third most cyber-security breaches in 
2014, behind the healthcare and retail sectors.  
A literature survey, together with a single explanatory case study 
involving a higher education institution in South Africa were used 
to determine typical mobile device usage in an academic context. 
As a result of completing the study, it is clear that there is a high 
demand for the use of BYOD in higher education institutions in 
South Africa and that BYOD is vital to the academic success of its 
students. This paper discusses mobile device usage in higher 
education institutions in South Africa. In addition, it provides 
some key factors for higher education institutions to consider 
when dealing with the increased demand for BYOD usage. 
Keywords— Mobile Device Usage; Bring Your Own Device 
(BYOD); Higher Education Institutions 
I.  INTRODUCTION 
Gartner [1] defines Bring Your Own Device (BYOD) as: 
“An alternative strategy that allows employees, business 
partners and other users to use a personally selected and 
purchased client device to execute enterprise applications and 
access data. It typically spans smartphones and tablets, but the 
strategy may also be used for PCs. It may or may not include a 
subsidy.” 
BYOD was first introduced in 2009 by Malcolm Harkins, 
Intel’s chief information security officer, after realizing that 
more and more employees wanted to use their own mobile 
devices in the workplace [2]. Intel’s leaders did not dismiss the 
possibility of this new trend due to the risks involved. Instead, 
they embraced the technology by setting up effective employee-
owned device policies, resulting in increased connectivity to 
Intel’s network, greater employee productivity and improved 
security measures. 
As the adoption of the BYOD trend is increasing in today’s 
organizations of different sectors, higher education institutions 
also encourage students and staff to use their own devices in 
exchange for the benefits offered by this trend. Furthermore, it 
is predicted that BYOD will become the leading practice for all 
educational environments by the year 2017 [3]. This highlights 
the overwhelming increase in the BYOD paradigm in the 
education sector. 
The purpose of this paper is to determine mobile device 
usage in higher education institutions in South Africa. This is 
achieved through a case study of a South African higher 
education institution, implementing BYOD. The following 
section discusses the research design implemented in this study 
followed by background information on the use of BYOD in 
higher education institutions. Thereafter, the case study data is 
presented and discussed followed by key factors derived from 
the literature and the case study data.  
II. RESEARCH DESIGN 
In addition to the literature survey conducted to gain a better 
understanding of mobile device usage in higher education 
institutions, this study also makes use of a case study. The case 
study was used to gather a large amount of data and information 
required to determine the current state of mobile device usage in 
South African higher education institutions. 
Yin [4] suggests that there are three different types of case 
studies. These include explanatory, exploratory and descriptive 
case studies. However, this research makes use of the descriptive 
case study. This type of case study is used when the researcher 
is seeking describe a natural phenomenon which occurs within 
the data in question [4]. As for this research, a descriptive case 
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study is used to describe how a South African higher education 
institution is implementing BYOD. 
In addition, there is more than one type of case study design. 
In fact, Yin [4] proposes that there are two types of case study 
designs, the single- and multi-case design (which involves cases 
within cases). The design used for this study makes use of the 
single case study design, as it focuses on a single case.  
Therefore, a single descriptive case study involving a higher 
education institution in South Africa was used to determine 
typical mobile device usage in an academic context. The 
following section discusses mobile device usage in higher 
education institutions.  
III. BACKGROUND 
Although the concept of BYOD was only first introduced in 
2009 [2], organizations and higher education institutions have 
shown an increasing interest in and tolerance for employees and 
students using their own mobile devices for work and academic 
purposes. 
Liz Gosling, director of Information Technology (IT) 
services at Auckland University of Technology, states that the 
IT demands in higher education institutions differ from the 
technology requirements within an enterprise organization [5]. 
Therefore, to draw a comparison between higher education 
institutions and enterprise organizations, the BYOD users within 
each of these need to be compared to determine where they are 
similar and where they differ. Fig. 1 illustrates this comparison.  
 
 
 
 
 
 
 
 
Figure 1: A comparison between BYOD users in organizations and HEI’s. 
As depicted in Fig. 1, the BYOD users in higher education 
institutions differ from organizations since they comprise 
students, non-academic staff and faculty, whereas organizations 
only include various employees. Furthermore, the employees 
within an organization are similar to the non-academic staff 
members within a higher education institution. These include 
human resources, marketing, accounting and finance, 
management, employees, etc. Throughout this paper, faculty 
refers to any academic staff such as lecturers, professors, etc. 
Higher education institutions are realizing the importance of 
addressing the demand of BYOD within their institutions. This 
is supported by the findings in a survey conducted by Bradford 
Networks [6]. The survey questioned professionals representing 
over 500 higher education institutions in the United States and 
United Kingdom. It was found that 85% of higher education 
institutions allow students, faculty and non-academic staff to use 
their personal devices on their network, while 6% of the 
respondents reported that they have no plans to implement 
BYOD in the future. Furthermore, they found that 84% of the 
institutions that do not allow BYOD receive requests to use 
personal devices on their networks [6]. From Fig. 2, it is clear 
that there is a high demand for mobile device usage in higher 
education institutions. Fig. 2 is based on the results of an 
international survey conducted by Educause in 2014 [7]. The 
survey was sent to 213 higher education institutions across 15 
countries.  
  
 
 
 
 
 
 
 
 
 
 
 
Figure 2: Use and importance of devices for academics [7]. 
Fig. 2 illustrates how important the use of BYOD is within 
the education sector as well as the percentage of students and 
staff that use personally owned devices for educational 
purposes. As illustrated in Fig. 2, 92% of students used laptops 
for academic purposes in 2014, 44% used tablets, 68% used 
smart phones, and 16% used e-readers [7]. An additional figure 
extracted from the international survey conducted by Educause 
in 2014, shows students’ experiences with various types of 
technology for academic purposes. This is depicted in Fig. 3. 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3: Use of technology for academic purposes [7]. 
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Fig. 3 shows students’ experiences with various types of 
technologies and their opinions about being more effective if 
they were better skilled at using certain technologies. Although 
students are skilled in most technologies, the use of e-books and 
recorded lectures should be considered. Furthermore, higher 
education institutions should provide enough online content to 
support their course content. Most students have used the 
learning management system (LMS) in at least one course 
(83%), but only just over half (56%) have used it in most or all 
of their courses, as depicted in Fig. 3. An LMS is a fundamental 
component in higher education. These systems function as 
digital learning environments, administrative systems for course 
management, and enterprise systems for institutional analytics 
and other purposes [8]. 
The above mentioned surveys clearly reflect a wide 
acceptance of BYOD in higher education institutions. Stavert [9] 
therefore, suggests three main reasons for why education 
institutions transition to BYOD. These include:  
1. Financial pressure – Not all higher education situations 
can afford state of the art personal technology for all its 
students and staff. However, with the use of BYOD, 
students, faculty and non-academic staff can use their 
own mobile devices. 
2. Pressure from students and staff – Higher education 
institutions are pressured by students, faculty and non-
academic staff to use their own mobile devices for work 
and academic purposes. 
3. Digital device ownership and use – Mobile devices have 
become more affordable over the last couple of years. 
These devices provide students, faculty and non-
academic staff with 24/7 access to ideas, resources, 
people and communities. This has led to a large increase 
in ownership of mobile devices.  
In addition, the reasons behind the great levels of acceptance 
in higher education institutions may be due to the fact that the 
purpose of an educational institution is to provide knowledge 
which is achieved by providing information regarding a 
particular subject. Today the internet is a major source of 
information on almost any subject. Higher education institutions 
may also have subscriptions to online journals and libraries 
which most of them provide for free to students. With the use of 
BYOD, students can easily access these sources of information 
from anywhere [10].  
A great concern is that although BYOD is widely accepted 
in higher education institutions, security is somewhat lacking. 
Most higher education institutions have allowed some form of 
BYOD mostly via network access control (NAC) without 
implementing any BYOD policy [10]. This is very risky as 
higher education institutions are exposing their networks to 
various threats like unauthorized access, attacks of malware and 
viruses from student devices connected to the institution’s 
network, loss of data, etc. This is also supported by an 
international survey conducted by the SANS Institute in 2014. 
They found that 60% of higher education institutions are 
concerned with the use of faculty and non-academic staff owned 
mobile devices while 30% are concerned with the use of student 
owned mobile devices on their networks [11]. 
The greater concern over faculty- and non-academic staff-
owned mobile devices makes sense, since they handle large 
amounts of sensitive data, whereas students typically only 
handle their own. However, it was specifically the exposure of 
this type of data that landed Iowa State University in trouble in 
April 2014, when it was discovered that nearly 30,000 student 
records between 1992 and 2012 were exposed on 5 departmental 
servers [12]. While the servers where taken over by attackers 
wanting the computing power to create Bitcoins, the fact 
remains that privacy-protected data subject to regulatory 
compliance was inadvertently exposed on their servers.  
It is therefore clear that there is a high global demand for 
mobile device usage in higher education institutions and that 
security is somewhat lacking. The following section discusses 
mobile device usage in South African higher education 
institutions. 
IV. CASE STUDY 
In accordance with the case study approach, a representation 
of any population was not intended, but rather a single case was 
chosen [13].  For this purpose, only South African higher 
education institutions implementing BYOD where eligible. 
According to the South African Higher Education Act 101 [14], 
a higher education institution can be defined as an institution that 
provides higher education on a full-time, part-time or distance 
basis which is:  
a) Merged, established or deemed to be established as a 
public higher education institution under this act;  
b) Declared as a public higher education institution under 
this act;  
c) Registered or provisionally registered as a private 
higher education institution under this act.  
Given the above mentioned definition of what a higher 
education institution is, a prominent higher education institution 
within South Africa, was selected as the single case for this case 
study. 
The Nelson Mandela Metropolitan University (NMMU) 
opened on 1 January 2005, due to the merging of three very 
different institutions as a result of the South African 
government’s countrywide restructuring of higher education. 
Therefore, NMMU brings together the traditions of both 
technikon and university education, and draws on more than a 
century of quality higher education in an institution that offers a 
wide range of academic, professional and technological 
programs at varying entrance and exit levels. Furthermore, the 
NMMU has approximately 26 602 students and approximately 
4 515 (1 702 faculty and 2 813 non-academic staff) permanent 
and contracted staff members, based on six campuses in the 
Nelson Mandela Metropole and George.  
The mission statement of the NMMU is “to offer a diverse 
range of quality educational opportunities that will make a 
critical and constructive contribution to regional, national and 
global sustainability”. This can only be achieved through the 
deployment and use of appropriate Information and 
Communication Technologies (ICT). The NMMU must 
furthermore also operate and be perceived as a safe and reliable 
Page | 172  
 
institution that ensures the security and proper use of its 
information assets.   
The NMMU provides Wi-Fi access to students, faculty, non-
academic staff and guests on their campuses. They also 
recognize the value of personal devices used for work and study 
purposes. In the past few years, NMMU has invested R7 000 
000 on Wi-Fi across all seven campuses, and a further R750 000 
to improve the quality of the Wi-Fi coverage. They have also 
upgraded 70 traditional lecture venues to enable faculty and 
students to use modern technology and provided support for 
NMMU’s Learning Management System (Moodle). In addition, 
the university handed over 250 computing devices using 
selection criteria that covered all campuses and all faculties but 
with a focus on off-campus students. Furthermore, they estimate 
that an additional R2 000 000 will be spent on modernizing the 
remaining venues in 2016. Due to this, mobile device usage at 
the NMMU has increased over the past few years. 
The case study data was obtained from key ICT staff 
members from the NMMU. They were asked to supply BYOD 
related documents and archival records where available. Several 
freely available documents were also obtained from internal 
systems within the NMMU. The documents obtained include 
network logs, a list of suggested software, survey results, 
information security awareness and training initiatives, policies 
and procedures.  
Fig. 4 illustrates mobile device usage among students, 
faculty and non-academic staff at the NMMU. These 
percentages refer to the number of users who used their 
smartphones, laptops and tablets to access the NMMU network 
3 or more times per week in 2014. 
 
 
  
 
 
 
 
 
Figure 4: Mobile device usage for 3 or more times per week in 2014. 
In 2014, faculty and non-academic staff accessed the 
NMMU network using mobile devices more frequently than 
students, as depicted in Fig. 4. Furthermore, students and faculty 
primarily used laptops when accessing the NMMU network, 
while non-academic staff primarily used smartphones. Tablets 
where not used very often by any of the user groups in 2014, as 
depicted in Fig. 4. However, Fig. 5 illustrates an enormous 
increase in tablet usage by students in 2015. In fact, tablet usage 
among students increased by approximately 55% from 2014 to 
2015, as depicted in Fig. 5. 
It can also be seen that student smartphone usage increased 
from approximately 40% in 2014 to approximately 85% in 2015. 
Furthermore, laptops which were primarily used by students in 
2014, were surpassed by smartphones and tablets in 2015.  
 
 
 
 
 
 
 
 
Figure 5: Student mobile device usage for 3 or more times per week. 
Smartphone usage among faculty and non-academic staff 
also increased in 2015, as depicted in Fig. 6. However, the 
increase in smartphone usage resulted in a decrease in laptop and 
tablet usage among faculty and non-academic staff in 2015. Fig. 
6 refers to both faculty and non-academic staff. However, the 
figure only depicts mobile device usage for 3 or more times per 
week, therefore only illustrating the frequent use of mobile 
devices accessing the NMMU network.  
  
 
 
 
 
 
 
 
Figure 6: Staff mobile device usage for 3 or more times per week. 
Smartphone usage among faculty and non-academic staff 
increased by approximately 10% from 2014 to 2015, while 
laptop usage decreased slightly by approximately 6% and tablet 
usage decreased by approximately 9%, as depicted in Fig. 6. 
The frequent use of mobile devices at the NMMU increased 
significantly among students in 2015. However, the frequent use 
of mobile devices among faculty and non-academic staff has 
decreased slightly with the exception of a slight increase in 
smartphone usage. Figs. 7, 8 and 9 illustrate what the mobile 
devices depicted in Figs. 4, 5 and 6 were used for in 2015, 
therefore only depicting the frequent use (3 or more times per 
week) of mobile devices. 
Fig. 7 illustrates what students, faculty and non-academic 
staff used their smartphones for in 2015.  
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Figure 7: Student, faculty and non-academic staff smartphone usage for 3 
or more times per week in 2015. 
In 2015, students and non-academic staff primarily used 
their smartphones to participate in social networking followed 
by accessing productivity tools, such as emails, and to search for 
information. However, faculty primarily used their smartphones 
to access productivity tools followed by participating in social 
networking, and searching for information. Therefore, students 
and non-academic staff used their smartphones for similar 
purposes, while faculty shows a slight exception of accessing 
productivity tools more frequently than participating in social 
networking. The use of smartphones to access NMMU related 
information is also relatively popular among students, faculty 
and non-academic staff, as depicted in Fig. 7. 
Fig. 8 illustrates what laptops were used for among students 
and staff in 2015. In Fig. 8 staff refers to both faculty and non-
academic staff at the NMMU. 
 
 
 
 
 
 
 
 
 
Figure 8: Student and staff laptop usage for 3 or more times per week in 
2015. 
In 2015, students primarily used their laptops to access 
productivity tools and NMMU related information as well as to 
search for information, as depicted in Fig. 8. Faculty and non-
academic staff, however, mainly used their laptops to search for 
information, access NMMU related information and to create 
study related content such as presentation slides and worksheets, 
etc. Therefore, both students and staff used their laptops to 
frequently access NMMU related information and to search for 
information on the internet, as depicted in Fig. 8.  
Fig. 9 illustrates what tablets were used for among students 
and staff in 2015, where staff refers to both faculty and non-
academic staff. 
 
  
 
 
 
 
 
 
 
Figure 9: Student and staff tablet usage for 3 or more times per week in 
2015. 
In 2015, students primarily used their tablets to search for 
information followed by accessing productivity tools and 
NMMU related information, as well as participating in social 
networking. Whereas faculty and non-academic staff primarily 
used their tablets to participate in social networking followed by 
accessing productivity tools, searching for information, and 
accessing NMMU related information. Therefore, both students 
and staff primarily used tablets for similar reasons in 2015, as 
depicted in Fig. 9. 
Fig. 10 illustrates which tools and technologies NMMU 
faculty are interested in using for academic purposes.  
 
 
 
 
 
 
 
 
 
 
 
 
Figure 10: Faculty interest in technology usage for academic purposes in 
2015. 
This graph illustrates various teaching and learning 
assessment methods and the percentage of faculty interested in 
using them for academic purposes. 
According to Fig. 10, faculty are mostly interested in using 
electronic study notes, learning management systems for online 
assessments, videos, and computer assisted tutorials and 
worksheets to aid teaching and learning methods at the NMMU. 
In 2014, 83% of students found that faculty are using technology 
to enhance their learning experience. This increased fractionally 
in 2015. Furthermore, students at the NMMU are currently 
receiving study material in various forms from faculty. Fig. 11 
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illustrates how NMMU students received their study material in 
2015.  
 
 
 
  
 
 
 
 
 
Figure 11: How students received study material from faculty in 2015. 
In 2015, students primarily received their study material in 
the form of electronic notes, followed by paper-based study 
material. However, paper-based study material decreased by 
7%, while electronic notes increased by 4% from 2014 to 2015. 
Teaching through videos and lecture video recordings were also 
relatively popular, but insignificant in comparison to electronic 
and paper based study materials. 
From these results, it can be concluded that faculty are 
currently integrating technology into the curriculum to enhance 
students learning experience. In addition, there has been a 
significant increase in BYOD demand. The following section 
discusses key factors that higher education institutions should 
consider when dealing with this increased demand for BYOD 
usage. 
V. KEY FACTORS  
Given the predicted increase in mobile device usage at South 
African higher education institutions and the integration of 
technology into the curriculum, higher education institutions 
need to consider several key factors when dealing with the 
increased demand for BYOD usage as discussed in this section. 
These factors are derived from both literature and the case study 
data.  
Mobile Device Management (MDM) – Some higher 
education institutions may consider adopting an MDM solution. 
Although not a new technology, MDM is only starting to gain in 
sophistication due to the invasion of employee-owned devices 
into the workplace [15] and because the number of confidential 
business information leakages via mobile devices has continued 
to rise [16]. An MDM solution can be seen as a partial system 
for the management of BYOD risks, such as data leakages, loss 
of organizational control and visibility, and ease of mobile 
device loss [15]. This is achieved through comprehensively 
managing mobile devices by monitoring their status and 
controlling their functions remotely using wireless 
communication technology such as Wi-Fi or Over-the-Air 
(OTA), as well as managing the required organizational 
resources [16]. Although relatively expensive, higher education 
institutions that can afford to implement an MDM solution 
should do so. However, it is essential for higher education 
institutions to realize that the implementation of an MDM 
solution is not necessarily sufficient to cope with the 
proliferation of devices on their campuses. Therefore, higher 
education institutions need to make sure their technology and 
policies deliver the data security and management efficiency 
they seek [17]. 
Since there are no commercial off-the-shelf solutions for 
MDM that work on every platform [18], and that all MDM 
solutions offer the same basic capabilities, choosing an MDM 
solution should not be based on technical security needs alone. 
Instead, it should be supported by non-technical elements of 
information security such as policies and processes [15]. 
Develop a concise and inclusive acceptable use policy 
(AUP) – Higher education institutions face a unique set of 
challenges when implementing BYOD [19]. These challenges 
are differentiated according to student, faculty and non-
academic staff. Each user group brings with it a unique set of 
demands.  Before developing an AUP, higher education 
institutions first need to determine the intended goals and results 
of the policy document [20].  These include outlining authorized 
use, prohibited use, systems management, policy violation 
procedures, policy review and specifying limitations of liability 
[21]. In addition, higher education institutions need to determine 
what systems, services, and sensitive data students, faculty and 
non-academic staff need to access using their personal mobile 
devices [19]. Furthermore, the policy needs to accommodate the 
uncertainty of emerging technologies that will continue to end 
up on campuses [19]. Therefore, institutions need to find a way 
to draft a policy that is sufficiently broad to allow for future 
technologies yet sufficiently detailed to be enforceable.  
Data security – Higher education institutions need to review 
and implement appropriate safety measures to protect their 
students, faculty, non-academic staff, and databases populated 
with sensitive information [22]. However, for higher education 
institutions to achieve this, they need to consider various threats 
[23]. These include unauthorized access to sensitive data stored 
on the mobile devices; unauthorized access to data stored on the 
institution’s network; attacks from malicious software; and the 
ability to impersonate an authorized user. In addition, sensitive 
data should be classified and encrypted [11]. 
Network infrastructure – Opening a higher education 
institution’s network to student, faculty and non-academic staff 
mobile devices increases the strain on the institution’s network 
[20]. Therefore, institutions need to ensure that their network 
infrastructure is capable of meeting the BYOD demands. To 
achieve this, institutions need to determine how many mobile 
devices students, faculty and non-academic staff have and 
ensure sufficient bandwidth is available to accommodate these 
devices [9].  In addition, they need to ensure that their network 
is maintained by the IT department [11]. Ease of access and 
quality of service also plays a major role, since students, faculty 
and non-academic staff will most likely expect 24/7 network 
access [9].  Several higher education institutions use network 
segmentation to improve performance and increase security 
[20]. This allows them to provide a network for students and a 
separate network to be used by faculty and non-academic staff, 
thereby avoiding data and security conflicts and protecting 
student information.   
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Develop a software infrastructure – In a BYOD 
environment, students, faculty and non-academic staff will use 
a variety of mobile devices. A significant challenge for any 
higher education institution is to provide software tools that can 
be utilized by their users on any device [20]. This requires 
considerable planning. Therefore, institutions need to make use 
of platform-independent tools, cloud-based storage, and web-
based applications. 
Develop a portal – Higher education institutions need to 
create a central location that collects software tools and other 
resources [20]. This provides students, faculty and non-
academic staff with a central location from where they can 
access web applications, general information, distinct-licensed 
software and other educational resources. 
Build a curriculum – Higher education institutions need to 
find a way to incorporate technology into the curriculum [20]. 
This will enable students to learn and complete assignments 
anywhere, anytime. Furthermore, students will most likely be 
encouraged to bring their personal devices to campus if the 
curriculum supports their use. In addition, faculty should be able 
to grade assignments quicker and send feedback to students 
using the LMS. 
Provide ongoing education and training – Higher 
education institutions should find ways to educate students, 
faculty and non-academic staff of the dangers associated with 
the use of BYOD [24]. They should be made aware of ways to 
access and use data safely, as well as how they can protect 
sensitive information. Education and training should also 
include social media usage, personally identifiable information, 
strong passwords and privacy settings [25]. Without training and 
education, users could inadvertently put personal data as well as 
the institutions’ data at risk. Furthermore, students, faculty and 
non-academic staff should clearly understand the appropriate 
and inappropriate use of their personal devices [3].  
Address equity – Higher education institutions need to 
maintain equity among students by ensuring that no student is 
disadvantaged through the lack of available technology [3]. 
Several higher education institutions allow students who cannot 
afford their own mobile devices to loan devices from them [9]. 
It is essential that all students have equal opportunities in this 
regard. 
Plan financially for sustainability – Higher education 
institutions need to be well-prepared for the possible challenges 
introduced by BYOD. Financial sustainability allows higher 
education institutions to plan ahead for mobility [22]. This will 
allow them to add devices to their network without adding strain. 
In addition, the allocation of funds is essential to enabling higher 
education institutions to follow through on their BYOD projects, 
plans, and the integration of technology [22]. Sufficient 
investment in bandwidth, infrastructure, personnel, and new 
technology is needed to provide a robust and scalable network 
infrastructure to support the increasing number of devices [3]. 
Help desk – A well run help desk is central to the smooth 
operation of a BYOD program. The role of the help desk should 
be expanded to cater for multiple devices and operating systems 
[26]. Furthermore, higher education institutions should ensure 
that processes, procedures and systems are in place so that 
technical support can be provided promptly and efficiently to 
students, faculty and non-academic staff [9]. 
Higher education institutions should consider these key 
factors when dealing with the increased demand for BYOD 
usage on campus. 
VI. CONCLUSION 
It is clear that higher education institutions in South Africa 
are observing a tendency in faculty and students that use their 
laptops, smart phones, tablets, e-readers and other mobile 
devices as a resource for enhancing their learning experience 
[10]. Furthermore, some higher education institutions may 
consider adopting an MDM solution to address the potential 
breach points associated with the implementation of BYOD. 
However, while MDM has some level of protection, the use of 
MDM alone is an insufficient resource for the implementation 
of BYOD [27]. Therefore, higher education institutions need to 
find more innovative and effective ways to safeguard valuable 
information and protect students, faculty and non-academic staff 
from security violations and data loss. The key factors discussed 
in this paper serves as a good starting point for higher education 
institutions. The ultimate goal should be for higher education 
institutions to safely provide enhanced learning resources to its 
students and to safeguard faculty and non-academic staff within 
their comfort zone. The explosion of mobile devices in higher 
education institutions is clearly cause for both celebration and 
concern.  
Since this study only includes a single case, further research 
could include performing such a case study on other higher 
education institutions in South Africa. Furthermore, future 
research will consider the development of a framework to aid 
South African higher education institutions with the 
implementation of BYOD.  
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